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This paper provides a high level description of how one can make use of PCRF/SPR/UDR User privacy in the decision of whether an end user’s traffic will or will not bypass a standalone TDF.

Introduction

The objective is to ensure that PCRF/SPR/UDR based end User Policy is considered in the decision of whether a given end user’s traffic will or will not bypass standalone TDFs deployed over the Gi/SGi interface. As well the solution should ensure that a subscriber’s downlink traffic can be steered to the same TDF which is handling the uplink.
HSS and AAA based solutions using existing standardized mechanisms are described as a solution for the case when those nodes are provisioned in accordance with user privacy policy.

A mechanism based on a 2 step approach using Gx is discussed as a possible approach to meet the objectives and exploit centralized PCRF policy.
Discussion

Background
A TDF is typically deployed in the data path between the GGSN/P-GW and the gateways to the service networks. For this purpose, the routing tables of adjacent IP network elements (e.g. GGSN/P-GW) are defined so that the TDF is a next hop in the IP route of the user traffic.

The TDF would typically offer a unique next-hop IP address towards the user-side (e.g. GGSN/P-GW) and other unique next-hop IP address towards the internet-side (e.g. Internet Router or firewall)

User traffic is received by defining the TDF as the next hop (or gateway) in the IP routing setup of two intermediate elements (in the example the GGSN and the upstream router) on the path of the target traffic. The IP routing through the TDF must be defined both for the uplink and downlink traffic.  
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         Figure 1 Capture of User Traffic in a standalone TDF over Gi/SGi
Routing of end-user traffic is dependent on the APN and associated IP address that is assigned to the end user.
The fundamental problem is that end users are assigned an APN (e.g. HSS or UE requested) and IP address (e.g. by PCEF) before any policy decision by the PCRF.

The routing of end user packets is influenced by the APN which may or may not have a TDF deployed. In addition the assigned IP address within the APN may influence the IP routing when for example the network design has segmented the IP address space into various IP address pools with different routing/forwarding properties. This may result in end user packets being routed towards a TDF  in conflict with the User Privacy Policy in the PCRF that indicates that end user consent has not be given for DPI.
Solutions

Solutions could be based on information returned by:
1. HSS

2. AAA

3. PCRF

HSS based

In its simplest solution the end-user subscription in the HSS can be assigned a default APN that is aligned with the desired user privacy policy settings. This standards impact free solution is valid for those cases in which user privacy control on a PDP Context basis is not necessary.
As a model this approach is not so different than the typical deployment solutions for enterprise users. For example the enterprise or corporate users are typically assigned distinct APNs. Correspondingly the operator’s Gi/SGi network design ensures that enterprise APN traffic flows in a manner that bypasses any deployed deep packet inspection nodes.
Advantage
· simple, no standards impact

Disadvantages

· TDF bypass control not on PDP context basis
· control in HSS may not necessarily be linked to user privacy and other policy information/control in SPR/UDR

AAA based

Without exploring the details one could potential introduce control in AAA allowing assigning the APN, local IP pool and or assigned the IP address that is aligned with user privacy that is accessible to the AAA
For example existing standard Radius and Diameter mechanisms as described in 29.061 (e.g. attribute Framed-IP-pool, Framed-IPv6-pool) can be used to assign a specific address pool from which IP address assignment and subsequent routing would  be consistent with user privacy settings.
Advantage
· minimal standards impact for AAA to be used for APN control but this may conflict with HSS provided control, 
· no standards impact if reusing AAA for  IP address or IP Pool assignment
Disadvantages

· makes mandatory the deployment of  AAA to support PCC functions, 
· control in AAA may  not necessarily be linked to user privacy and other policy information/control in SPR/UDR

Solutions based on end user configuration based on HSS or AAA data may be possible but in essence this means removing the User Privacy Policy from the PCRF/SPR/UDR. This would not be inline with the 23.813 PCC TR that the User Privacy Policies are stored in the SPR and used by the PCRF.
PCRF based

Another solution is to allow the PCRF to influence the IP-address allocation/IP-configuration performed at IP-CAN session activation. This approach provides a routing-wise straightforward solution that would work both in the up-link and the down-link direction and also both for IPv4 and IPv6.
This can be solved by using the Gx interface to allow the PCRF, using available User Privacy Policy and other policy information, to assist the PCEF prior to the IP address assignment.
This can be achieved by the PCEF in 2 steps.

· The 1st  step is that as part of the IP-CAN session establishment but PRIOR TO IP ADDRESS assignment the PCEF can request the PCRF for a configuration option profile
· The configuration option profile parameter returned to the PCEF would point to a set of preconfigured data in the PCEF that could be used to achieve desired results as needed and be consistent with PCRF/SPR/UDR User Privacy Policy e.g. such as to bypass or a not the TDF.

· For example the set of preconfigured data on the PCEF could include a local IP address pool (and or APN) from which IP address assignment should be performed.

· The 2nd step is for the PCEF to perform the IP address assignment/IP configuration and then proceed with an IP CAN session modification towards the PCRF (e.g. UE IP Address Allocate event trigger)
Whether PCRF-interaction before IP-Address allocation should be done or not could be configured in the PCEF on a per APN basis in order to avoid requesting the configuration option profile when not absolutely necessary. This for example would allow the operator to configure that this new operation is not be performed for enterprise/corporate APNs, IMS based APNs, WAP, MMS etc..
Having the PCRF return a configuration option profile allows for flexibility in achieving TDF bypass within the operators network which can be dependent on the operator’s backbone design and other equipment deployed, site routers, switches, etc.
In its simplest form the configuration option profile returned could reference a distinct IP address pool to use. The IP addresses allocated from that IP address pool would be routed in operator’s backbone in manner consistent to bypass the standalone TDF (or not) as per user consent.
Advantages

· Simple solution

· Allows for TDF bypass decision on a PDP context basis

· Provides TDF bypass decision to be based on user privacy and other policy centralized in the PCRF
· The returned configuration option provides the operator network design the flexibility to point to the necessary vendor specific configuration such that the correct path would be taken by end user packets as per the user privacy consent.
Disadvantages
· In roaming scenarios the configuration option profile would have to be coordinated or  alternately the H-PCRF could provide an indication of  user consent to the V-PCRF

Proposal
Existing mechanisms can be used  such that the HSS assigns a default APN that is aligned with the desired user privacy policy settings. This is valid for those cases in which user privacy control on a PDP Context basis is not necessary and HSS has access to end user privacy policy.

Existing AAA based mechanisms can be used to ensure that IP address assignment (e.g. by selective local pool) is made such that routing in operator Gi/SGi network is consistent with user privacy consent. This solution is possible for those cases where the AAA has access to the user privacy policy.
For the case that centralized policy is required (i.e. only PCRF has access to end user privacy policy) standards impacts are required. A Gx assisted configuration option profile selection allows the PCRF to influence the IP-Address allocation/configuration and subsequent routing at IP CAN session activation in a manner consistent with user privacy and other policy settings.

All approaches provide a routing-wise straightforward solution that would work both in the up-link and the down-link direction and also both for IPv4 and IPv6.
A corresponding “Gx assisted TDF bypass” contribution has been produced for 23.203.
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