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6.50
Solution – Use of FQDN Identifier with Dynamic DNS Update

6.50.1
Problem Solved / Gains Provided
See clause 5.3 "Key Issue – IP addressing" and clause 5.2 "Key Issue – MTC Devices communicating with one or more MTC Servers".

6.50.2
General
This solution addresses some aspects of IP addressing related to MT communications initiated by the MTC server. It is based on the FQDN Identifier solution described in clause 6.1 and proposes to use dynamic DNS updates initiated by the UE instead of a network entity. In case of stateless IPv6 addressing, this overcomes the problem of the network not knowing the global IPv6 address used by the MTC device. In this case, DNS updates are performed after the UE configures its IPv6 address via stateless IPv6 address autoconfiguration and when the UE changes its IPv6 address. Hosts with a IPv6 stack that frequently change their address for privacy reasons can use Dynamic DNS Updates (RFC 2136) to allow the authoritative DNS to keep the association between FQDN and the current IP address up to date. This solution is also applicable to IPv4 addressing.

Editor's Note: Huge numbers of UEs that frequently signal a change of IP address may create an untenable load on the network.  Therefore, the use of IPv6 privacy extensions, and if used the frequency at which the UE may be allowed to change its IP address, is FFS.
Consequently, the call flow depicted in clause 6.1 becomes:
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Figure 6.50.2-1: Call flow for MT communication with MTC device using Dynamic DNS Updates
1. MTC device performs the EPS Attach procedure as described in TS 23.401. As part of the EPS Attach procedure, a public IP address is assigned or Stateless IPv6 address autoconfiguration is accomplished, resulting in the MTC device being configured with a public IP address, referred to here shortly as "D", and information about the authoritative DNS is sent in PCO.

2,  3.
MTC device stores the association between the FQDN and “D” in the authoritative DNS server. The MTC device performs DNS Updates whenever it changes its interface ID.

Editor's Note: Huge numbers of UE that frequently signal a change of IP address may create an untenable load on the network.  Therefore, the use of IPv6 privacy extensions, and if used the frequency at which the UE may be allowed to change its IP address, is FFS.
4.
At some point the MTC server wishes to send a Mobile terminated (MT) message to the MTC device whose unique identifier is FQDN.

5.
MTC server sends a DNS query to the authoritative DNS server.

6.
The authoritative DNS sends “D” to the MTC server.

7.
MTC server sets the Destination IP address in the packet it wishes to send to the MTC device to “D”.

8.
The PGW serving the MTC device delivers the packet to the MTC device using an appropriate EPS bearer.

NOTE 1:
Security measures shall be taken in order to avoid attacks on the DNS from a rogue/misbehaving MTC device.

Editor's note: If the MTC device has multiple PDN connections, it is FFS which IP address the MTC Server selects for sending packets to the MTC device.

Editor's note: Scalability of this solution is FFS.

* * * * End of Change * * * *
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