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* * * Start of 1st Change * * *   
4.5
Application Detection and Control

The application detection and control feature comprise the request to detect the specified application traffic, report to the PCRF on the start or stop of application traffic and to apply the specified enforcement actions.

Two models may be applied, depending on operator requirements: solicited and unsolicited application reporting.

Solicited application reporting: The PCRF shall instruct the TDF, or the PCEF, on which applications to detect and report to the PCRF by activating the appropriate ADC rules. The PCRF may, in a dynamic ADC rule, instruct the TDF or PCEF what enforcement actions to apply for the detected application traffic. The PCRF may activate application detection only if user profile configuration allows this.

Unsolicited application reporting: The TDF is pre-configured on which applications to detect and report. The enforcement is done in the PCEF. It is assumed that user profile configuration indicating whether application detection and control should be enabled is not required.

The report to the PCRF shall include the same information for solicited and unsolicited application reporting that is whether the report is for start or stop, the detected Application Identifier and, if available, the service data flow descriptions for the application user plane traffic.

For the application types, where service data flow descriptions are deducible, the Start of the application may be indicated multiple times, including the application's instance identifier to inform the PCRF about the service data flow descriptions, belonging to that application's instance. The application instance identifier is dynamically assigned by TDF or PCEF enhanced with ADC rules in order to allow correlation of application start and stop events to the specific service data flow description.
For the solicited application reporting model:

-
For those cases, where service data flow description for the detected applications is not possible to be provided by the TDF to the PCRF, the TDF shall perform gating, redirection and bandwidth limitation for the detected applications, if required. The existing PCEF/BBERF functionality remains unchanged.

NOTE 1:
Redirection may not be possible for all types of detected application traffic (e.g. this may only be performed on specific HTTP based flows).

-
For those cases, where service data flow description is provided by the TDF to the PCRF, the actions resulting of application detection may be performed by the PCEF, as part of the charging and policy enforcement per service data flow and by the BBERF for bearer binding as defined in this document, or may be performed by the TDF as described above.

The application detection and control shall be implemented either by the TDF or by PCEF enhanced with application detection and control feature.

For the solicited application reporting, in case the standalone TDF is involved in the communication and required to apply enforcement actions, it is PCRF's responsibility to coordinate the PCC rules and QoS rules, if applicable, with ADC rules in order to ensure consistent service delivery.

NOTE 2:
The following is example of alignment which may be done by PCRF in case the standalone TDF is involved in the communication: Gate/redirection enforcement. There shall be no contradiction between PCC rules gate/redirection status and ADC rules gate/redirection status. Note: This mean that, for example, when a P2P traffic has to be gated (blocked) at the TDF, the P2P traffic shall not get redirected at the PCEF, and traffic shall not get gated (blocked) at the PCEF but rather let through.

Usage monitoring, as described in clause 4.4, may be activated in conjunction with application detection. If activated, the capability shall be applied at detected application level. The usage monitoring functionality is only applicable to solicited application reporting model.
* * * Start of 2tnd Change * * *  
6.1.4
Event Triggers

The Event Reporting Function (ERF) performs event trigger detection. When an event matching the event trigger occurs, the ERF shall report the occurred event to the PCRF. The Event Reporting Function is located either at the PCEF or, at the BBERF (if applicable) or, at the TDF for solicited application reporting (if applicable).

The event triggers define the conditions when the ERF shall interact again with PCRF after an IP‑CAN session establishment. The event triggers that are required in procedures shall be unconditionally reported from the ERF, while the PCRF may subscribe to the remaining events. Whether an event trigger requires a subscription by the PCRF is indicated in column 4 in table 6.2 below.

The PCRF subscribes to new event triggers or remove armed event triggers unsolicited at any time or upon receiving event report or rule request from the ERF (PCEF or BBERF or TDF) using the Provision of PCC Rules procedure or the Provision of QoS Rules procedure (if applicable) or the Provision of ADC Rules procedure (if applicable). If the provided event triggers are associated with certain parameter values then the ERF shall include those values in the response back to the PCRF. Event triggers are associated with all rules at the ERF of an IP‑CAN session (ERF is located at PCEF) or Gateway Control session (ERF is located at BBERF) or with Traffic Detection session (ERF is located in TDF). Event triggers determine when the ERF shall signal to the PCRF that an IP‑CAN bearer has been modified. It shall be possible the ERF to react on the event triggers listed in table 6.2.

Table 6.2: Event triggers

	Event trigger
	Description
	Reported from
	Condition for reporting

	PLMN change
	The UE has moved to another operators' domain.
	PCEF
	PCRF

	QoS change
	The QoS of the IP‑CAN bearer has changed (note 3).
	PCEF, BBERF
	PCRF

	QoS change exceeding authorization
	The QoS of the IP‑CAN bearer has changed and exceeds the authorized QoS (note 3).
	PCEF
	PCRF

	Traffic mapping information change
	The traffic mapping information of the IP‑CAN bearer has changed (note 3).
	PCEF
	Always set

	Resource modification request
	A request for resource modification has been received by the BBERF/PCEF (note 6).
	PCEF, BBERF
	Always set

	Routing information change
	The IP flow mobility routing information has changed
	PCEF
	Always set if IP flow mobility is supported

	Change in type of IP‑CAN (see note 1)
	The access type of the IP‑CAN bearer has changed.
	PCEF
	PCRF

	Loss/recovery of transmission resources
	The IP‑CAN transmission resources are no longer usable/again usable.
	PCEF, BBERF
	PCRF

	Location change (serving cell)
	The serving cell of the UE has changed.
	PCEF, BBERF
	PCRF

	Location change (serving area)
(see note 4)
	The serving area of the UE has changed.
	PCEF, BBERF
	PCRF

	Location change (serving CN node)
(see note 5)
	The serving core network node of the UE has changed.
	PCEF, BBERF
	PCRF

	Out of credit
	Credit is no longer available.
	PCEF
	PCRF

	Enforced PCC rule request
	PCEF is performing a PCC rules request as instructed by the PCRF.
	PCEF
	PCRF

	UE IP address change
	A UE IP address has been allocated/released
	PCEF
	Always set

	Access Network Charging Correlation Information
	Access Network Charging Correlation Information has been assigned.
	PCEF
	PCRF

	Usage report

(see note 7)


	The IP-CAN session or the Monitoring key specific resources consumed by a UE either reached the threshold or needs to be reported for other reasons.
	PCEF, TDF
	PCRF

	Start of application traffic detection and

Stop of application traffic detection (see note 8)
	The start or the stop of application traffic has been detected.
	PCEF, TDF
	PCRF

	NOTE 1:
This list is not exhaustive. Events specific for each IP‑CAN are specified in clause A.

NOTE 2:
A change in the type of IP‑CAN may also result in a change in the PLMN.

NOTE 3:
Available only when the bearer binding mechanism is allocated to the PCRF.

NOTE 4:
A change in the serving area may also result in a change in the serving cell, and a change in the serving CN node.

NOTE 5:
A change in the serving CN node may also result in a change in the serving cell, and possibly a change in the serving area.

NOTE 6:
Available only when the IP‑CAN supports corresponding procedures for bearer independent resource requests.

NOTE 7:
Usage is defined as volume of user plane traffic.

NOTE 8:
The start and stop of application traffic detection are separate event triggers, but received under the same subscription from PCRF.


If the Location change trigger is armed, the relevant IP‑CAN specific procedure shall be implemented to report any changes in location to the level indicated by the trigger. If credit-authorization triggers and event triggers require different levels of reporting of location change for a single UE, the location to be reported should be changed to the highest level of detail required. However, there should be no request being triggered for PCC rules or QoS rules (if applicable) update to the PCRF if the report received is more detailed than requested by the PCRF.

IP‑CAN bearer modifications, which do not match any event trigger shall cause no interaction with the PCRF.

The QoS change event trigger shall trigger the PCRF interaction for all changes of the IP‑CAN bearer QoS. The QoS change exceeding authorization event trigger shall only trigger the PCRF interaction for those changes that exceed the QoS of the IP‑CAN bearer that has been authorized by the PCRF previously. The ERF shall check the QoS class identifier and the bandwidth.

The Resource modification request event trigger shall trigger the PCRF interaction for all resource modification requests not tied to a specific IP‑CAN bearer received by PCEF/BBERF. The resource modification request received by PCEF/BBERF may include request for guaranteed bit rate changes for a traffic aggregate and/or the association/disassociation of a traffic aggregate with a QCI and/or a modification of a traffic aggregate.

The routing information change event trigger shall trigger the PCRF interaction for any change in how the IP flow is routed (i.e. IP flow mobility routing rules). The routing information change received by the PCEF is specified in TS 23.261 [23].

The enforced PCC rule request event trigger shall trigger a PCEF interaction to request PCC rules from the PCRF for an established IP‑CAN session. This PCEF interaction shall take place within the Revalidation time limit set by the PCRF in the IP‑CAN session related policy information (clause 6.4).

NOTE:
This enforced PCC rule request mechanism can be used to avoid signalling overload situations e.g. due to time of day based PCC rule changes.

The UE IP address change event trigger applies to the PCEF only and shall trigger a PCEF interaction with the PCRF in case a UE IPv4 address is allocated or released during the lifetime of the IP‑CAN session.

The Access Network Charging Correlation Information event shall trigger the PCEF to report the assigned access network charging identifier for the PCC rules that are accompanied with a request for this event at activation.

If the Usage report event trigger is set then the PCRF shall also provide applicable usage thresholds for the Monitoring key(s) that are subject to usage monitoring in the requested node (PCEF or TDF).

If the Usage report event trigger is set and the volume thresholds, earlier provided by the PCRF, are reached, the PCEF or TDF (whichever received the event trigger) shall report this event to the PCRF.

The Start of application traffic detection and Stop of application traffic detection events shall trigger a PCEF or a TDF interaction with PCRF once the requested application traffic is detected (i.e. Start of application traffic detection) or the end of the requested application traffic is detected (i.e. Stop of application traffic detection) for the solicited application reporting. The Application Identifier and service flow descriptions, if deducible, shall also be included in the report, An Application Instance Identifier may be included in the report both for Start and for Stop of application traffic detection when the service data flow description is included to unambiguously match the Start and the Stop events.

* * * Start of 3rd Change * * *  
6.2.1.1
Input for PCC decisions

The PCRF shall accept input for PCC decision-making from the PCEF, the BBERF if present, the TDF if present, the SPR and if the AF is involved, from the AF, as well as the PCRF may use its own pre-defined information. These different nodes should provide as much information as possible to the PCRF. At the same time, the information below describes examples of the information provided. Depending on the particular scenario all the information may not be available or is already provided to the PCRF.

The PCEF and/or BBERF may provide the following information:

-
Subscriber Identifier;

-
IPv4 address of the UE;

-
IPv6 network prefix assigned to the UE;

-
IP flow routing information (if IP flow mobility is used)

NOTE 1:
This information is provided only by the PCEF

-
IP‑CAN bearer attributes;

-
Request type (initial, modification, etc.);

-
Type of IP‑CAN (e.g. GPRS, I‑WLAN, etc.);

NOTE 2:
The Type of IP‑CAN parameter should allow extension to include new types of accesses.

-
Location of the subscriber;

NOTE 3:
See clause 6.1.4 for the description of this location information.

-
A PDN ID;

-
A PLMN identifier;

-
IP‑CAN bearer establishment mode.

The PCEF enhanced with TDF capabilities or the standalone TDF may provide the following information:

-
Detected Application Identifier;
-
Allocated Application Instance Identifier
-
Detected service flow descriptions.

NOTE 4:
Depending on the type of IP‑CAN, the limited update rate for the location information at the PCEF may lead to a UE moving outside the area indicated in the detailed location information without notifying the PCEF.

The SPR may provide the following information for a subscriber, connecting to a specific PDN:

-
Subscriber's allowed services, i.e. list of Service IDs;

-
For each allowed service, a pre-emption priority;

-
Information on subscriber's allowed QoS, including:

-
the Subscribed Guaranteed Bandwidth QoS;

-
a list of QoS class identifiers together with the MBR limit and, for real-time QoS class identifiers, GBR limit.

-
Subscriber's charging related information;

-
Spending limits profile containing an indication that policy decisions depend on policy counters available at the OCS that has a spending limit associated with it and optionally the list of relevant policy counters.

-
Subscriber category;

-
Subscriber's usage monitoring related information;

-
Subscriber's profile configuration;

-
Sponsored data connectivity profiles;

-
MPS EPS Priority, MPS Priority Level (See TS 23.401 [17] for more detail on MPS Subscription);

-
IMS Signalling Priority.

NOTE 5:
The MPS Priority Level represents user priority.

NOTE 6:
The MPS Priority Level is one among other input data such as operator policy for the PCRF to set the ARP value. The MPS EPS Priority, and MPS Priority Level are consistent with the corresponding parameters defined in the HSS.

The AF, if involved, may provide the following application session related information, e.g. based on SIP and SDP:

-
Subscriber Identifier;

-
IP address of the UE;

-
Media Type;

-
Media Format, e.g. media format sub-field of the media announcement and all other parameter information (a= lines) associated with the media format;

-
Bandwidth;

-
Sponsored data connectivity information (see clause 5.2.1);

-
Flow description, e.g. source and destination IP address and port numbers and the protocol;

-
AF Application Identifier;

-
AF Communication Service Identifier (e.g. IMS Communication Service Identifier), UE provided via AF;

-
AF Application Event Identifier;

-
AF Record Information;

-
Flow status (for gating decision);

-
Priority indicator, which may be used by the PCRF to guarantee service for an application session of a higher relative priority;

NOTE 7:
The AF Priority information represents session/application priority and is separate from the MPS EPS Priority indicator.

-
Emergency indicator;

-
Application service provider.

NOTE 8:
The application service provider may be identified in numerous forms e.g. the AF Application Identifier or the host realm at Diameter level.

The OCS, if involved, may provide the following information for a subscriber and PDN connection:

-
Policy counter status for each relevant policy counter.

In addition, the pre-defined information in the PCRF may contain additional rules based on charging policies in the network, whether the subscriber is in its home network or roaming, depending on the IP‑CAN bearer attributes.

The QoS Class Identifier (see clause 6.3.1) in the PCC rule is derived by the PCRF from AF or SPR interaction if available. The input can be SDP information or other available application information, in line with operator policy.

The Allocation/Retention Priority in the PCC Rule is derived by the PCRF from AF or SPR interaction if available, in line with operator policy.
* * * Start of 4th Change* * * *

6.2.2.5
Application Detection

The PCEF shall detect Start and Stop of application traffic for the Application Detection and Control (ADC) rules that the PCRF has activated at the PCEF. The PCEF shall report, if the PCRF has subscribed to the event, to the PCRF:
-
For the Start of application event trigger: the Application identifier and when service data flow descriptions are deducible, the Application instance Identifier and the filters to use for detecting that application traffic with a dynamic PCC rule, 
-
For the Stop of application event trigger: the Application identifier and, optionally, the Application instance Identifier.
The PCEF shall consider all the traffic in the IP-CAN session for detection with an ADC rule.
* * * Start of 5th Change* * * *

6.8.2
Application Detection and Control rule relevant operations

Application Detection and Control rule operations apply for solicited reporting and consist of activation, modification and deactivation of ADC rules.

Activation: The PCRF provides the ADC Rule identifier to the PCEF or TDF. The PCRF may provide data for usage monitoring and enforcement control for a dynamic ADC rule.

An active ADC rule means that:

-
the application traffic, matching the corresponding application, is detected; and

-
Start/ or stop of application traffic is reported to the PCRF, if applicable and requested by the PCRF, in the notification for the Start, including service data flow filters for detection and, the Application instance Identifier associated with the service data flow filter; and

-
monitoring and enforcement as specified within the rule is applied.

The PCRF may, at any time, modify an active, dynamic ADC rule.

The PCRF may, at any time, deactivate an active ADC rule. The IP‑CAN session termination shall deactivate all ADC rules for that IP‑CAN session.
* * * Start of 6th Change* * * *

7.4.2
IP‑CAN Session Modification; PCRF initiated

This clause describes the signalling flow for the IP‑CAN Session modification initiated by the PCRF. The AF or TDF or the OCS may be involved. An example of PCRF inputs that may trigger the procedure include:

-
initiation and authorization of a session-based service for which an IP‑CAN Session is modified.

-
a change in the status of a policy counter.

IP‑CAN Session handling and handling of PCC rules for non-session based services, and also general handling of PCC rules that are not subject to AF-interaction or TDF-interaction is also applicable here.
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Figure 7.5: IP‑CAN Session Modification; PCRF initiated

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access applies (figure 5.1-3) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1-4), when a Gateway Control Session is used, the V‑PCRF shall proxy Gateway Control and QoS Rules Request between the BBERF in the VPLMN and the H‑PCRF over S9. For this case the H‑PCRF may also initiate a Gateway Control and QoS Rules Provisioning procedure towards the BBERF in the VPLMN and proxy the information via the V‑PCRF over S9.

For case 2b in the Local Breakout scenario (figure 5.1-4) and if the Gateway Control Session is terminated locally at the V‑PCRF, the V-PCRF shall reply to/initiate Gateway Control Session and QoS Rules Request/Provisioning procedures locally without notifying the H‑PCRF. For this case the V‑PCRF shall proxy the Policy and Charging Rules Provisioning and Acknowledge over S9 between the PCEF in the VPLMN and the H‑PCRF. If the AF is located in the VPLMN for this scenario, the V‑PCRF shall proxy AF session signalling over S9 between the AF and the H‑PCRF.

NOTE 1:
The case when the AF resides in the VPLMN is not showed in the figure.

In the non-roaming case (figure 5.1-1) the V‑PCRF is not involved at all.

1a.
Optionally, the AF provides/revokes service information to the PCRF due to AF session signalling. The AF may subscribe at this point to notification of bearer level events related to the service information.

NOTE 2:
For the PCRF to generate the applicable events, the PCRF instructs the PCEF to report events related to the corresponding PCC rules. Such events are not shown in this sequence diagram.

1b.
Alternatively, optionally, in case of standalone TDF, the TDF detects the start/stop of a application traffic that matches with one of the activated ADC Rules. Then, in case of solicited application reporting, for the start of traffic detection, in case the enforcement actions were provided as a part of ADC rules, the TDF shall enforce those actions.


For the solicited application reporting, if the start/stop of application traffic detection event trigger was received from PCRF, the TDF shall provide application information to the PCRF, including the ADC Rule Identifier, start or stop of application traffic detection event trigger and the service flow descriptions, if available. Additionally, the Application instance Identifier is included in the report both for Start and for Stop of application traffic detection when the service data flow description is provided

For the unsolicited application reporting, the TDF shall provide application information to the PCRF, including the ADC Rule Identifier and the service data flow descriptions, if available.

1c.
Alternatively, optionally, the OCS provides a Spending Limit Report to the PCRF as described in clause 7.9.4.

2a.
The PCRF stores the service information if available and responds with the Acknowledgement to the AF. This is applicable to 1a case.

NOTE 3:
Without AF interaction, a trigger event in the PCRF may cause the PCRF to determine that the PCC rules require updating at the PCEF, e.g. change to configured policy.

NOTE 4:
This procedure could also be triggered by the Gateway Control and QoS Rules Request procedure as described in clause 7.7.3.

3.
The PCRF makes the authorization and policy decision.

4.
The PCRF may store the application information if available and responds with the Acknowledgement to the TDF (applicable for solicited service reporting as described in case 1b). If the TDF is standalone, for the solicited application reporting, the PCRF may provides a new ADC decisions to the TDF within this acknowledge. This may include ADC Rules activation, deactivation and modification. If the last ADC rule is deactivated, the PCRF requests the TDF to terminate the TDF session toward the PCRF. If there is no active TDF session between the TDF and the PCRF, the PCRF requests the TDF to establish the TDF session towards PCRF and provides Application Detection and Control Rules to the TDF. In case of local breakout, the V-PCRF shall provide functions to extract ADC rules from PCC rules provided by the H‑PCRF over S9.

4a.
If requested by PCRF, the TDF sends a Provision Ack (accept or reject of the ADC Rule operation(s)) to inform the PCRF about the outcome of the actions related to the decision(s) received in step 4.

5.
If there is no Gateway Control and QoS Rules Reply pending and there is a need to provision QoS rules, the PCRF initiates a Gateway Control and QoS Rules Provision Procedure as defined in 7.7.4 (applicable for cases 2a and 2b, as defined in clause 7.1).


If there are multiple BBERFs associated with the IP‑CAN session, Step 4 is performed with the BBERFs that support UE/NW bearer establishment mode.

NOTE 5:
If there is a Gateway Control and QoS Rules Reply pending, e.g. this procedure was invoked from the Gateway Control and QoS Rules Request procedure as defined in clause 7.7.3, the PCRF shall use that opportunity for provisioning the applicable QoS rules. If there are multiple BBERFs associated with the IP‑CAN session, and the procedure was invoked by a Gateway Control and QoS Rules Request procedure from the primary BBERF, the PCRF may receive a Gateway Control and QoS Rules Request from the non-primary BBERFs.

6.
The PCRF sends the Policy and Charging Rules Provision (PCC Rules, Event Trigger, Event Report) to the PCEF.

7.
The PCEF enforces the decision.

8.
If online charging is applicable, the PCEF may request credit for new charging keys from and/or shall return the remaining credit for charging keys no longer active to the OCS.

9.
If OCS was involved, the OCS provides the credit information to the PCEF, and/or acknowledges the credit report

10.
The GW (PCEF) may send an IP‑CAN Bearer establishment, modification or termination request (applicable for case 1, as defined in clause 7.1).


An IP‑CAN bearer modification is sent by the GW (PCEF) if the QoS of the IP‑CAN bearer exceeds the authorized QoS provided by the PCRF in step 3.


An IP‑CAN bearer termination request is sent by the GW (PCEF) if all PCC rules for an IP‑CAN bearer have been removed.

11.
The GW (PCEF) receives the response for the IP‑CAN Bearer modification or termination request (applicable for case 1).

12.
The PCEF sends Acknowledge Policy and Charging Rules Provisioning (accept or reject of the PCC rule operation(s)) to the PCRF.

13.
If the AF requested it, the PCRF notifies the AF related bearer level events (e.g. transmission resources are established/released/lost).

14.
The AF acknowledges the notification from the PCRF.
* * * End of Changes* * * *
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