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Abstract of the contribution: This contribution provides the detail operation on LIPA PDN connection establishment with the standalone L-GW architecture option 1. 
Introduction

An basic standalone L-GW architecture has been introduced in TR23.859v0.3.0 clause 5.2.1.1. However, the details about the operation are still missing. As stated in the clause:
The following issues are FFS:

-
The details of the new Sxx interface between the H(e)NB and the L-GW are FFS. Whether this interface only transports the user plane data or includes also a control plane is also FFS;

-
How the tunnels between the H(e)NBs and the L-GW are established is FFS.

-
How the secure tunnel transporting the S5 interface between the L-GW and the SGW is established is FFS.

-
The procedures for the handover over the Sxx interface are FFS.
This contribution is intent to address the LIPA PDN Connection establishment procedures, with details covering the first three aspects of the listed issues above.
Three procedures have been covered: Attach, UE requested PDN Connectivity, and Service Request. The major point is that the L-GW address is passed to HeNB from MME in S1AP message, and HeNB address is passed to L-GW through MME via Bearer Modification Message. 
Also, the MME shall store the information about LHN/L-GW address, such that it can verify and authorize the bearer setup in the Service Request procedure. 
Proposal
Include the following content to the corresponding sub-clause of TR23.859. 
******************** Start of 1st Change **************************

5.2.1.1.x LIPA PDN Connection Establishment during Attach procedure

The required changes in the attach procedure to support the setup of LIPA PDN connection with standalone L-GW are highlighted in Figure 5.2.1.1.x-1. 
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Figure 5.2.1.1.x-1 Attach procedure with LIPA PDN Connection

It is assume that before the Attach procedure, the HeNB and the L-GW have registered with the core network, i.e. authenticated to the SeGW and obtained the HeNB@CN address and L-GW@CN address. 

Following are the modifications to the steps to support the LIPA PDN Connection in the standalone L-GW architecture:

2. 
HeNB in a Local H(e)NB Network (LHN) provides the corresponding L-GW address(es)/FQDNs together with the supported APN information to the MME in the S1AP message. The HeNB is configured with such information via LHN administration, or obtained the information via local discovery mechanisms that are out of scope of 3GPP. 


Alternatively, the H(e)NB provides just the LHN ID to the MME. The MME would use DNS server to obtain the proper L-GW address based on LHN ID and additional NAS signalling information, e.g. APN.  


Related information could be found in sub-clause 5.2.2.2.5 of TR23.859. 

17.
The MME provides the information about the selected L-GW to the HeNB as part of the Correlation ID in the Initial Context Setup Request message. This information can be either the L-GW@CN address/FQDN or the L-GW@LN address/FQDN. The IE used to carry the L-GW information should be able to distinguish the two. 


If the L-GW@CN address/FQDN is provided to the HeNB, the HeNB needs to use local discovery mechanism, e.g. local DNS, to obtain the L-GW@LN address. 


The MME shall store the LHN ID or the L-GW address as part of the context for the PDN connection.

20.
The HeNB allocates the TEID for the LIPA bearers, and include the HeNB@LN address and TEID in the Initial Context Setup Response towards the MME.


At this point of time, the HeNB has the information about L-GW@LN address/FQDN and the TEID. Therefore, it should be possible for the HeNB to start the forwarding of uplink LIPA traffic to L-GW.

23.
The MME includes the HeNB@LN address/FQDN and TEID in the Modify Bearer Request towards the S-GW. This information could be carried in the User Location Information/CSG information as an extension, which does not need to be understood by the S-GW. Alternatively, a new IE could be defined for this purpose. 

23a. The S-GW forwards the Modify Bearer Request with the HeNB@LN address/FQDN and TEID information to the L-GW. For LIPA supportive L-GW, this step is mandatory. It can be achieved by L-GW indicate the desire to receive ULI or CSG information reporting at step 15. 


At this point of time, the L-GW will have the HeNB@LN address and TEID for the LIPA bearer. The L-GW can then start sending downlink data towards the HeNB directly. 

In case security is required for the direct data path between HeNB and L-GW, IKEv2 and IPsec could be used. As the HeNB and L-GW would anyway needs the IKEv2 and IPsec stack to connect to the SeGW, no additional function is required. 

As part of the LHN formation, the HeNB and L-GW can be preconfigured with each other’s certificates for the IKEv2 Security Association establishment. Alternatively, L-GW can provide required certificate or keying material together with the address information and TEID to the HeNB via step 15, 16, and the MME forward it together with the Correlation ID in step 17. 

******************** End of 1st Change **************************

******************** Start of 2nd Change **************************

5.2.1.1.y LIPA PDN Connection Establishment with PDN connectivity procedure

The required changes in the attach procedure to support the setup of LIPA PDN connection with standalone L-GW are highlighted in Figure 5.2.1.1.y-1. 
It is assume that before the PDN connectivity procedure, the HeNB and the L-GW have registered with the core network, i.e. authenticated to the SeGW and obtained the HeNB@CN address and L-GW@CN address.  UE already has another PDN connection established through the same HeNB, either for the EPC access or another LIPA access. 
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 Figure 5.2.1.1.y-1 UE requested PDN Connectivity with LIPA PDN Connection

Following are the modifications to the steps to support the LIPA PDN Connection in the standalone L-GW architecture:

1.
HeNB in a Local H(e)NB Network (LHN) provides the corresponding L-GW address(es)/FQDNs together with the supported APN information to the MME in the S1AP message that carries the PDN Connectivity Request. The HeNB is configured with such information via LHN administration, or obtained the information via local discovery mechanisms that are out of scope of 3GPP. 


Alternatively, the H(e)NB provides just the LHN ID to the MME. The MME would use DNS server to obtain the proper L-GW address based on LHN ID and additional NAS signalling information, e.g. APN. 


Related information could be found in sub-clause 5.2.2.2.5 of TR23.859.The HeNB that supports 

7.
The MME provides the information about the selected L-GW to the HeNB as part of the Correlation ID in the Bearer Setup Request message. This information can be either the L-GW@CN address/FQDN or the L-GW@LN address/FQDN. The IE used to carry the L-GW information should be able to distinguish the two. 


If the L-GW@CN address/FQDN is provided to the HeNB, the HeNB needs to use local discovery mechanism, e.g. local DNS, to obtain the L-GW@LN address.


The MME shall store the LHN ID or the L-GW address as part of the context for the PDN connection.

10.
The HeNB allocates the TEID for the LIPA bearers, and include the HeNB@LN address and TEID in the Bearer Setup Response towards the MME.


At this point of time, the HeNB has the information about L-GW@LN address/FQDN and the TEID. Therefore, it should be possible for the HeNB to start the forwarding of uplink LIPA traffic to L-GW.

13.
The MME includes the HeNB@LN address/FQDN and TEID in the Modify Bearer Request towards the S-GW. This information could be carried in the User Location Information/CSG information as an extension, which does not need to be understood by the S-GW. Alternatively, a new IE could be defined for this purpose. 

13a. The S-GW forwards the Modify Bearer Request with the HeNB@LN address/FQDN and TEID information to the L-GW. For LIPA supportive L-GW, this step is mandatory. It can be achieved by L-GW indicate the desire to receive ULI or CSG information reporting at step 15. 

In case security is required for the direct data path between HeNB and L-GW, IKEv2 and IPsec could be used. As the HeNB and L-GW would anyway needs the IKEv2 and IPsec stack to connect to the SeGW, no additional function is required. 

As part of the LHN formation, the HeNB and L-GW can be preconfigured with each other’s certificates for the IKEv2 Security Association establishment. Alternatively, L-GW can provide required certificate or keying material together with the address information and TEID to the HeNB via step 5, 6, and the MME forward it together with the Correlation ID in step 7. 

******************** End of 2nd Change **************************

******************** Start of 3rd Change **************************
5.2.1.1.z LIPA PDN Connection Establishment with PDN connectivity procedure

The required changes in the attach procedure to support the setup of LIPA PDN connection with standalone L-GW are highlighted in Figure 5.2.1.1.z-1. 

[image: image3.emf] 

              

   

   

   

MME  

Serving GW   

PDN GW  

2. NAS: Service Request  

1. NAS: Service Request  

7. S1 - AP: Initial Context Setup Complete  

3. Authentication /Security  

HSS  

4. S1 - AP: Initial Context Setup Request  

5. Radio Bearer Establishment   

6. Uplink Data  

8. Modify Bearer Request  

12. Modify Bearer Response  

UE  

eNodeB  

11. Modify Bearer Response  

PCRF  

(A)  

 

  10. PCEF Initiated IP - CAN     Session Modification    

9. Modify Bearer Request  


Figure 5.2.1.1.z-1 UE triggered Service Request procedure with LIPA PDN Connection

It is assume that before the service request procedure, the HeNB and the L-GW have registered with the core network, i.e. authenticated to the SeGW and obtained the HeNB@CN address and L-GW@CN address.  UE has setup a LIPA PDN connection towards an L-GW. The LIPA PDN connection information is stored in the context in MME.

 Following are the modifications to the steps to support the LIPA PDN Connection in the standalone L-GW architecture:

2.
HeNB in a Local H(e)NB Network (LHN) provides the corresponding L-GW address(es)/FQDNs together with the supported APN information to the MME in the S1AP message that carries the Service Request. The HeNB is configured with such information via LHN administration, or obtained the information via local discovery mechanisms that are out of scope of 3GPP. 


Alternatively, the H(e)NB provides just the LHN ID to the MME. The MME would use DNS server to obtain the proper L-GW address based on LHN ID and additional NAS signalling information, e.g. APN. 


Related information could be found in sub-clause 5.2.2.2.5 of TR23.859.The HeNB that supports 


The MME shall check the provided LHN ID/L-GW address/FQDN with that stored in the PDN Connection context, if a LIPA PDN connection exists. If the LHN ID is different, the MME shall not establish the LIPA related bearers, and shall trigger the tear down of the network resources for the LIPA bearers after finishing the service request procedure. 

4.
MME provides the L-GW address/FQDN and TEID to the HeNB as part of the Correlation ID. This information can be either the L-GW@CN address/FQDN or the L-GW@LN address/FQDN. The IE used to carry the L-GW information should be able to distinguish the two. 


If the L-GW@CN address/FQDN is provided to the HeNB, the HeNB needs to use local discovery mechanism, e.g. local DNS, to obtain the L-GW@LN address.

7.
The HeNB allocates the TEID for the LIPA bearers, and include the HeNB@LN address and TEID in the Bearer Setup Response towards the MME.

8.
The MME includes the HeNB@LN address/FQDN and TEID in the Modify Bearer Request towards the S-GW. This information could be carried in the User Location Information/CSG information as an extension, which does not need to be understood by the S-GW. Alternatively, a new IE could be defined for this purpose. 

9. The S-GW forwards the Modify Bearer Request with the HeNB@LN address/FQDN and TEID information to the L-GW. For LIPA supportive L-GW, this step is mandatory. It can be achieved by L-GW indicate the desire to receive ULI or CSG information reporting when the session is created. 

******************** End of 3rd Change **************************
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