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Abstract of the contribution:

This contribution provides clarification, evaluations and conclusions for the Key Issue - MTC Identifiers in TR 23.888 clause 5.13.
Discussion

The evaluation and conclusion considerations for the Key Issue – MTC Identifiers can be separated into the areas of  
a) Internal identifier aspects
b) External identifier aspects
c) Internal/External Identifier mapping aspects 

Internal Identifier aspects:

· From SA2#85 output, there appears to be strong consensus to use the IMSI for all internal aspects of the 3GPP system that require identification of a UE used for MTC.  Specific usage of the MSISDN as a subscription identifier for internal functionality (e.g. charging) can be replaced with the IMSI with minimum impact to the 3GPP system, relative to other possible solutions.

External Identifier aspects:

· With the assumption that an application ID (e.g. used in device triggering) would be specified over reference points between MTC Server/Application and 3GPP system as a separate parameter (and possible 3GPP transparent) from the identifier of the UE’s subscription, an identifier used to identify the UE’s subscription over such reference points is desired that has a small impact on the overall 3GPP system architecture but meets the identifier range scalability requirements.

· Reuse of the IMSI as an external identifier is one possible solution.  However, security considerations require prevention of exposing IMSI to malicious parties.  
· One could say that since IMSI is already exposed outside the MNO domain with MAP signalling, precedence is already established for using IMSI externally.  However, as SIMTC specific functionality has not been implemented, there is an opportunity to prevent MTC specific IMSI exposure risks at MTC Service and Applications levels.
· One could say that if MTC reference points (e.g. MTCsp) are secure, IMSI security will not be further compromised by SIMTC.  However, once 3GPP system exposes the IMSI to MTC Server/Applications (“lets the cat out of the bag”), 3GPP has no scope to control how IMSI is used, displayed, and communicated by MTC Server/Applications/Users.  In order to prevent MTC specific exposure risk outside of 3GPP domain, it is proposed to conclude that the IMSI shall not be exposed to MTC Servers/Applications by 3GPP system.


· Use of a temporary or common MSISDN-based external identifier will add unnecessary complexity to 3GPP and external systems and can be considered as more of a “duct tape solution” that should be avoided unless there are no other feasible alternatives.
· Use of the ICCID as the external identifier provides a mechanism that is very similar to today’s usage of MSISDN, with the added benefit of a plethora of unique IDs to meet predicted MTC scalability requirements.  Additionally, the ICCID is already available and provided as part of every subscription.
Internal/External Identifier mapping aspects
· Today’s 3GPP system already provides a mechanism for mapping between IMSI and MSISDN.  Following the architecture of this current mechanism, the impact to the 3GPP system can be limited by storing the ICCID as part of the UE subscription in the HLR/HSS and using this storage to map between the IMSI and ICCID as needed in the 3GPP system.
Proposal

This P-CR proposes to make the following changes to TR 23.888 v1.3.0.
* * * First Change * * * *
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

External Identifier: the identifier, used by MTC Servers outside the 3GPP network, to identify a UE used for MTC within the 3GPP system, e.g. at the MTCsp and MTCsms interfaces.

Internal Identifier: the subscription related identifier used within the 3GPP system to uniquely identify a UE used for MTC. In Rel-11, it refers to the IMSI. This identifier is not exposed by 3GPP system to the MTC Server or MTC Application.
* * * Next Change * * * *
6.47
Solution – UE without unique MSISDN using ICCID

6.47.1
Problem Solved / Gains Provided

See clause 5.8 "Key Issue – MTC Device Trigger", see clause 5.13 "Key Issue – MTC Identifiers".

6.47.2
General

A unique Integrated Circuit Card ID (ICCID), defined by ITU-T Recommendation E.118 [7], is stored today in every UICC. The ICCID may be used by a  mobile network, MTC Server, MTC Application and/or MTC user as a unique 3GPP/EPS-level external subscriber identity for PS only devices that do not specifically require an MSISDN (i.e. no Circuit-Switched support).

The ICCID is a 20-digit number comprised of a variable length (maximum 7-digits) Issue Identification Number (IIN), a variable length (11 to 14 digits) Individual account identification number and a check digit. It is stored in the UICC Elementary File, EFICCID and efficiently encoded in BCD format (1-nibble per digit) as described in ETSI TS 102.221 [8].
An ICCID with the minimum sized Individual account identification number (11-digits) provides ~10^11 or 100B unique identifiers per IIN. This amount per issuer (e.g. per MNO) would appear to be more than adequate to provide a new unique subscription identifier for the expected onslaught of new M2M devices.

Similar to the MSISDN, the composition of the ICCID contains enough routeing information that can be used to identify the HSS/HLR of the MS/UE. The IIN is composed of a Country code field (analogous to the CC in the MSISDN or MCC in the IMSI) and an Issue identifier number field (analogous to the NDC in the MSISDN or the MNC in the IMSI).  If further routeing information is required, it could be contained in the first few digits of the Individual account identification number field.

When a hostname device identity (e.g. FQDN, URI or 3GPP specific URN) is defined for a UE used for MTC, the ICCID could be included as part of the hostname device identity (e.g. FQDN: mtc.ICCID.pub.3gppnetworks.org or ICCID.userid.serviceproviderid.topdomain) in order to associate the hostname with a particular UE used for MTC.
If flexibility for 1-to-1 mapping between the external subscription identifier and IMSI are required (i.e. multiple unique external subscription identifiers per IMSI) then the ICCID could be used as a base for a set of multiple unique IDs associated with a particular IMSI.

The impacted network entities and interface protocols are enhanced to support the above functionality so that a UE subscription can be identified by a unique
 MSISDN (for backwards compatibility) or
 a unique ICCID

6.47.3
Impacts on existing nodes or functionality

6.47.4
Evaluation

Benefits:
-
provides a pre-existing unique ID that is generated and available today at the device;

-
could be a base for unique IDs when multiple subscription identifiers per IMSI are required;

-
plethora (~100B) of unique IDs per Issue Identification Number;
-
efficiently encoded.

Drawbacks:

-
if (U)SIM needs to be swapped to change network operator subscription, ICCID will not be portable to new network operator;

-
if (U)SIM is permanently coupled to ME, when subscription needs to be swapped to a different UE/MS, ICCID will not be portable to new device and MNO cannot use ICCID as a permanent identifier for the subscription;

Editor's Note: It is FFS if subscription identifier portability is required for PS only subscriptions without MSISDN.

-
the granularity for the ICCID is per MT and there could be multiple TEs per MT;

-
similar to MSISDN, ICCID identifier of a UE/MS is easily ascertainable (e.g. sometimes printed on inside device).

* * * Next Change * * * *
5.8
Key Issue - MTC Device Trigger

5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

If an MTC Server has an IP address available for the device it needs to poll data from, it tries to communicate with the device using the IP address. If the communications fails, or if no IP address is available for the device, the MTC Server can use the MTC Device Trigger to try to establish the communication. This may cause a PDP/PDN connection to be established if it didn’t exist or re-established if it wasn’t working e.g. after an error condition in the network. It is important that it can be guaranteed to the MTC User that MTC Devices can only be triggered by authorized MTC Servers. If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC Server. The MTC Device Trigger is a service provided by the 3GPP system for the MTC server over control plane signalling.
Triggering of MTC Devices is based on the use of an identifier identifying the MTC Device that needs to be triggered. The identifier used by the MTC User in the triggering request to the MTC Server can be different from the identifier used by the MTC Server in the triggering request to the PLMN network.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC server.

-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.

-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-
The trigger mechanism shall be able to provide a scalable transmission of trigger request and trigger response messages for multiple MTC Devices in the PLMN and on the interfaces to the MTC Server.

-
The main characteristic of the device trigger feature is the control plane interaction between the MTC Server and the 3GPP system that initiates all necessary functions or procedures within the 3GPP system and towards the MTC Server to enable the MTC Server to send user plane data towards the MTC Device. Any triggering activity on MTC application level, which results in traffic being transferred by the 3GPP system transparently as user plane data, is not considered as device trigger (feature).

-
A MTC Device shall be able to receive trigger indications from the network and establish communication with the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.

-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

NOTE 2:
In reference to the three sub-bullets above (beginning with “Receiving trigger indication in…”), the trigger indication denotes a control plane indication specific to the MTC Device Trigger feature, including the case of the MTC device having a PDP/PDN connection. Reasons for recurring to device triggering in the latter case are e.g. when the MTC Server does not know the IP address assigned to the MTC Device, or when the MTC device does not respond after using MT IP communication e.g. due to network problems or that the IP address has become obsolete, or when the MTC device is not user plane reachable by a MTC Server over the currently established PDP/PDN connections, or because of other reasons where user plane communication needs to be initiated from the MTC device side.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (e.g. attachment and PDP context/PDN connection states) of the targeted MTC device.
NOTE 3:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 4:
For backwards compatibility reasons, this interface does not preclude a MTC server from using a pre-existing interface (e.g. submitting an SMS-based trigger indication directly to an SMS-SC).  However, the intention would be for MTC service providers to migrate towards utilizing this new interface for device triggering.
-
If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC server.

Editor’s note: It is FFS that the network always needs to report the trigger failure to the MTC server for all the MTC device trigger solutions.

-
In the triggering request to the PLMN the MTC Server shall use an external identifier to indicate the UE used for MTC that is required to be triggered. The identifier used:

- can be a new identifier; or

- can be an existing identifier.

NOTE 5:
The identifier used by the MTC User in the triggering request to the MTC Server can be a different identifier than the one used by the MTC Server in the triggering request to the PLMN. The identifier used by the MTC User is out of scope of 3GPP standardisation and may e.g. be an application specific identifier.

* * * Next Change * * * *
5.13
Key Issue - MTC Identifiers

5.13.1
Use Case Description

The amount of MTC Devices is expected to become 2 orders of magnitude higher than the amount of devices for human to human communication scenarios. This has to be taken into account for IMSI, IMEI and MSISDN. Regulatory bodies indicate shortages of IMSIs and MSISDNs.

The MTC Feature PS Only in 22.368 includes a requirement that PS Only subscriptions shall be possible without an MSISDN. In principle an MSISDN is not used in any of the PS based signalling procedures. However, it will have to be assured that all PS procedures indeed work and subscriptions can be uniquely identified without providing an MSISDN. Furthermore, 22.368 specifies that remote MTC Device configuration shall be supported for PS only subscriptions without an MSDISDN assigned. Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs. So a solution to support remote MTC Device configuration that does not require the use of MSISDNs is needed.

The identifiers can be categorised into:

-
Internal Identifiers used as subscription related identifiers for mobility procedures, charging, etc. within the 3GPP system
-
External Identifiers used by MTC Servers which are outside the 3GPP network.
5.13.2
Required Functionality

-
It shall be possible to uniquely identify the ME.

NOTE 1:
This requirement relates to the ME which is generally identified by the IMEI.

-
It shall be possible to uniquely identify the MTC Subscription

NOTE 2:
The two requirements above also apply to human-to-human communications. However, for Machine-Type Communication identifiers will have to be able to cater for a number of identifiers up to two orders of magnitude higher than for human-to-human communications.

-
A network operator shall be able to provide PS only subscription without the need to assigning an unique MSISDN per device or subscription.

-
If no (unique or common) MSISDN is assigned to a PS only subscription, the Internal Identifier (IMSI) shall be used as charging identifier.

-
A UE used for MTC may be associated with one or more External Identifier(s), which can be mapped into the same single Internal Identifier of the UE.

-
Globally unique External Identifiers shall be supported for identifying UEs used for MTC that must be globally reachable (i.e. irrespective of which mobile operator owns the subscription)

-
Operator specific External Identifiers (e.g. based on a private numbering plan) may be supported for identifying UEs used for MTC that have to be reachable only from the operator domain to which they are subscribed.

-
The Internal Identifier shall be globally unique.
-
The network shall be able to translate External Identifier into Internal Identifier.

-
The system shall be able to translate Internal Identifier into External Identifier.
- 
In order to prevent MTC related security exposure risks to the IMSI outside the scope of 3GPP (e.g. as part of MTC Server/MTC Application functionality), the 3GPP system shall not make the IMSI available (e.g. as an external identifier) to a MTC Server/MTC Application.

-
Remote MTC Device configuration shall still be supported for subscriptions without an MSISDN.

NOTE 3:
Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs.
-
If a solution is selected that allows the Internal Identifier (IMSI) to be used on the external interface to the MTC Server, security measures shall be applied on the external interfaces to avoid eavesdropping of the Internal Identifier.

5.13.3
Evaluation

5.8.3.x Internal identifier aspects

To reduce the impact to the 3GPP system to support MSISDN-less subscriptions, when an MSISDN is not assigned, the IMSI shall be used as the identifier of the UE subscription for all related internal 3GPP system functionality.
To prevent MTC related security exposure risks to the IMSI outside the domain of 3GPP scope, the 3GPP system shall not make the IMSI available to a MTC Server/MTC Application. 
5.8.3.y External identifier aspects

The standardised protocol used between the MTC Server and the 3GPP system via reference point MTCsp shall support specifying a particular UE used for MTC with the MSISDN (for backward compatibility) and with the ICCID (e.g. as described in clause 6.47).   Usage of the ICCID provides a plethora of unique IDs that are efficiently encoded and are available today as part of each and every UE subscription.  Usage of a static unique ID (e.g. MSISDN and ICCID) as opposed to a shared and/or temporary ID will reduce the impact to the 3GPP system.
5.8.3.z Internal/External Identifier mapping aspects
The internal 3GPP system shall support mapping functionality between an IMSI and ICCID.  In order to reduce the impact to the 3GPP system, the mapping functionality between the IMSI and ICCID should architecturally be similar to the mapping between the IMSI and MSISDN that exists in pre-Rel-11 architecture.  To achieve this, the ICCID shall be store in the HLR/HSS subscription record for a Rel-11 capable UE subscription.  In addition, the necessary 3GPP system internal reference points shall be enhanced to support the necessary mapping functionality between the IMSI and ICCID.
* * * Next Change * * * *
7.2
Interim conclusions for release 11 specification work 
…

7.2.x
MTC Identifiers – Key Issue 5.13
This clause contains the agreed conclusions corresponding to Key Issues 5.13. 3GPP Release 11 specifications should be developed in the following areas:
Internal Identifier aspects:
All internal aspects of the 3GPP system that require identification of a UE subscription shall support doing so using the IMSI as the identifier of the subscription.  In order to reduce MTC related security risks outside the scope of 3GPP, the 3GPP system shall not make the IMSI available to a MTC Server/MTC Application.
External Identifier aspects:
The standardised protocol used between the MTC Server and the 3GPP system via reference point MTCsp shall support specifying a particular UE used for MTC with the MSISDN (for backward compatibility) and with the ICCID (e.g. as described in clause 6.47). For security reasons, the protocol between the MTC Server and the 3GPP system shall not support exchange of the IMSI (e.g. as an external identifier or otherwise).
Internal/External Identifier mapping aspects:

The internal 3GPP system shall support mapping functionality between an IMSI and ICCID.  To support this mapping, the ICCID shall be store in the HLR/HSS subscription record for a Rel-11 capable UE subscription. In addition, the necessary 3GPP system internal reference points shall be enhanced to support the necessary mapping functionality between the IMSI and ICCID.
* * * End of Change * * * *
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