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Background
For the SIMTC work, the IP version usage and addressing as well as interworking aspects have matured in the past few meetings.  In the TR23.888v1.3.0, a number of key issues related to IP addressing/interworking and co-existence have been documented in various sections (e.g.  Sections 5.3, 6.1, 6.18, 6.19 etc.).  In addition, for Rel-11 the interim conclusions from the TR indicate the following:
7.2
Interim conclusions for release 11 specification work 
7.2.1
IP Addressing – Key Issue 5.3

This clause contains the agreed conclusions corresponding to Key Issues 5.3.

3GPP Release 11 specifications should be developed in the following areas:

a) IPv6 as the primary solution for IP addressing of UEs used for MTC.

b) A few key IPv4 addressing solutions are documented in appropriate annexes as described in sub clause 8.2. IPv4 based solutions are considered transition solutions and are deprecated.

NOTE 1:
The scenario where the MTC Server and/or its end-to-end connection to the mobile operator’s domain is dependent on IPv4 addressing will be reduced as the migration to IPv6 proceeds. However an IPv6 capable MTC Server (i.e. dual-stack) in an IPv4 public address space can still be a valid scenario for some years. For such scenarios where there is no end-to-end IPv6 connectivity, well known transition mechanisms can be used. This is considered normal network design and should be transparent to 3GPP specifications. Therefore an MTC Server using IPv6 addressing connected to IPv6 UE used for MTC over a public IPv4 address space can be considered as an IPv6 scenario (i.e. scenario A in subclause 5.3.1).
Editor's note: It is FFS if well know transition mechanisms will provide the scalability for the number of bindings required per GGSN/PGW and MTC Server/Application combinations.

Editor's note: what IPv4 addressing solutions to be documented needs to be decided.

And

8.2
Related to Interim conclusions for release 11 specification work 
8.2.1
IP addressing

8.2.1.1
Guiding Principles

This clause provides a proposed way forward and guiding principles on how to document IP addressing related aspects in normative Stage 2 specifications. 

The guiding principles when to documenting IP addressing solutions are:

A. Focus on most important deployment scenarios as per clause 5.3.1

B. Maximize the reuse of existing 3GPP standards and minimize the impact on the 3GPP System

C. Use of IPv6 addressing as the primary solution for IP addressing of UEs used for MTC. IPv4 based addressing is deprecated but not precluded. 

8.2.1.2
Documentation approach

It is proposed that IP addressing aspects are documented using the following approach:

· A normative part giving an overview of IPv6 addressing mechanisms. 

· An informative annex documenting IPv4 addressing mechanisms to serve as implementation guideline for transition solutions.

The above information provides a good basis for the decision on how to go forward in making the normative stage of the documentation on the IP addressing aspect.
Discussion

3GPP systems (e.g. specifications) have been already dealing with IP addressing and specially the issue of IPv6 usage for services and its interaction and co-existence of IPv4 and related transition mechanism.  3GPP TS23.221 (Architectural Requirements) dedicates Chapter 5 and its subsections dealing with the very same aspects as described in the sections 7.2.1.  IM CN Subsystem, similar to SIMTC system aspects, have been dealing with similar usage of IPv6 and its necessary interworking aspects within the context of the overall 3GPP architecture and specifically impacts on the Packet Core, Terminals (UE) and service domain (e.g. IMS).  Current scope of the TS 23.221 ``Table of Content `` show the following structure consistent with what needs to be done for SIMTC aspects:
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As the principles are similar in nature and SIMTC addressing principles will be applicable for other usage as well, the TS 23.221 is perfectly suitable for updates to include additional aspects emerging from SIMTC work.
In addition, like in case of IM CN Subsystem, it is also feasible to add new (sub)section to this TS to include any specific details pertaining to SIMTC and possibly MTC server aspects.

The above two approaches fulfils the documentation approach in subsection 8.2.1.2, first bullet.

Then an Informative new Annex can easily be added to TS 23.221 to include the second bullet of subsection 8.2.1.2.

An example Annex is included at the end of the document showing how the TS 23.221 may be updated.
Proposal

Based on the above analysis, we propose the following update to the TR 23.888 v1.3.0:

******************* Start of Change to the TR***************

8.2.1
IP addressing

8.2.1.1
Guiding Principles

This clause provides a proposed way forward and guiding principles on how to document IP addressing related aspects in normative Stage 2 specifications. 

The guiding principles when to documenting IP addressing solutions are:

D. Focus on most important deployment scenarios as per clause 5.3.1

E. Maximize the reuse of existing 3GPP standards and minimize the impact on the 3GPP System

F. Use of IPv6 addressing as the primary solution for IP addressing of UEs used for MTC. IPv4 based addressing is deprecated but not precluded. 

8.2.1.2
Documentation approach

It is proposed that IP addressing aspects are documented in the TS 23.221 using the following approach:

· A normative part giving an overview of IPv6 addressing mechanisms and updating any necessary aspects in section 5 and its subsections of the TS 23.221. 

· An informative annex documenting IPv4 addressing mechanisms to serve as implementation guideline for transition solutions.
******************* End of changes****************************
****Possible CR on 23.221 example***
5
IP addressing

5.1
IP version issues

The EPS/UMTS/GSM architecture shall support IPv4 / IPv6 based on the statements below.
-
IP transport between network elements of the IP Connectivity services (between RNC, SGSN, GGSN, eNodeB, MME, S-GW, and P-GW) and IP transport for the CS Domain: both IPv4 and IPv6 are options for IP Connectivity.
-     For UEs used for Machine-Type Communications as described in TS 23.401 [xx] & 23.060 [xy], IPv6 addressing is the mechanism for IP addressing. IPv4 based addressing is deprecated but not precluded from usage.  For implementation guidelines related to transition and other aspects of IPv4 address usage see Annex X.
-
IM CN subsystem elements (UE to CSCF and the other elements e.g. MRF):
-
The architecture should make optimum use of IPv6.

-
3GPP specifications design the IM CN subsystem elements and interfaces to support both IPv4 and IPv6. In the case the UE supports IPv4, the guidelines and recommendations in TR 23.981 [26] should be followed.

-
The UE may support IPv4 only, IPv6 only or both for the connection to the IM CN subsystem. In the case the UE supports IPv4, the guidelines and recommendations in TR 23.981 [26] should be followed.
-
According to the procedures defined in TS 23.060 [2] and/or TS 23.401 [27], when a UE is assigned an IPv6 prefix, it can change the global IPv6 address it is currently using via the mechanism defined in RFC 4941 [17a], or similar means.
-
Access to existing data services (Intranet, Internet,…):
-
The UE can access IPv4 and IPv6 based services.

5.2
Interoperability between IPv4 and IPv6 networks

Since the UE can access both IPv4 and IPv6 based services, situations may arise where interworking is needed to interoperate with IPv4 and IPv6 networks. This clause describes three different interworking scenarios: UE is IPv4 and IPv6 capable, IPv6 only UE, and IPv6 UE connected via IPv4 network to an IPv6 device. These scenarios are examples of IPv6 and IPv4 interworking. The scenarios presented below only considered cases of a Transition Gateway (TrGW) for generic services and specialist services may require additional functionally at the application level.
In case of MTC, Annex X describes necessary guidelines for interoperability if such function may be required.
5.2.1
IPv4/IPv6 Mobile connecting to IPv4 and IPv6 networks

An installation where the UE has both IPv4 and IPv6 stacks is shown in Figure 5-1. As depicted, the terminal connects to the IPv4 device directly using an IPv4 PDP or EPS Bearer Context. Hence, the UE appears to be a standard IPv4 node to the external IPv4 network. This scenario does not need any specific transition support from the network. However, it requires both versions of IP at the UE. The GGSN/P-GW in this scenario may be different for the IPv6 and the IPv4 connections unless IPv4/v6 PDP or EPS Bearer Contexts are used. With GGSN/P-GW is meant either a GGSN or a P-GW.
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Figure 5-1: UE with IPv4 and IPv6 capability connecting to IPv4 and IPv6 networks

5.2.2
IPv6 only Mobile connecting to IPv4 network
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Figure 5-2: IPv6 only mobile connecting to IPv4 data services

Figure 5-2 shows an IPv6 only terminal connected to an IPv4 device. The UE us using an IPv6 PDP or EPS Bearer Context for access to a Transition Gateway (TrGW) that translates the IPv6 packets to IPv4 and vice versa. The TrGW may be implemented as a Network Address Translation – Protocol Translation (NAT-PT) [16] to convert IPv6 traffic coming from the UE to IPv4 traffic and vice versa.

NAT-PT is a combination of NAT-like address translation and IP header conversion as described in [16]. NAT-PT uses a pool of IPv4 addresses for assignment to IPv6 nodes on a dynamic basis as sessions are initiated across v4-v6 boundaries. NAT-PT binds addresses in the v6 network with addresses in the v4 network to provide transparent routing of packets traversing address realms. This requires no changes to end nodes and IP packet routing is completely transparent to them. It does, however, require NAT-PT to track the sessions it supports and mandates that inbound and outbound packets pertaining to a session traverse the same NAT-PT device.

5.2.3
IPv6 Mobile connected to an IPv6 Device via an IPv4 network
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Figure 5-3: IPv6 mobile connected to an IPv6 device via an IPv4 network

Figure 5-3 shows a case where an IPv4 network lies between two IPv6 domains. The IPv6 domains can be interconnected using IETF standard mechanisms such as automatic or configured tunnelling of IPv6 over IPv4 [17].
5.3
Address management

A 3GPP network may be implemented as a number of logically separate IP networks which contain different parts of the overall system. Each of these elements is referred to as an "IP Addressing Domain". Within an "IP Addressing Domain" it is required that the nodes within the domain are part of a consistent non-overlapping IP-address space. It is also required that IP packets may be routed from any node in the domain to any other node in the domain using conventional IP routing. In a real implementation an IP Addressing Domain may be a physically separate IP network or an IP VPN.

IP Addressing Domains may be interconnected at various points. At these points of interconnect gateways, firewalls or NATs may be present. It is not guaranteed that IP packets from one IP Addressing Domain can be directly routed to any interconnected IP Addressing Domain. Rather inter-Domain traffic may be handled via firewalls or tunnels. This implies that different IP Addressing Domains can have different (and possibly overlapping) address spaces.

Figure 5-4 below shows an example of the IP Addressing Domains involved in PS-domain and IP-subsystem services.
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Figure 5-4: IP Addressing Domains Involved In PS-Domain and IM Services

Though 3GPP networks can use different IP Addressing Domains as shown above, it is possible that several different IP Addressing Domains fall under a common co-operative management regime. In this case the different IP Addressing Domains may be implemented as a single administrative domain at the operator’s discretion, thus using a common IP-address space.
A UE accessing services in either an IM subsystem, the Internet, or an external Intranet, or a combination of these service domains within the same IP network, requires an IP address that is part of the target network’s IP Addressing Domain. For each of these IP networks, the IP address is linked to a specific PDP or EPS Bearer context, or set of PDP or EPS Bearer contexts sharing this IP address via a single APN.

When the UE establishes the PDP or EPS Bearer context to access an IP network, it may use an existing PDP or EPS Bearer context if it has an active context with a compatible IP addressing domain and quality of service profile.

5.4
IP addressing and routing for access to IM-subsystem services

This clause deals with a UE accessing IM CN subsystem services via EPS or GPRS.
A UE accessing IM CN Subsystem services requires an IP address that is logically part of the IM CN subsystem IP Addressing Domain. This is established using an appropriate PDP or EPS Bearer context. It is possible to connect to a P‑GW/GGSN either in the VPLMN or the HPLMN. For routing efficiency this context may benefit from being connected through a P‑GW/GGSN in the visited network. The connection between the UE and the IM CN subsystem (where the P‑GW/GGSN is either in the Home or the Visited network) is shown below:
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Figure 5-5: UE Accessing IM Subsystem Services with P-GW/GGSN in the Visited network via Visited Network IM subsystem
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Figure 5-5a.1: UE Accessing IM Subsystem Services with P-GW/GGSN in the Visited network
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Figure 5-5a: UE Accessing IM CN subsystem Services with P-GW/GGSN in the Home network
The ability of the User plane and the Control Plane for a single IMS session being able to pass through different P‑GWs/GGSNs is not defined in this release.
Do we need similar diagram for MTC?
5.5
Simultaneous access to multiple services

A UE can have multiple services active simultaneously. When the services are part of different IP addressing domains, separate EPS Bearer or PDP contexts and IP addresses are required. The UE shall support multiple IP addresses when simultaneous EPS Bearer or PDP contexts are activated that require separate IP addresses for different addressing domains.

Figure 5-6 shows an example of a connection between a UE and an Internet/Intranet service that is not available in the Visited Network with a simultaneous connection to the Visited Network’s IM Subsystem. In this example, there may be two IPv6 addresses allocated, or one IPv4 address allocated for internet/Intranet access and oneIPv6 address for IM subsystem access.
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Figure 5-6: UE Accessing Home Internet/Intranet Services and Visited Network IM CN Subsystem Services

5.6
UE support of IPv6

The set of IPv6 functionality a 3GPP UE will require is dependent on the services (IMS, Packet Streaming etc.) it will use.

As a minimum, a 3GPP UE shall comply with the Basic IP group of specifications as defined in RFC 3316 [21]. This IPv6 functionality is sufficient to provide compatibility towards IPv6 entities external to 3GPP. The 3GPP UE should support RFC 4941 [17a] and it should use RFC 4941 when choosing an interface identifier to generate the full IPv6 address for the initial generation process.

A 3GPP UE shall follow the recommendations for the IP Security set of functions in RFC 3316 [21] when a specific service requires such functions.

According to the procedures defined in TS 23.060 [2] and in TS 23.401 [27], when a UE is assigned an IPv6 prefix, it can change the global IPv6 address it is currently using via the mechanism defined in RFC 4941 [17a], or similar means, without updating the PS domain. Any application that requires full IP address knowledge shall provide a mechanism to get the latest IPv6 address when the IPv6 address in the UE has been changed. An example of such means is defined in TS 23.228 [11].

NOTE 1:
RFC 3316 [21] does not make any recommendations on preferred transition and interoperability mechanisms between IPv4 and IPv6.

NOTE 2:
An application may inhibit the use of RFC 4941 mechanisms for privacy but the mechanism to do this is not specified.

******** Next Change ************
Annex X
Editor’s Note: Details to be added for IPv4 aspects of MTC, according to the TR.
3GPP
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