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*********  FIRST  MODIFIED SECTION  *******
6.2.1.4.3
H-PCRF and Visited Access (Local Breakout)

The H‑PCRF shall use the S9 reference point to proxy information to the PCEF (and indirectly also to the BBERF when the Gateway Control Session is not proxied to the H-PCRF, and indirectly also to the TDF) via the V‑PCRF for the following related Gx procedures:

‑
Indication of IP‑CAN Session Establishment and Termination messages;

‑
Policy and Charging Rule Provisioning messages;

-
Application Detection and Control rules provisioning messages;

‑
Request Policy and Charging Rules messages.

When the Gateway Control Session is proxied to the H-PCRF, the H PCRF shall use the S9 reference point to proxy information to the BBERF via the V PCRF for the following related Gxx procedures:

-
Indication of Gateway Control Session Establishment and Termination messages;

-
QoS Rules Provisioning messages;

-
Request QoS Rules messages.

For the application traffic detection the H PCRF shall provide ADC rule operations.

The H‑PCRF should generate PCC rules for both of the cases when the AF is located in the VPLMN and when the AF is located in the HPLMN. The H‑PCRF provides the PCC rules to the V‑PCRF over the S9 reference point.

The H-PCRF shall provide an indication of user consent as stated in the user privacy policies as input for the V-PCRF to select the Configuration Option Profile. The V-PCRF will use the user consent indication if a standalone TDF is deployed as input to select a Configuration Option Profile.
*********  NEXT MODIFIED SECTION   *******
6.2.2.1
General

The PCEF encompasses service data flow detection, policy enforcement and flow based charging functionalities.

This functional entity is located at the Gateway (e.g. GGSN in the GPRS case, and PDG in the WLAN case). It provides service data flow detection, user plane traffic handling, triggering control plane session management (where the IP‑CAN permits), QoS handling, and service data flow measurement as well as online and offline charging interactions.

A PCEF shall ensure that an IP packet, which is discarded at the PCEF as a result from policy enforcement or flow based charging, is neither reported for offline charging nor cause credit consumption for online charging.

NOTE 1:
For certain cases e.g. suspected fraud an operator shall be able to block the service data flow but still be able to account for any packets associated with any blocked service data flow.

The PCEF is enforcing the Policy Control as indicated by the PCRF in two different ways:

-
Gate enforcement. The PCEF shall allow a service data flow, which is subject to policy control, to pass through the PCEF if and only if the corresponding gate is open;

-
QoS enforcement:

-
QoS class identifier correspondence with IP‑CAN specific QoS attributes. The PCEF shall be able to convert a QoS class identifier value to IP‑CAN specific QoS attribute values and determine the QoS class identifier value from a set of IP‑CAN specific QoS attribute values.

-
PCC rule QoS enforcement. The PCEF shall enforce the authorized QoS of a service data flow according to the active PCC rule (e.g. to enforce uplink DSCP marking).

-
IP‑CAN bearer QoS enforcement. The PCEF controls the QoS that is provided to a combined set of service data flows. The policy enforcement function ensures that the resources which can be used by an authorized set of service data flows are within the "authorized resources" specified via the Gx interface by "authorized QoS". The authorized QoS provides an upper bound on the resources that can be reserved (GBR) or allocated (MBR) for the IP‑CAN bearer. The authorized QoS information is mapped by the PCEF to IP‑CAN specific QoS attributes. During IP-CAN bearer QoS enforcement, if packet filters are provided to the UE, the PCEF shall provide packet filters with the same content as that in the SDF template filters received over the Gx interface.

The PCEF is enforcing the charging control in the following way:

-
For a service data flow (defined by an active PCC rule) that is subject to charging control, the PCEF shall allow the service data flow to pass through the PCEF if and only if there is a corresponding active PCC rule with and, for online charging, the OCS has authorized credit for the charging key. The PCEF may let a service data flow pass through the PCEF during the course of the credit re-authorization procedure.

For a service data flow (defined by an active PCC rule) that is subject to both Policy Control and Charging Control, the PCEF shall allow the service data flow to pass through the PCEF if and only if the right conditions from both policy control and charging control happen. I.e. the corresponding gate is open and in case of online charging the OCS has authorized credit for its charging key.

For a service data flow (defined by an active PCC rule) that is subject to policy control only and not charging control, the PCEF shall allow the service data flow to pass through the PCEF if and only if the conditions for policy control are met.

A PCEF may be served by one or more PCRF nodes. The PCEF shall contact the appropriate PCRF based on the packet data network (PDN) connected to, together with, a UE identity information (if available, and which may be IP‑CAN specific). It shall be possible to ensure that the same PCRF is contacted for a specific UE irrespective of the IP‑CAN used.

The PCEF shall, on request from the PCRF, modify a PCC rule, using the equivalent PCEF behaviour as the removal of the old and the activation of the new (modified) PCC rule. The PCEF shall modify a PCC rule as an atomic operation. The PCEF shall not modify a predefined PCC rule on request from the PCRF.

The PCEF should support predefined PCC rules.

For online charging, the PCEF shall manage credit as defined in clause 6.1.3.

The operator may apply different PCC rules depending on different PLMN. The PCEF shall be able to provide identifier of serving network to the PCRF, which may be used by the PCRF in order to select the PCC rule to be applied.

The operator may configure whether Policy and Charging Control is to be applied based on different access point.

The PCEF shall gather and report IP‑CAN bearer usage information according to clause 6.1.2. The PCEF may have a pre-configured Default charging method. Upon the initial interaction with the PCRF, the PCEF shall provide pre-configured Default charging method if available.

At IP‑CAN session establishment the PCEF shall initiate the IP‑CAN Session Establishment procedure, as defined in clause 7.2. In case the SDF is tunnelled at the BBERF, the PCEF shall inform the PCRF about the mobility protocol tunnelling header of the service data flows. In case 2a, defined in clause 7.1, the PCEF may provide charging ID information to the PCRF. The PCEF shall inform the PCRF on whether it is enhanced with TDF capabilities, and may include the address of a standalone TDF to be used for application detection and control. If no PCC rule was activated for the IP‑CAN session the PCEF shall reject the IP‑CAN session establishment.

In the case of standalone TDF deployments and prior to IP address allocation, the PCEF may request a configuration option profile when initiating  IP-CAN session establishment. This allows the PCRF to influence IP address allocation/IP configuration and subsequent routing  such that bypassing the TDF is in accordance with end user consent stored in the User Privacy Policy. Following the  IP address allocation the PCEF shall initiate the IP-CAN session modification procedure reporting the UE IPv4 address and/or IPv6 prefix (e.g. a UE IP Address Allocate event trigger).

If there is no PCC rule active for a successfully established IP‑CAN session at any later point in time, e.g., through a PCRF initiated IP‑CAN session modification, the PCEF shall initiate an IP‑CAN session termination procedure, as defined in clause 7.3.2. If the PCRF terminates the Gx session, the PCEF shall initiate an IP‑CAN session termination procedure, as defined in clause 7.3.2.

If there is no PCC rule active for a successfully established IP‑CAN bearer at any later point in time, e.g., through a PCRF initiated IP‑CAN session modification, the PCEF shall initiate an IP‑CAN bearer termination procedure, as defined in clause 7.4.1.

If the IP‑CAN session is modified, e.g. by changing the characteristics for an IP‑CAN bearer, the PCEF shall first use the event trigger to determine whether to request the PCC rules for the modified IP‑CAN session from the PCRF; afterwards, the PCEF shall use the re-authorisation triggers, if available, in order to determine whether to require re-authorisation for the PCC rules that were either unaffected or modified. If the PCEF receives an unsolicited update of the PCC rules from the PCRF (IP‑CAN session modification, clause 7.4.2), the PCC rules shall be activated, modified or removed as indicated by the PCRF.

The PCEF shall inform the PCRF about the outcome of a PCC rule operation. If network initiated procedures apply for the PCC rule and the corresponding IP‑CAN bearer can not be established or modified to satisfy the bearer binding, then the PCEF shall reject the activation of a PCC rule.

NOTE 2:
In case of a rejection of a PCC rule activation the PCRF may e.g. modify the attempted PCC rule, de-activate or modify other PCC rules and retry activation or abort the activation attempt and, if applicable, inform the AF that transmission resources are not available.

If network initiated procedures for IP‑CAN bearer establishment apply this also includes provisioning the UE with traffic mapping information. See clause 6.1.9, Annex A and Annex D for details.

If another IP‑CAN session is established by the same user, this is treated independently from the existing IP‑CAN session.

To support the different IP‑CAN bearer establishment modes (UE-only or UE/NW) the PCEF shall:

-
forward the network and UE capabilities to the PCRF;

-
apply the IP‑CAN bearer establishment mode for the IP‑CAN session set by the PCRF.

During an IP‑CAN session modification, the PCEF shall provide information (belonging to the IP‑CAN bearer established or modified) to the PCRF as follows:

-
in UE-only bearer establishment mode, the PCEF shall send the full QoS and traffic mapping information;

-
in UE/NW bearer establishment mode, the PCEF shall:

-
at UE-initiated bearer establishment, send the full QoS and traffic mapping information;

-
at UE-initiated bearer modification, send information on the requested change to QoS bitrates and changes to the traffic mapping information;

-
at NW-initiated bearer establishment or modification, the PCEF shall not send any QoS or traffic mapping information.

When flow mobility as specified in TS 23.261 [23] applies, the PCEF shall provide IP flow mobility routing information to the PCRF as follows:

-
the default route to be used if no explicit routing information for a service data flow is provided;

-
the route for an IP flow.

The PCEF shall derive the routing information from the IP flow mobility flow bindings installed in the PCEF, as defined in TS 23.261 [23].

If there are events which can not be monitored in the PCEF, the PCEF shall provide the information about the required event triggers to the PCRF using the PCEF initiated IP‑CAN Session Modification procedure, as defined in clause 7.4.1, or in the response to a PCRF initiated IP‑CAN Session Modification, as defined in clause 7.4.3. If the triggers were provided by the OCS at credit authorization, it is an implementation option whether a successful confirmation is required from the PCRF in order for the PCEF to consider the credit (re-)authorization procedure to be successful.

IP‑CAN-specific parameters may be sent by the PCRF to the PCEF or the PCEF to the PCRF. The IP‑CAN Session Modification procedure may be used to deliver these parameters to allow interaction between the BBERF and the PCEF by way of the PCRF. This is required in accesses that require these parameters to be sent indirectly.

The PCEF shall support usage monitoring as specified in clause 4.4.

The PCEF enhanced with TDF capabilities shall handle application traffic detection as per request from PCRF as well as report about the detected application traffic along with service flow descriptions, if available, to the PCRF, if requested by the PCRF.
*********  NEXT MODIFIED SECTION   *******
6.4
IP‑CAN bearer and IP‑CAN session related policy information

The purpose of the IP‑CAN bearer and IP‑CAN session related policy information is to provide policy and charging control related information that is applicable to a single IP‑CAN bearer or the whole IP‑CAN session respectively. The PCRF provides the IP‑CAN bearer and IP‑CAN session related policy information to the PCEF and BBERF (if applicable) using the PCC rule and QoS rule (if applicable) provision procedure. The IP‑CAN bearer related policy information may be provided together with rules or separately.

Table 6.4 lists the PCC related IP‑CAN bearer and IP‑CAN session related policy information.

Table 6.4: PCC related IP‑CAN bearer and IP‑CAN session related policy information

	Attribute
	Description
	PCRF permitted to modify the attribute
	Scope

	Charging information
(NOTE 2)
	Defines the containing OFCS and/or OCS addresses.
	No
	IP‑CAN session

	Default charging method
(NOTE 2)
	Defines the default charging method for the IP‑CAN session.
	No
	IP‑CAN session

	Event trigger
	Defines the event(s) that shall cause a re-request of PCC rules for the IP‑CAN bearer.
	Yes
	IP‑CAN session

	Authorized QoS per bearer (UE-initiated IP‑CAN bearer activation/modification)
(NOTE 1)
	Defines the authorised QoS for the IP‑CAN bearer (QCI, GBR, MBR).
	Yes
	IP‑CAN bearer

	Authorized MBR per QCI (network initiated IP‑CAN bearer activation/modification)
(NOTE 1)
(NOTE 3)
	Defines the authorised MBR per QCI.
	Yes
	IP‑CAN session

	Revalidation time limit
	Defines the time period within which the PCEF shall perform a PCC rules request.
	Yes
	IP‑CAN session

	Configuration option profile

(Note 4)
	References a predefined PCEF configuration to be used for IP address allocation/IP configuration and subsequent routing
	No
	IP-CAN session

	NOTE 1:
Depending on the bearer establishment mode only one Authorized QoS information has to be used.

NOTE 2:
These attributes should not be provided to BBERF.

NOTE 3:
This attribute is only applicable when the IP‑CAN supports non-GBR bearers that have a separate MBR (e.g. for GPRS).
NOTE 4:   This attribute is to allow the PCRF to influence IP address allocation/IP configuration and subsequent IP routing in the PCEF for the case of standalone TDFs in accordance with end user consent in the User Privacy Policy




Upon the initial interaction with the PCEF, the PCRF may provide Charging information containing OFCS and/or OCS addresses to the PCEF defining the offline and online charging system addresses respectively. These shall override any possible predefined addresses at the PCEF. If received by the PCEF, it supersedes the Primary OFCS/OCS address and Secondary OFCS/OCS address in the charging characteristics profile.

Upon the initial interaction with the PCEF, the PCRF may provide Default charging method indicating what charging method shall be used in the IP‑CAN session for every PCC rule where the charging method identifier is omitted, including predefined PCC rules that are activated by the PCEF. If received by the PCEF, it supersedes the Default charging method in the charging characteristics profile.
Upon the initial interaction with the PCEF and based on an indication from the PCEF, the PCRF shall provide the Configuration Option Profile that reference local predefined configuration data that shall be used by the PCEF for IP address allocation /IP configuration and subsequent routing.
Upon every interaction with the ERF, the PCRF may provide event triggers for the IP‑CAN session. Event triggers are used to determine which IP‑CAN bearer modification causes the ERF to re-request PCC rules. The triggers are listed in clause 6.1.4.

The semantics of the authorized QoS per bearer (UE-initiated IP‑CAN bearer activation/modification) and the authorized MBR per QCI (network initiated IP‑CAN bearer activation/modification) are captured in clause 6.2.2.4.

The Revalidation time limit defines the time period within which the PCEF shall trigger a request for PCC rules for an established IP‑CAN session.
*********  NEXT MODIFIED SECTION   *******
7.2
IP‑CAN Session Establishment

This clause describes the signalling flow for IP‑CAN Session establishment as well as network prefix and/or IP address assignment to the UE. The AF is not involved.
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Figure 7.2-1: IP‑CAN Session Establishment

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when a Gateway Control Session is used, the V-PCRF should proxy the Gateway Control Session Establishment information between the BBERF in the VPLMN and the H-PCRF over S9 based on PDN-Id and roaming agreements.

For the Local Breakout scenario (Figure 5.1-4) the V-PCRF shall proxy the Indication and Acknowledge of IP‑CAN Session Establishment over S9 between the PCEF in the VPLMN and the H-PCRF. If the TDF is standalone, for the solicited application reporting, the V-PCRF shall provide functions to extract ADC rules from PCC rules provided by the H PCRF over S9. The V PCRF then provides updated PCC rules to the PCEF and ADC rules to the TDF, if appropriate.

In the non-roaming case (Figure 5.1-1) the V-PCRF is not involved.

1.
The BBERF initiates a Gateway Control Session Establishment procedure as defined in clause 7.7.1 (applicable for cases 2a during initial attach and 2b, as defined in clause 7.1).

2.
The GW(PCEF) receives a request for IP‑CAN Bearer establishment. A PDN Connection Identifier may be included in the request. The GW(PCEF) accepts the request and assigns an IP address and (if requested) network prefix for the user.

3.
The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information. The PCEF includes the following information: UE Identity (e.g. MN NAI), a PDN identifier (e.g. APN), the IP‑CAN type and the IPv4 address and IPv6 network prefix, if available, the PDN Connection Identifier received for IP‑CAN Bearer establishment and, if available, the default charging method and the IP‑CAN bearer establishment modes supported and information on whether PCEF is enhanced with TDF functionality. It may also include the TDF IP address, in case of solicited application reporting, if applicable. The PDN identifier, IP address(es) and UE identity enables identification of the IP‑CAN session. The IP‑CAN Type identifies the type of access from which the IP‑CAN session is established. If the service data flow is tunnelled at the BBERF, the PCEF shall provide information about the mobility protocol tunnelling encapsulation header. The PCEF may also include the Default Bearer QoS and APN-AMBR (applicable for case 1, as defined in clause 7.1). In case 2a the PCEF may also include charging ID information. If the GW/PCEF allocates a shorter IPv6 prefix for use with IPv6 Prefix Delegation, the GW/PCEF provides this shorter prefix as the IPv6 network prefix.

NOTE:
In case of standalone TDF and solicited application reporting, either PCEF informs PCRF with TDF IP address, or PCRF has it preconfigured per each one of PCEFs.

4.
If the PCRF does not have the subscriber's subscription related information, it sends a request to the SPR in order to receive the information related to the IP‑CAN session. The PCRF provides the subscriber ID and, if applicable, the PDN identifier to the SPR. The PCRF may request notifications from the SPR on changes in the subscription information.
5.
The PCRF stores the subscription related information containing the information about the allowed service(s), User Privacy Policy and PCC Rules information, and may include MPS EPS Priority, MPS Priority Level and IMS Signalling Priority for establishing a PS session with priority and may also include user profile configuration indicating whether application detection and control should be enabled for the IP-CAN session.

6.
If the subscription related information indicates that policy decision depends on the status of the policy counters available at the OCS and this is the first IP-CAN session for this subscriber and PDN-id, the PCRF sends an Initial Charging Status Request as defined in clause 7.x.1.

7.
The PCRF makes the authorization and policy decision. If MPS EPS Priority, MPS Priority Level, and IMS Signalling Priority are present for the user, the PCRF takes the information into account.

8.
If the TDF is standalone, for the solicited application reporting, the PCRF requests the TDF to establish the relevant session towards PCRF and provides Application Detection and Control Rules to the TDF, as per user profile configuration. The PCRF may also subscribe to the application detection start and application detection stop event triggers.

9.
The TDF acknowledges the request and may indicate policy enforcement actions support in case some of the enforcement actions, required by PCRF, are not supported.

10.
The PCRF sends the decision(s), including the chosen IP‑CAN bearer establishment mode, to the PCEF. The GW(PCEF) enforces the decision. The PCRF may provide the default charging method and may include the following information: the PCC Rules to activate and the Event Triggers to report. The Policy and Charging Rules allow the enforcement of policy associated with the IP‑CAN session and may allow the use of application traffic detection, as per user profile configuration, if PCEF is enhanced with TDF functionality. The Event Triggers indicate to the PCEF what events must be reported to the PCRF. If requested by the PCEF the Configuration Option Profile will be provided by the PCRF to ensure that IP address allocation/IP configuration and subsequent IP Routing with respect to standalone TDFs is in accordance with the User Privacy Policy.
11.
If online charging is applicable, and at least one PCC rule was activated, the PCEF shall activate the online charging session, and provide relevant input information for the OCS decision. Depending on operator configuration PCEF may request credit from OCS for each charging key of the activated PCC rules.

12.
If online charging is applicable the OCS provides the possible credit information to the PCEF and may provide re-authorisation triggers for each of the credits.


In cases 2a and 2b if the OCS provides any re-authorisation trigger, which can not be monitored at the PCEF, the PCEF shall request PCRF to arrange those to be reported by the BBERF via the PCRF.

13.
If at least one PCC rule was successfully activated and if online charging is applicable, and credit was not denied by the OCS, the GW (PCEF) acknowledges the IP‑CAN Bearer Establishment Request.

14.
If network control applies the GW may initiate the establishment of additional IP-‑CAN bearers. See Annex A and Annex D for details.

15.
If the PCRF in step 7 requested an acknowledgement based on PCC rule operations, the GW (PCEF) sends the IP‑CAN Session Establishment Acknowledgement to the PCRF in order to inform the PCRF of the activated PCC rules result.

*********  END OF CHANGES                  *******
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