SA WG2 Temporary Document

Page 1

3GPP TSG SA WG2 Meeting #86
TD S2-113078
11-15 2011, Naantali, Finland 
Source:
ZTE
Title:
H(e)NB’s NATed Tunnel-IP Resolution 
Document for:
Discussions
Agenda Item:
9.3
Work Item / Release:
BBAI / Rel-11
Abstract of the contribution: The contribution discusses the design considerations on how the H(e)NB to retrieve its NATed tunnel-IP which is required by the PCRF to locate the H(e)NB’s serving BPCF in BBF access network.   
Introduction
Part of the outstanding Building Block I open issue of TS 23.139 is the clarification on how the H(e)NB to retrieve its NATed tunnel-IP corresponding to its serving SeGW, which is assigned by the BBF access network.  The H(e)NB’s NATed public IP information is used by the PCRFs, which serve the H(e)NB’s attached UEs, to use as the reference to discover the H(e)NB’s serving BPCF.  Once the PCRF discovers the H(e)NB’s serving BPCF, it can then convey the BBF resource allocation requirement caused by the H(e)NB’s attached UE to the BPCF. 
The intent of this paper is to discuss the evaluation of different methods that have been proposed to enable the H(e)NB to retrieve its NATed tunnel-IP.  
Background 
The following figure explains the requirement of the PCRF, that serves the UE attaching to a given H(e)NB, to refer to the H(e)NB’s local IP information to locate the BPCF which serves the corresponding H(e)NB.  The PCRF can then convey the BBF resource allocation requirement caused by the UEs to the BBF access system. 
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Figure 1: Requirement Overview on PCRF Discovery of Serving BPCF for a given H(e)NB
According to TS 23.139, PCRF refers to the BBF access assigned local-IP for the H(e)NB to locate the H(e)NB’s serving BPCF.  In the case when NAT/NAPT is present between the H(e)NB and its corresponding SeGW, the local-IP is referred to the NATed tunnel-IP of the UDP tunnel, that is assigned by the BBF access network to the H(e)NB, to be referred by the PCRF.    

The intent of this discussion paper is to examine various options that have been proposed to enable the H(e)NB to retrieve its NATed tunnel-IP of the UDP tunnel.  More particularly, there could be one more NATs/NAPTs presence between the H(e)NB and SeGW.   
It is important to point out that, if the BBF has agreed with 3GPP to ensure the Local-IP assigned to the H(e)NB and to the WLAN-UE be feasible to locate the corresponding serving BPCF, by holding on this assumption, this implies that the Private-IP assigned within the BBF operator’s network domain would have to unique so that it can identify the location of the H(e)NB that is assigned to the BBF network.  

Hence, even if the prior Private-IP is NATed again within the BBF network, it would have to maintain its uniqueness across the BBF operator’s network domain.  Otherwise, BBF network cannot guarantee the Local-IP assignment to be viable to support the 3GPP operator to locate the H(e)NB’s serving BPCF. 

From the 3GPP network perspective, the PCRF will always refer to the NATed Public-IP (including the port id assignment), which is guaranteed to be globally unique, to identify the approximate location of the BPCF.  

Hence, within the BBF network, it does not really matter whether it is a single-NAT or nested NAT as long as BBF network guarantees the Local-IP can be used as the location identifier of the BPCF to be referred by the 3GPP network.  
Introduction
The discussion paper will summarize several alternatives that have been proposed to attempt to solve the problem as described above.  More particularly, this paper categorizes the proposed solutions into two main groups: 

1. IKEv2 impacted solutions according to RFC 5996 (IKEv2 Protocols), and 

2. Non-IKEv2 impacted solutions 
For the IKEv2 impacted solution, there are two proposals were suggested

a. Leveraging IKEv2 Traffic Selector Payload (TS) 

b. Leveraging IKEv2 Configuration Payload (PS) 

For the non-IKEv2 impacted solution, there are three proposals were suggested

a. Pre-configured the H(e)NB’s local-IP info at the H(e)MS which will then pass onto H(e)NB

b. Leveraging STUN as described in RFC 5389 (Session Traversal Utilities for NAT protocol )
c. Defining a new interface to enable the SeGW to pass on the H(e)NB NATed Tunnel-IP to the H(e)MS 

IKEv2 Impacted Proposals
The followings discuss more design considerations on the two IKEv2 impacted proposals.  Both proposals require changes to the existing IETF draft and also changes to the H(e)NB as well as SeGW implementation.  The two proposals are: 
1.a.: Modifying the IKEv2 “traffic selector payload” (TS) procedures for IKEv2/IPSec Transport Mode operation, as described in section 2.23.1 of RFC 5996, to have the receiver (i.e. SeGW) to insert the NATed source IP of the IKEv2/IPSec tunnel and sending it back to the H(e)NB

1.b.: Extending the IKEv2 “configuration payload” (CP) to have the receiver (i.e. SeGW) to insert the NATed source IP of the IPSec tunnel and sending it back to the H(e)NB.   
Solution 1.a. – RFC 5996 IKEv2 TS approach 

1) According to the latest IKEv2 RFC 5996, the design intent of traffic selector payload is described as follows: 
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Figure 19: Traffic Selectors Payload Format




The format of the “Traffic Selectors” is in the form of:

· an address range (IPv4 or IPv6), 
· a port range, and 
· an IP protocol ID.
2) According the RFC 5996, there are two different sets of procedures that are designed for the TS negotiations between the IKE-initiator (i.e. H(e)NB) and IKE-responder (i.e. SeGW):

· section 2.9 is designed for IKEv2/IPSec Tunnel-Mode operation with NAT/NAPT and without NAT/NAPT, as well as for the Transport-Mode operation without NAT/NAPT, and 

· section 2.23.1 is designed for the IKEv2/IPSec Transport-Mode operation with NAT/NAPT
3) To address the problem as described earlier, the TS proposal is to refer to the RFC 5996 section 2.23.1 with modifications (TBD?) to enable the SeGW (i.e. IKE-responder) to pass on the H(e)NB’s NATed Tunnel-IP back to the H(e)NB (i.e. IKE-initiator).  However, it is important to point out that, the 3GPP H(e)NB support is standardized to leverage the IKEv2/IPSec Tunnel-Mode procedures. 
4) If section 2.23.1 procedures are modified to address the support the H(e)NB to retrieve its NATed Tunnel-IP information, the implementation impacts are expected as follows: 

a) Impacts to the RFC 5996

· Significant rewrite on RFC 5996 for the TS negotiation procedures, and more specifically on how to integrate the section 2.9 which applies to IKEv2/IPSec Tunnel-Mode operations (with and without NAT/NAPT) and Transport-Mode operations without NAT/NAPT. 
· Backward compatibility for the existing RFC 5996 implementation 

· Security impact to the new procedures for modifying the Transport Mode NAT detection operation to support Tunnel Mode (unknown)
b) Impacts to the H(e)NB
· Modification to the 3GPP H(e)NB Tunnel-Mode support procedures (TBD)

· Additional procedures are needed to describe how the H(e)NB retrieves its NATed Tunnel-IP information from the TS payload that it receives from the SeGW during which stage of the authentication procedures (e.g. once the H(e)NB is successfully authenticated by the SeGW)?  

c) Impacts to the SeGW

· Additional procedures are needed to describe the SeGW to include the corresponding H(e)NB’s NATed Tunnel-IP information in the TS payload during which stage of the authentication procedure with the H(e)NB (e.g. once the H(e)NB is successfully authenticated)? 
Solution 1.b. – RFC 5996 IKEv2 CP approach 

1) According to the IKEv2 RFC 5996, the design intent of configuration payload is described as follows: 

“3.15 Configuration Payload 

The Configuration payload, denoted CP in this document, is used to exchange configuration information between IKE peers. The exchange is for an IRAC to request an internal IP address from an IRAS and to exchange other information of the sort that one would acquire with Dynamic Host Configuration Protocol (DHCP) if the IRAC were directly connected to a LAN. “ 
Where

IRAC – IPSec Remote Access Client 
IRAS – IPSec Remote Access Server

And, the format of CP is defined as follows: 
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The payload type for the Configuration payload is forty-seven (47).




2) According to the 3GPP TS 33.320, the support of CP has already been specified to allow the SeGW to support the remote access IP address assignment. 
“7.4
IPsec Tunnel Establishment

The H(e)NB shall use IKEv2 protocol to set up at least one IPsec tunnel to protect the traffic with SeGW, i.e. a pair of unidirectional SAs between H(e)NB and SeGW. All signalling, user, and management plane traffic over the interface between H(e)NB and SeGW shall be sent through an IPsec ESP tunnel (with NAT-T UDP encapsulation as necessary) that is established as a result of the authentication procedure. 

The H(e)NB shall initiate the creation of the SA i.e. it shall act as initiator in the Traffic Selector negotiation.  Upon H(e)NB’s request, the SeGW should allocate IP address (remote, i.e. inner) to the H(e)NB after successful authentication. If LIPA is activated, SeGW may allocate a different remote (i.e. inner) IP address to the L-GW than the remote (i.e. inner) IP address allocated to the H(e)NB.
The H(e)NB and SeGW shall use the IKEv2 mechanisms for detection of NAT, UDP encapsulation for NAT Traversal, H(e)NB initiated NAT keep-alive, IKEv2 SA and IPsec SA rekeying, and Dead Peer Detection (DPD).

During setup of the tunnel, the H(e)NB shall include a list of supported ESP authentication transforms and ESP encryption transforms as part of the IKEv2 signalling.  The SeGW shall select an ESP authentication transform and an ESP encryption transform conforming to clause 5.3 of TS 33.210 [9], and shall signal this to the H(e)NB.“
3) If CP is used by SeGW to notify its corresponding H(e)NB for the H(e)NB’s NATed IP, the implementation impacts are as follows: 

a. Impacts to the RFC 5996

i. All the existing procedures in RFC 5996 including the support the NAT detection between the IKE peers as described in section 2.23 remains the same.  If NAT is detected during the IKE phase-1 authentication and the IKE peers are authenticated, either at the end of the IKE Phase-1 IKE_SA_INIT or during the IKE Phase-2 CREATE_CHILD_SA,  the IKE-responder (i.e. SeGW) can include the IKE-Initiator (i.e. H(e)NB) NATed Tunnel-IP in the new CP attribute to be sent to the IKE-Initiator.  

ii. A new code point is needed to be assigned by IANA to indicate the new CP attribute to be carried by the CP, for example 
Attribute Type 
Value 
Multi-Valued Length

------------------------------------------------------------

INTERNAL_IP4_ADDRESS 
1 

YES* 0 or 4 octets

INTERNAL_IP4_NETMASK 
2 

NO 0 or 4 octets

INTERNAL_IP4_DNS 
3 

YES 0 or 4 octets

INTERNAL_IP4_NBNS 
4 

YES 0 or 4 octets

INTERNAL_IP4_DHCP 
6 

YES 0 or 4 octets

APPLICATION_VERSION 
7 

NO 0 or more

INTERNAL_IP6_ADDRESS 
8 

YES* 0 or 17 octets

INTERNAL_IP6_DNS 
10 

YES 0 or 16 octets

INTERNAL_IP6_DHCP 
12 

YES 0 or 16 octets

INTERNAL_IP4_SUBNET 
13 

YES 0 or 8 octets

SUPPORTED_ATTRIBUTES 
14 

NO Multiple of 2

INTERNAL_IP6_SUBNET 
15 

YES 17 octets

EXTERNAL_IP4_INITIATOR_NATed_IP


16

YES 0 or 8 octets
o EXTERNAL_IP4_INITIATOR_NATed_IP – The external NATed IPv4 address of the initiator which is returned by the responder once the IKE peers are authenticated successfully. This attribute is made up of two fields: the first being an IP address and the second being a port-id. The responder MAY respond with zero or one of this attribute to initiator. This is discussed in more detail in Section 3.15.x.

iii. A new section 3.15.x which is independent of other 3.15’s subsections is needed to describe the procedures on how the receiver to leverage the CP to notify the sender regarding the NATed IP information of the sender’s IP.  
NOTE: 
In RFC 5996, the usage of the CPs can be orthogonal to each other.  Likewise, the new CP from this proposal has no side effect to the existing CPs that have been defined. 
b. Impacts to the H(e)NB
Additional procedures are needed to describe how the H(e)NB retrieves its NATed Tunnel-IP information from the CP that it receives from the SeGW during the last stage of the authentication procedures (i.e. once the H(e)NB is successfully authenticated by the SeGW).  

c. Impacts to the SeGW

Additional procedures are needed to describe the SeGW to include the corresponding H(e)NB’s NATed Tunnel-IP information in the CP during the last stage of the authentication procedure with the H(e)NB (i.e. once the H(e)NB is successfully authenticated). 
Non-IKEv2 Impacted Proposals
The followings discuss more design considerations on the three non-IKEv2 impacted proposals.  The three proposals are: 

2.a.: Pre-configured the H(e)NB’s NATed Tunnel-IP information at the H(e)MS 

2.b.: Leveraging STUN as described in RFC 5389 (Session Traversal Utilities for NAT protocol)

2.c.: Defining a new interface to enable the SeGW to pass on the H(e)NB NATed Tunnel-IP to the H(e)MS 

Solution 2.a. – Pre-configured H(e)NB’s NATed Tunnel-IP information at the H(e)MS 

1) This proposal is to have the H(e)NB’s NATed Tunnel-IP information to be pre-configured at its serving H(e)MS so that it can then pass on the information to H(e)NB. 
2) It is unclear how does this proposal can work given the BBF operator and the 3GPP operator may not be the same, and the H(e)NB’s NATed Tunnel-IPs are most likely dynamically assigned by the BBF operator.  In addition, with the understanding of the volume of the H(e)NBs to be deployed and the trend of the plug-and-play deployment scenario, this approach could be very impractical as it could introduce significant overheads to the 3GPP network operators. 

3) Another question is that, according to RFC 5996, the NATed IP that is assigned by the BBF operator would have limited life span.  Hence, this implies that the H(e)MS should not cache the H(e)NB NATed tunnel-IP information that could be used for the future BPCF discovery operation by the PCRF for the given H(e)NB.   
Solution 2.b. – Leveraging RFC 5389 STUN protocol support 

1) Implementing the STUN (Session Traversal Utilities for NAT – RFC 5389) client-server function at the H(e)NB and SeGW respectively to allow the H(e)NB (i.e. STUN client) to inquire its NATed source IP from SeGW (i.e. STUN server). 

NOTE: The STUN protocol allows a client to:

· Discover whether the application is behind a NAT firewall.

· Determine the type of NAT binding being used. 

· Learn the IP address and port bindings allocated by NAT/NAPT from the STUN server which is after the NATed-IP assignment.  

2) Fundamentally, there are two main architectural options to incorporate STUN into the BBAI system: 

Option-1: Incorporating the STUN client into the H(e)NB and adding on an “external” STUN server on the routing path towards the SeGW after the NAT/NAPT operation.  

Option-2: Incorporating the STUN client into the H(e)NB and the STUN server into the SeGW. 

Option-1 imposes significant fundamental changes to the BBAI architecture that has just been closed for Building Block 1, hence, it is not recommended. 
As for Option-2, there are additional system impacts to the H(e)NB and SeGW implementations.  Two basic approaches are being considered: 
Approach-1: 

Imbedding the STUN client/server functions into IPSec/IKEv2 operation.   For this approach, the STUN Binding request/response will be sent on the same port as IPSec/IKEv2 operation between the IPSec/IKEv2 peers.  This implies the IPSec/IKEv2 function at the IKEv2 peers will have to be modified to support the STUN protocol exchanges. 

Approach-2: 

Enabling a separate STUN processing at the IPSec/IKEv2 peers by sending the STUN Binding request/response to the designated STUN por (port# - TBD), but to the same IPSec/IKEv2 peer’s IP address.  This approach will require additional and specific STUN process to be implemented on the IPSec/IKEv2 peers to support the STUN protocol exchanges while IPSec/IKEv2 operation remains intact.  

For both approaches, the STUN operation will be initiated only after the IPSec/IKEv2 peers authentication is completed in order to prevent any malicious DOS attack and spoofing. 

Note that STUN defines two authentication mechanisms and one message integrity method to support the STUN client/server communication.  If STUN is chosen as the solution to address the problem statement above, it is strongly recommends the use of these optional procedures to protect multi-operators internetworking communications. 
3) If STUN is used by SeGW to notify its corresponding H(e)NB for the H(e)NB’s NATed IP, the implementation impacts are as follows: 

a) Impacts to the RFC 5996 and RFC 5389

None.  
b) Impacts to the H(e)NB
Refer to 2) above.  

c) Impacts to the SeGW

Refer to 2) above. 

Solution 2.c. – Defining new interface to enable SeGW to update H(e)MS on the H(e)NB’s NATed Tunnel-IP  

1) This proposal is an enhancement of Solution 2.a. above by defining a new interface between the SeGW and the H(e)MS so that, whenever the new NATed Tunnel-IP is assigned, the SeGW will be informed and hence, the H(e)MS and subsequently, the H(e)NB will be notified as well. 
2) This solution would have significant impacts to the existing 3GPP H(e)NB network architecture and protocol design.
Conclusion 
This paper discusses all 5 proposals that have been proposed to support the H(e)NB to retrieve its NATed Tunnel-IP information. 

The proposals are categorized into two categories – IKEv2 impacted and non-IKEv2 impacted.  

After our initial assessments, Solution 1.b and 2a are selected to submit to SA3 and to SA5 for further evaluation. More specifically, based on the technical background and considerations that have been presented by this discussion paper, SA3 is requested to further examine the feasibility of solution 1b, whereas SA5 is requested to further examine the feasibility of solution 2a.
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