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Abstract of the contribution: this contribution proposes a solution to support IP MT messages initiated by MTC server when the MTC device is behind a NAT.

According to Section 5.3.2 of TR 23.888, the following requirements are to be supported:

-The system shall provide a mechanism, according to operator policy, where an MTC Server in a public address space can successfully send a mobile terminated message to the MTC Device inside a private IPv4 address space.
In this case, a Network Address Translation (NAT) is deployed at the public/private boundary. The problem with NAT is that it is possible to deliver packets to a private host only if there exists a mapping from a port number on the NAT. Thus, the MTC server cannot "see" the MTC device inside of the network. However, this problem disappears as soon as the MTC Server receives an IP packet from the MTC Device. This may happen when the MTC Device receives a trigger indication.

Based on these considerations, this contribution proposes a simple alternative procedure to overcome NAT traversal for MT messages that are initiated by the MTC server.
**************************************Start of Change*********************************************************
6.X
 Solution- MT Communication with MTCsp/MTCsms signaling
6.X.1
Problem Solved/ Gains Provided
See clause 5.3 "Key Issue - IP Addressing".
 6.X.2
General
This solution is based on using MTC Device Trigger from MTC Server in order to have the MTC device initiate an IP communication with the MTC server. The first outbound IP packet from the UE creates a mapping in the NAT device between the private IP address of the UE and a (public IP address, port number) couple. When the MTC server receives this IP packet, it knows the public IP address and port number allocated by the NAT to the UE.

This procedure is depicted in the figure below:
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Figure 6.X.2-1: MT communication with MTCsp signalling
1. The MTC server wishes to send a Mobile Terminated packet to the UE used for MTC and the MTC server doesn’t know the IP address of the UE used for MTC.

2. The MTC server sends a trigger indication over the MTCsp reference point to DT-GW (also called MTC IWF) or using MTCsms. Which trigger solution to use is agnostic for this solution, but the trigger needs to include the IP address (or FQDN) and port of the application that the UE has to contact. 
NOTE 1:
The trigger delivery service selected by the DT-GW is outside of the scope of this solution. The trigger delivery service is mainly described in subclause 6.45, but can be also a part of other solutions.
3. Once the UE used for MTC is notified by the network, it initiates a communication to the MTC server by sending a trigger response; the first outbound packet creates a mapping from a port number on the NAT, which forwards the IP packet with a mapped public IP address and a port number that distinguishes the UE used for MTC within the private addressing space. The MTC server sends the MT packet to the targeted UE used for MTC within this communication.

NOTE 2:
 In order to recognize which UE used for MTC sent the IP packet containing the trigger response, the UE used for MTC should include its Device Identifier, which may be different from the one used over MTCsp/MTCsms. Alternatively, another mechanism could be specified to solve this need.
NOTE 3:

If there are several applications running on the UE used for MTC, then the trigger needs to support multiple applications (e.g. see clauses 6.40 and 6.45)
6.X.3
Impacts on existing nodes or functionality

This solution reuses the Device Trigger Gateway solution described in clause 6.45. The only additional impact is on the MTC Server, to behave as described above.
6.X.4
Evaluation
Benefits for this solution include:
-
No configuration of NAT is required.

-
An external port on NAT is open only when there is a need for communication; this avoids the UE used for MTC to receive IP packets from non legitimate sources.
-
Keepalive messages are avoided when there is no traffic exchanged between the UE used for MTC and the MTC Server.
Drawbacks of this solution include:
-
the solution relies on a trigger response message between the UE used for MTC and the MTC Server for delivery of the device ID;

-
the solution relies on a separate channel to deliver a ‘Push’ stimulus.
* * * Next Change * * * *
6.40
Solution – Information sent to trigger a UE used for MTC
6.40.1
Problem solved

This solution describes the information to be provided by a network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE. See clause 5.8, "Key Issue – MTC Device Trigger"

6.40.2

Required Functionality

A network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE provides "UE application trigger request" information containing e.g.: 

-
the identity of the target UE;.
-
the identity of the application;

-
a request counter associated to this request allowing to detect duplicated requests, to correlate requests with their acknowledgement and to allow the application to cancel a request;

-
optionally the IP@ (or FQDN) and/or TCP (or UDP) port of the server/application that the UE has to contact;
-
optionally an urgency request indication;

 -
optionally a validity timer (allowing to remove storage of the UE application is triggered when it is no more needed)

-
optionally application specific information (of limited size)Editor's Note: It is FFS whether other parameters such as provided within a SMS based trigger are needed. 

* * * Next Change * * * *
6.45
Solution – Device trigger gateway solution

6.45.1
Problem Solved / Gains Provided

See clauses 5.8 "Key Issue – MTC Device Trigger" and clause 5.3 "Key Issue – IP Addressing"

6.45.2
General

This solution shows how the key issue MTC Device Trigger can be achieved using a new simple Device Trigger Gateway (DT-GW) in the HPLMN in combination with several services provided in the existing standards. That is, once these services are optimized, as needed, to support a subscription without a unique MSISDN. The set of existing services to be leveraged can be seen in this clause as an example and additional alterative service combinations can exist. To support the MTC device trigger feature, an operator can choose to utilize one or more of the existing services for all its customers or utilize a combination of different existing services for different customers.

A DT-GW could be a standalone physical entity or a functional entity. At least one DT-GW is owned by and deployed in a HPLMN that supports the MTC device trigger feature for subscribed devices. The DT-GW is deployed on the boundary between the HPLMN and the public Internet. Alternatively, the DT-GW is owned and operated by a 3rd party on behalf of the HPLMN and/or deployed in the public Internet. In which case, a secure tunnelling mechanism between the DT-GW and the HPLMN is utilized. 

At any given point of time, there is at least one globally routable DT-GW assigned for each subscribed MS/UE that supports the MTC device trigger feature. A DT-GW terminates an MTCsp interface for reception of trigger indications from a submitting node (e.g. an authorized MTC server or IWK function on behalf of the MTC server). The MTC server is configured with a DT-GW IP address and optionally the SRC and DST ports to be used to transmit a trigger indication for a particular UE used for MTC. Alternatively, the DT-GW information for a particular subscribed device could be made available and determined through DNS mechanisms. The MTC server sends a trigger indication request to the appropriate DT-GW encapsulated in an IP packet. The trigger indication request could contain pertinent information needed to route the trigger(e.g. device subscriber identity, trigger command/arguments, relevant device location information, security parameters, etc.).

When a trigger indication is received from a submitting node, the DT-GW should first authorize the received request; making sure it originated from a trusted MTC server and is targeted for a device for which the MTC server is authorized to trigger. The next step is for the DT-GW to determine the reachability of the UE used for MTC. Per the requirements specified in clause 5.8, a trigger-able UE used for MTC can be received in the detached state, in the attached state without a publically routable PDP context/PDN connection and in the attached state with a publically routable PDP context / PDN connection. To determine “how” reachable the device is, the DT-GW interrogates the HLR/HSS using the C and/or Sh interface.
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Figure 6.45.2-1: MTC device trigger gateway architecture

The DT uses the reachability information obtained from the HLR/HSS, the GGSN/P-GW Radius/Diameter interface (as described in clause 16 of TS 29.061 [4]) and MNO configured policy information to determine the most efficient and effective service and route to use for forwarding of the trigger indication to be delivered to the UE used for MTC. Some trigger delivery services that could be considered are shown in Figure 6.45.2-1, for which the DT-GW reformats, as needed, and forwards the trigger indication to the appropriate:

a)
GGSN/P-GW for delivery over an already established PDP context / PDN connection;

b)
GGSN for delivery over a newly established PDP context (via a Network-Requested PDP Context Activation Procedure initiated by the DT-GW);

c)
S-CSCF for delivery over SIP/IMS service;

d)
SMS-SC for delivery over SMS; or

e)
CBC for broadcast delivery over CBS (assumes location information available in trigger indication request or from other source in order to limit the broadcast area).

When a globally routable PDP context / PDN connection is pre-established in the UE used for MTC (as described in bullet a) or is newly established (as described in bullet b), the DT-GW utilizes this connection to forward trigger indications using IP-based communications. If the MTC server has prior knowledge of the public address/route for a publicly reachable PDP context / PDN connection for a targeted UE used for MTC, the MTC server may skip the device trigger procedure provided by the DT-GW and initiate direct communications with the targeted UE used for MTC over the available PDP context / PDN connection.
The DT-GW functionality includes the following:
-
ingress of trigger indication messages into the PLMN;

-
authorization that the trigger indication is from a trusted MTC server;

-
authorization that the UE used for MTC addressed in a trigger indication is from a MTC server that is authorized to trigger the addressed UE used for MTC;

-
selection of the delivery service and route to forward the trigger indication to for delivery to the UE used for MTC (e.g. based on collected reachability information and network operator policy);

-
reformatting, as needed, of the trigger indication payload to match the format required for the selected delivery service;

- 
egress of trigger indication from the DT-GW to the to the selected delivery service entity for delivery to the UE used for MTC; and

-
Appropriate e.g. error handling, error logging and/or error notification when trigger indication is determined to be invalid or unauthorized.

The UE used for MTC must be capable of receiving, interpreting and providing a trigger indication to the appropriate MTC application on the UE, if the trigger content is application specific.
The DT-GW solution can be applied to achieve many of the goals of the Service Centre configured for MTC concept described in clause 6.44.

* * * End of changes * * * *
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