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1. Introduction

Recently in SA2, an intermediary entity (provisionally named Proxy) was proposed to be used for the control plane communication for topology hiding or protocol translation purposes. This paper aims to explore the potential functionalities of this intermediary entity and MTCsp interface it terminates.
2. Discussion 

In 23.888 (v.120) subclause 4.1 “Architectural Requirements”, bullet 1) requires:
1) The 3GPP Core Network can communicate with the MTC Server. An intermediary entity may be used for the control plane communication for topology hiding or protocol translation purposes. Any intermediary entity for the user plane communication is out of scope of 3GPP standardization.

Further in subclause 4.3 “Architectural Baseline”, an entity Proxy (shown in Figure 4.3-1) was defined, which corresponds to the intermediary entity above for control plan communication:
The MTCsp terminates in the Proxy. The Proxy hides the internal PLMN topology and relays or translates signaling protocols. 

In response to the call for a better name of the proxy, we prefer the name MTC-IWF, which better reflects the interworking role of this intermediary entity that handles MTC specific signalling.
This MTC-IWF may have to support multiple functions, in particular the MTCsp interface reaching out to the MTC server. Along with the progress of architecture development, further identified requirements and possible solutions agreed in the future, their full functionality may come clearer to us step by step. In this paper, we are trying to list their potential functions (inexhaustive) that can be identified at current stage.
In 23.888 (v.120) subclause 4.1 “Architectural Requirements”, bullet 3) requires:

2) The mobile network shall provide security mechanisms that can be used to:

· ensure that an MTC Server can only communicate with certain UEs used for MTC;

· ensure that a UE used for MTC can only communicate with the MTC Server(s) of its subscriber, and that communication with any other entity is not possible. 

· The MTC-IWF, as the first signalling entity in PLMN interfacing the MTC Server directly, should be able to meet the above requirements to authenticate the MTC server and authorize the requests from MTC servers which are allowed to communicate with certain UEs used for MTC.
In 23.888 (v.120) subclause 4.1 “Architectural Requirements”, bullet 4) requires:

3) It shall be possible to provide secure and encrypted communication between PLMN and MTC Server.
· To meet the above requirement, the MTC-IWF, as the entity on the border of different domains, may play the role as a Security Gateway to ensure the secure communication between PLMN and the MTC server. Security and privacy protection should be provided over MTCsp.
In 23.888 (v.120) subclause 4.1 “Architectural Requirements”, bullet 5) requires:

4) The reference points between the MTC Server and the PLMN shall enable message exchange to support the following services:

a. Device Triggering 
· For device triggering, the MTC Server outside 3GPP network may not use 3GPP network level identity to uniquely identify an MTC device, but may use application level identity (e.g. FQDN, URN, URI) which can also be used towards other access networks (e.g. 3GPP2). Therefore, the MTC-IWF should be able to receive, translate and forward requests from the MTC server to trigger a MTC device using either MSISDN or other types of device identifiers.
In 23.888 (v.120) subclause 5.2.2, it’s required that:

It shall be possible to use one or more MTC servers for communicating with the MTC devices of a MTC subscriber.

· In case an MTC-IWF is assigned to certain MTC devices of a MTC subscriber using more than one MTC server, the MTCsp interface should be able to connect to more than one MTC server of a MTC subscriber.

In 23.888 (v.120) key issues 5.5 and 5.6, it’s required that:

It shall be possible to transmit small amounts of data with very efficient resource usage when the MTC Device is attached and context activated.

It shall be possible to transmit small amounts of data with very efficient resource usage when the MTC Device is not attached and not context activated.
· One way to transmit small data with very efficient resource usage is to utilize signalling to carry the small data instead of setting up data bearer. As a signalling reference point, the MTCsp could be used to forward the small data sent from the signalling node (e.g. HSS/HLR or MME/SGSN) to the MTC server.
3. Proposed changes

* * * Begin of Change * * * 
4.3
Architectural baseline
The end-to-end application, between the UE used for Machine Type Communication (MTC) and the M2M Application, uses services provided by the 3GPP system, and optionally services provided by an MTC Server. The 3GPP system provides transport and communication services (including 3GPP bearer services, IMS and SMS) including various optimizations that can facilitate MTC.

Figure 4.3-1 shows a UE used for MTC connecting to the 3GPP network (UTRAN, E-UTRAN, GERAN, I-WLAN, etc) via the Um/Uu/LTE-Uu interface. With the indirect models the UE used for MTC communicates with a MTC Server or other UEs used for MTC using the 3GPP bearer services, SMS and IMS provided by the PLMN. The architecture covers the various architectural models described in Section 4.2.

-
Direct Model - Direct Communication provided by the 3GPP Operator: The M2M Application connects directly to the operator network without the use of any MTC Server;

-
Indirect Model – MTC Service Provider controlled communication: The MTC Server is an entity outside of the operator domain. The MTCi, MTCsp and MTCsms are external interfaces (i.e. to a third party M2M service provider);

-
Indirect Model – 3GPP Operator controlled communication: The MTC Server is an entity inside the operator domain. The MTCi, MTCsp and MTCsms are internal to the PLMN;

-
Hybrid Model: The direct and indirect models are used simultaneously in the hybrid model e.g. connecting the user plane using the direct model and doing control plane signalling using the indirect model.

The MTC Server is an entity which connects to the 3GPP network via MTCi/MTCsp/MTCsms interfaces and thus communicates with UEs used for MTC or nodes in the PLMN. MTC Server may be an entity outside of the operator domain or inside an operator domain.
Editor’s Note: Clarification and naming of the MTC Server may need further consideration e.g. to facilitate the alignment with the work of other SDOs. 

Editor’s Note: Considerations for hybrid scenarios and for security and scalability for the direct model is FFS.

The ‘M2M Application’ entities in the figure are entities outside of 3GPP scope. They are solely used as abstract entities to show the end-to-end view for MTC and simplify mapping to MTC specifications of other standardization organizations.

When the MTC interfaces are to a third party M2M service provider, security measures need to be applied to avoid unauthorized access.

Editor’s Note: Security measures needed when the MTC interfaces are to a third party M2M service provider are FFS in WG SA3.
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Figure 4.3-1: 3GPP Architecture for Machine-Type Communication

The reference points are listed as below:

MTCi:
It is the reference point that the MTC Server uses to connect the 3GPP network and thus communicates with UEs used for MTC via 3GPP bearer services/IMS. MTCi could be based on Gi, SGi, and Wi interface.

MTCsp:
It is the reference point the MTC Server uses for signalling purposes with the 3GPP network.

MTCsms:
It is the reference point the MTC Server uses to connect the 3GPP network and thus communicates with UEs used for MTC via 3GPP SMS.

API:
It is an interface where the operator/M2M service provider offers connection services for UEs used for MTC. This is out of scope for 3GPP. 

The MTCi, MTCsp and MTCsms terminate in the MTC.

The MTC Server may be used to expose interfaces that are not 3GPP access specific to M2M Applications, e.g. in order to facilitate the deployment and operation of services that are access system independent.

The MTCi terminates in the GGSN/PGW. It could be based on Gi/SGi/Wi. Existing protocols over those reference points such as RADIUS/Diameter specified in TS 29.061 [4] are also supported over MTCi.
The MTCsp terminates in the MTC Interworking Function (MTC-IWF). The MTC-IWF hides the internal PLMN topology and relays or translates signaling protocols. 


The MTCsms terminates in the SMS-SC. The SMS-SC may connect to the IP-SM-GW to perform SMS interworking. 

Editor’s Note: The potential internal PLMN interfaces connected to the MTC-IWF is as will be agreed during the SIMTC study.

The 3GPP Architecture supports roaming scenarios in which the UE used for MTC obtains service by means of Um/Uu/LTE-Uuin a VPLMN.

Editor’s Note: The roaming architecture is FFS.

4.x
Network Elements

4.x.1
MTC Interworking Function (MTC-IWF)
The MTC-IWF is a functional entity in the 3GPP network and invokes MTC specific functionality as the following:

· it terminates the MTCsp reference point;
· it shall be able to authenticate the MTC server before communication establishment with the 3GPP network;

· it shall be able to authorize requests from a MTC server destined to a certain UE used for MTC;
· it shall to able to support secure communication between the 3GPP network and the MTC server;
· it shall be able to ensure that messages from a certain UE used for MTC are forwarded to the correct MTC server;
· it shall be able to receive, translate and forward requests from the MTC server to trigger a MTC device using either MSISDN or other types of device identifiers.
Editor’s Note:
Above list is not exhaustive. Along with the progress of architecture development, further identified requirements and possible solutions agreed in the future, more functions may be needed.
4.y
Reference Points
4.y.1
MTCsp

The following functions shall be supported on this reference point:

· security and privacy protection for communication between the MTC-IWF and MTC server;
· sending requests from the MTC server to the MTC-IWF to trigger a MTC device using MSISDN or other types of device identifiers;
· connect a MTC-IWF to one or more MTC servers of a MTC subscriber;
· forwarding signaling messages that are used to transport small amount of data from the network to the correct MTC server.

Editor’s Note:
Above list is not exhaustive. Along with the progress of architecture development, further identified requirements and possible solutions agreed in the future, more functions may be needed.
* * * End of Change * * * 
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