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* * * Start of 1st Change * * *  
4.5
Application Detection and Control

The application detection and control feature comprise the request to detect the specified application traffic, report to the PCRF on the start/stop of application traffic and to apply the specified enforcement actions.

Two models may be applied, depending on operator requirements: solicited and unsolicited application reporting.

Solicited application reporting: The TDF is instructed by PCRF on which applications to detect, report to the PCRF and the actions to be enforced for the detected application traffic. The detection is applied only if user profile configuration allows this.

Unsolicited application reporting: The TDF is pre-configured on which applications to detect and report. The enforcement is done in the PCEF. It is assumed that user profile configuration indicating whether application detection and control should be enabled is not required.

For the solicited application reporting, the report shall be done by the TDF only if PCRF has explicitly requested to do so.

The report to the PCRF shall include the same information for solicited and unsolicited application reporting that is whether the report is for start or stop, the detected Application  Identifier and, if available, the service data flow descriptions for the application user plane traffic.

For the solicited application reporting model:

-
For those cases, where service data flow description for the detected applications is not possible to be provided by the TDF to the PCRF, the TDF shall perform gating, redirection and bandwidth limitation for the detected applications, if required. The existing PCEF/BBERF functionality remains unchanged.

NOTE 1:
Redirection may not be possible for all types of detected application traffic (e.g. this may only be performed on specific HTTP based flows).

-
For those cases, where service data flow description is provided by the TDF to the PCRF, the actions resulting of application detection may be performed by the PCEF, as part of the charging and policy enforcement per service data flow and by the BBERF for bearer binding as defined in this document, or may be performed by the TDF as described above.

The application detection and control shall be implemented either by the standalone TDF or by PCEF enhanced with TDF capabilities (i.e. TDF is encompassed in PCEF).

For the solicited application reporting, in case the standalone TDF is involved in the communication and required to apply enforcement actions, it is PCRF's responsibility to coordinate the PCC rules and QoS rules, if applicable, with ADC rules in order to ensure consistent service delivery.

NOTE 2:
The following is example of alignment which may be done by PCRF in case the standalone TDF is involved in the communication: Gate/redirection enforcement. There shall be no contradiction between PCC rules gate/redirection status and ADC rules gate/redirection status. Note: This mean that, for example, when a P2P traffic has to be gated (blocked) at the TDF, the P2P traffic shall not get redirected at the PCEF, and traffic shall not get gated (blocked) at the PCEF but rather let through.

Usage monitoring, as described in clause 4.4, may be activated in conjunction with application detection. If activated, the capability shall be applied at detected application level. The usage monitoring functionality is only applicable to solicited application reporting model.

* * * Start of 2nd Change * * *  
6.8.1
General

The Application Detection and Control rule (ADC rule) comprises the information that is required in order to apply the detection and enforcement actions for the specified application traffic.

Two different types of ADC rules exist: dynamic rules and predefined rules. The dynamic ADC rules are provisioned by the PCRF via the Sd reference point, while the predefined ADC rules are directly provisioned into the TDF and only referenced by the PCRF. The pre-defined ADC rules may be used in a non-roaming situation.

NOTE:
The procedure for provisioning predefined ADC rules is out of scope.

There are defined procedures for activation, modification and deactivation of ADC rules (as described in clause 6.8.2). The PCRF may activate, modify and deactivate a ADC rule at any time, over the Sd reference point. The modification procedure is applicable to dynamic ADC rules only.

Upon detecting start or stop of application traffic for the corresponding ADC rule, the TDF shall notify the PCRF, if originally controlled by the PCRF, of the start or stop of application’s traffic.

The operator defines the ADC rules.

The following table lists the information contained in a ADC rule, including the information element name, the description and whether the PCRF may modify this information in a dynamic ADC rule which is active in the TDF. The Category field indicates if a certain piece of information is mandatory or not for the construction of a ADC rule, i.e. if it is possible to construct a ADC rule without it.

* * * Start of 3rd  Change * * *  
7.2
IP‑CAN Session Establishment

This clause describes the signalling flow for IP‑CAN Session establishment as well as network prefix and/or IP address assignment to the UE. The AF is not involved.
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Figure 7.2-1: IP‑CAN Session Establishment

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when a Gateway Control Session is used, the V-PCRF should proxy the Gateway Control Session Establishment information between the BBERF in the VPLMN and the H-PCRF over S9 based on PDN-Id and roaming agreements.

For the Local Breakout scenario (Figure 5.1-4) the V-PCRF shall proxy the Indication and Acknowledge of IP‑CAN Session Establishment over S9 between the PCEF in the VPLMN and the H-PCRF. If the TDF is standalone, for the solicited application reporting, the V-PCRF shall provide ADC rules control as instructed by the H-PCRF over S9. The V-PCRF shall provide ADC rules to the PCEF or TDF, as appropriate in the VPLMN configuration.
In the non-roaming case (Figure 5.1-1) the V-PCRF is not involved.

1.
The BBERF initiates a Gateway Control Session Establishment procedure as defined in clause 7.7.1 (applicable for cases 2a during initial attach and 2b, as defined in clause 7.1).

2.
The GW(PCEF) receives a request for IP‑CAN Bearer establishment. A PDN Connection Identifier may be included in the request. The GW(PCEF) accepts the request and assigns an IP address and (if requested) network prefix for the user.

3.
The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information. The PCEF includes the following information: UE Identity (e.g. MN NAI), a PDN identifier (e.g. APN), the IP‑CAN type and the IPv4 address and IPv6 network prefix, if available, the PDN Connection Identifier received for IP‑CAN Bearer establishment and, if available, the default charging method and the IP‑CAN bearer establishment modes supported and information on whether PCEF is enhanced with TDF functionality. It may also include the TDF IP address, in case of solicited application reporting, if applicable. The PDN identifier, IP address(es) and UE identity enables identification of the IP‑CAN session. The IP‑CAN Type identifies the type of access from which the IP‑CAN session is established. If the service data flow is tunnelled at the BBERF, the PCEF shall provide information about the mobility protocol tunnelling encapsulation header. The PCEF may also include the Default Bearer QoS and APN-AMBR (applicable for case 1, as defined in clause 7.1). In case 2a the PCEF may also include charging ID information. If the GW/PCEF allocates a shorter IPv6 prefix for use with IPv6 Prefix Delegation, the GW/PCEF provides this shorter prefix as the IPv6 network prefix.

NOTE:
In case of standalone TDF and solicited application reporting, either PCEF informs PCRF with TDF IP address, or PCRF has it preconfigured per each one of PCEFs.

4.
If the PCRF does not have the subscriber's subscription related information, it sends a request to the SPR in order to receive the information related to the IP‑CAN session. The PCRF provides the subscriber ID and, if applicable, the PDN identifier to the SPR. The PCRF may request notifications from the SPR on changes in the subscription information.
5.
The PCRF stores the subscription related information containing the information about the allowed service(s) and PCC Rules information, and may include MPS EPS Priority, MPS Priority Level and IMS Signalling Priority for establishing a PS session with priority and may also include user profile configuration indicating whether application detection and control should be enabled for the IP-CAN session.

6.
The PCRF makes the authorization and policy decision. If MPS EPS Priority, MPS Priority Level, and IMS Signalling Priority are present for the user, the PCRF takes the information into account.

7.
If the TDF is standalone, for the solicited application reporting, the PCRF requests the TDF to establish the relevant session towards PCRF and provides Application Detection and Control Rules to the TDF, as per user profile configuration. The PCRF may also subscribe to the application detection start and application detection stop event triggers.

8.
The TDF sends an Ack (accept or reject of the ADC rule operation(s)) to inform the PCRF about the outcome of the actions related to the decision(s) received in step 7.

9.
The PCRF sends the decision(s), including the chosen IP‑CAN bearer establishment mode, to the PCEF. The GW(PCEF) enforces the decision. The PCRF may provide the default charging method and may include the following information: the PCC Rules to activate and the Event Triggers to report. The Policy and Charging Rules allow the enforcement of policy associated with the IP‑CAN session and may allow the use of application traffic detection, as per user profile configuration, if PCEF is enhanced with TDF functionality. The Event Triggers indicate to the PCEF what events must be reported to the PCRF.

10.
If online charging is applicable, and at least one PCC rule was activated, the PCEF shall activate the online charging session, and provide relevant input information for the OCS decision. Depending on operator configuration PCEF may request credit from OCS for each charging key of the activated PCC rules.

11.
If online charging is applicable the OCS provides the possible credit information to the PCEF and may provide re-authorisation triggers for each of the credits.


In cases 2a and 2b if the OCS provides any re-authorisation trigger, which can not be monitored at the PCEF, the PCEF shall request PCRF to arrange those to be reported by the BBERF via the PCRF.

12.
If at least one PCC rule was successfully activated and if online charging is applicable, and credit was not denied by the OCS, the GW (PCEF) acknowledges the IP‑CAN Bearer Establishment Request.

13.
If network control applies the GW may initiate the establishment of additional IP-‑CAN bearers. See Annex A and Annex D for details.

14.
If the PCRF in step 7 requested an acknowledgement based on PCC rule operations, the GW (PCEF) sends the IP‑CAN Session Establishment Acknowledgement to the PCRF in order to inform the PCRF of the activated PCC rules result.

* * * End of Change * * *  
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13. IP CAN Bearer Signaling
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