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Abstract of the contribution: This discussion paper re-visits the main purpose of MTC device triggering, examines that 3 distinct steps are required for Device trigger delivery over IP and shows a complete solution based on existing OMA and 3GPP standards.
1 Discussion

A discussion regarding the purpose of Device Triggering is requested in order to determine whether the goals are sufficiently addressed by existing mechanisms in order to keep focus and possibly refrain from introducing new functionality when not essentially required.
If we exclude the “detached state” case (receiving trigger) from this discussion the delivery of an IP based device trigger can be viewed as requiring 3 main steps
1. Forcing attached UEs without always-on or long-lived PDP connection to obtain IP connectivity.
2. Have those UEs “establish communication” with the Server 
· One interpretation of the above is that the terminal establishes a session with the Server or intermediary that delivers the actual Device trigger content
3. Once that communication is established
·  Deliver the Device Trigger to a specific application on the UE.
These distinct device trigger steps can be handled by a range of solutions.

For example:

4. Using SMS to initiate IP connectivity and order UE TCP establishment  

· Delivery of that SMS  using CS or PS (23.040)

· Deliver of that SMS over generic 3GPP IP Access (i.e. 23.204)
5. Establishing communication with the MTC Server

· Terminal initiated TCP connection towards specific server
· Server initiates TCP towards terminal
6. Means to deliver content of the device trigger (i.e. MTC application level command) addressed to a specific MTC application on the  terminal

· New Application signalling
· Existing protocols (i.e. OTA-HTTP)
Underlying this are also efforts to provide PS without the need of MSISDN including SMS functionality. 
A complete Device Trigger solution over IP that supports all necessary 3 steps can be viewed as trying to implement some variant of a Push function. 
Such capabilities currently exist within the 3GPP ecosystem:
· WAP Push Architectural Overview (WAP-250-PushArchOverview)  

http://www.openmobilealliance.org/tech/affiliates/wap/wap-250-pusharchoverview-20010703-a.pdf
· PushOTA Protocol (WAP-235-PushOTA.)

       http://www.openmobilealliance.org/tech/affiliates/wap/wap-235-pushota-20010425-a.pdf
The MTC Server complex can be viewed as supporting a Push Service for the delivery of a Device Trigger as part of the push content.
Of particular interest is the Open Mobile Alliance PushOTA protocol which provides
· OTA-WSP – runs on top of WSP and considered suitable for low band with bearers that do not support TCP/IP 
· OTA-HTTP – runs on top of HTTP and is intended to be used by bearers that support TCP/IP
The generic OMA Push function can be exploited to provide the necessary communication layer for service layer application triggering over IP. 
The device trigger is embedded within the content provided by the Push Initiator to the Push Proxy Gateway (PPG). The PPG ultimately delivers the content over IP (e.g. HTTP POST) after ensuring IP connectivity is established, TCP session is established, terminal registration and mutual terminal/PPG identification takes place.

This solution maps onto the Indirect Model architectural model whereby the MTCi and MTCsms interface points terminate in the PPG.
This approach supports device triggering for deployments including 2G/3G (with or without established PDP connection) as well as for 2G/3G and LTE with always on PDP/PDN connectivity.

Even in the case of always on PDP/PDN connections the PPG (perhaps not aware of UE IP connectivity) can initiate an SMS through the SMS-SC containing OMA defined Session Initiation Request (SIR) that triggers the UE to establish IP connectivity if it does not currently have and require the UE to establish a TCP connection(s) to one or more connection points (i.e. PPGs) identified in the SIR.

In essence it provides a generic solution permitting a service layer entity such as the MTC Server to request that a device trigger be pushed over IP towards a specific application on the UE.
The OTA HTTP case is summarized and included as an option as it meets the stated required functionality in the device triggering clause.

2 Proposal

It is proposed to add the following to TR 23.888 v1.2.0.

Even if this solution has similarities to the 6.44 solution reusing MT SMS WAP Push for device triggering, it is proposed to add this as a separate new solution as it presents a  standardized (i.e. OMA)  end-to-end perspective where specifically the Device Trigger content is provided over an IP protocol. This can also be of value for those MTC applications where the complete Device Trigger content can not be transmitted within the constraints of one SMS message.
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6.xx
Solution –Device Triggering Support via OMA Push Function (OTA-HTTP)
6.xx.1
Problem Solved / Gains Provided

See clause 5.8 "Key Issue - MTC Device Trigger.

6.xx.2
General

The solution described and evaluated below addresses the Key issue “MTC Device Triggering”.
The OMA standards through the WAP Push architecture provide an end to end solution for delivery of a device trigger over IP to the UE. 
It supports the 2G/3G case that may not have established PDP connection or long lived connections as well as the always on PDP/PDN connection for 2G/3G and LTE.
A service layer entity (i.e. MTC server ) can  request the delivery of the device trigger with the solution ensuring that  IP connectivity is established (if necessary), TCP session is established, terminal registration and security checks before the device trigger is delivered over IP  as a  HTTP POST.
The WAP Push Architecture [x] provides a generic solution for Push functionality within the 3GPP ecosystem. It permits a solution whereby a server acting as the Push Initiator (PI) includes the device trigger as part of the content of a push message using the OMA Push Access Protocol. The request is delivered to the Push Proxy Gateway (PPG) which ensures delivery of the device trigger to the UE using a Push OTA Protocol [y].
The Push Over the Air Protocol over HTTP [y] is designed to run on top of HTTP 1.1 and is intended to be used with bearers that support TCP/IP and due to the nature of TCP/IP and HTTP provides for a connection-oriented push.

Core features of OTA-HTTP include:

· IP connectivity procedure –  PPG triggered via Session Initiation Request
· TCP connection procedure – 2 methods are provided, Terminal or PPG Network Originated
· Registration – initiated by PPG to discover terminal’s capabilities and preferences 
· Content Push – delivery of content via HTTP’s POST method
OTA-HTTP also provides a means to identify and optionally authenticate both PPG and the mobile terminal during registration and push delivery. TLS may be used to provide additional authentication, data integrity and confidentiality.
6.xx.3
Triggering with Push OTA Protocol over HTTP (OTA-HTTP)
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Figure x Overview of Device Trigger delivery via Push Function
7. The MTC Server (Push Initiator) component submits a device trigger within the Push Submission (e.g. XML based Push Access Protocol) carrying control component (i.e. delivery instructions) and content entity destined for the UE.

8. The Push Proxy Gateway (which could also be part of the MTC Server complex) if it aware of presence and dynamic IP address of the client  can proceed with PPG Originated TCP connection Establishment method (PO-TCP) otherwise it proceeds with Session Initiation Request (step 3)

The destination port towards the UE in order of precedence is

· One of the registered push ports (non-secure/secure)

· Another port, agreed by some implementation specific method

For TCP connection towards a secure port the terminal must establish TLS session on that connection before it accepts any push content.

If the client’s IP address is not known by the PPG, and/or when the PPG can not activate the desired bearer the Session Initiation Request (SIR) mechanism is invoked.

9. The PPG sends a Session Initiation Request to instruct the client to activate a specific bearer and establish an active TCP connection towards the PPG specified. The message is typically sent using connectionless push (OTA-WSP). The message is compact enough to be delivered via SMS. Today this can be addressed via MSISDN or evolve towards MSIDSN free operation as identified by other MTC solutions.

10. SMS is delivered to the terminal using existing infrastructure. This could include SMSoIP using IP-SM-GW which also enables delivery for the LTE case..

11. Upon receiving the message the terminal establishes IP connectivity with the network, if not already done

12. Terminal continues with the Terminal Originated TCP connection establishment method (TO-TCP)

This allows the terminal to establish a TCP Connection towards the PPGs (connection points identified in the SIR) The destination ports in order or precedence allows for: a port specified in the SIR,  a provisioned port (if so provisioned), one of the registered push ports (non-secure/secure). 
If a port requires TLS the terminal must establish a TLS session before it accepts any push content. If multiple contact points (one or more PPGs) are include in the SIR, the terminal SHOULD establish TCP connections towards each of those contact points.

13. Terminal Registration can occur. When an active TCP connection has been established the PPG can at anytime query the terminal for capabilities and preferences. The PPG should carry out registration procedure in order to identify/authenticate the terminal and find out about its capabilities and preferences.

14. Mutual Terminal/PPG Identification and Authentication is supported

· PPG should identify the terminal to ensure that pushed content is forwarded to the intended terminal

· Terminal can also be authenticated if requested by PPG

· Terminal should identify the PPG to ensure that content from non-desirable PPGS can be rejected

15. Content Push

Push messages are delivered using the HTTP Post method. The MTC device trigger is delivered to the terminal as part of the Push Content. The X-Wap-Application-Id defined in the Push message allows the client to dispatch the message to the intended application in the UE

16. A confirmation can be returned to the push initiator using the Push Access Protocol.

6.xx.3
Impacts on existing nodes or functionality

The UE would need to support Push OTA Protocol[y].
No impacts on existing RAN/GERAN infrastructure RNC, BSS/BSC and eNode.
No impacts on CS side MSC, HLR
No impacts on PS side, SGSN/MME, HLR, HSS
MTC Server can act as Push Initiator towards the Push Proxy Gateway or support a combined PI and PPG functionality.
The PPG SMS-SC interface may be impacted for MSISDN free operation if for example IMSI or new MTC device identifier is used.
6.xx.4
Evaluation

With the exception of the delivery of a device trigger to a UE in a “detached state” the required functionality listed in clause 5.8.2 is supported by the Push Application functions defined by OMA

With respect to triggering “detached state” devices as the Session Initiation Request is sent using SMS mechanism this will ensure that eventually the IP based device trigger (HTTP Post) will be delivered to the UE once the UE attaches or registers into the network.
The solution maps onto the Indirect Model architectural model whereby the MTCi and MTCsms interface points terminate in the PPG.
End of changes
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