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Abstract of the contribution:

A number of problems with combining application detection with PCC rules are identified suggesting the application detection aspects (ADC rules) should be separate from the PCC rules, also when the PCEF is enhanced with TDF capabilities. The PCC rule bearer binding with a bearer and the PCC rule attributes that relate to the handling of the bearer resources are factors that are irrelevant for the application detection (c.f. the standalone TDF deployment).
1. Background
The TS 23.203 has been augmented with the Application Detection and Control rule (ADC rule) for the TDF to notify the PCRF on the start and stop of application traffic, as well as optionally reporting filters for the detection of the traffic at the PCEF. Additional possibilities have been added to the concept of the ADC rule. These additions replicate legacy functionality available for PCC rules, however applied for the packets detected by an ADC rule. These additions to the ADC rule are not studied in this contribution.
The TS 23.203 has also specified that the application detection, as well as the notification on start/stop and reporting the filters for detecting the actual service to the PCRF, may be located at the P-GW. This collocation with the PCEF was specified in a single meeting as an extension to the legacy PCC rule. Evaluating the resulting TS 23.203 text raises concerns discussed below.
2. Discussion

For reference, the network architecture for the separate ADC rule (as for a standalone TDF)  and the case of combining the application detection with the PCC rule (as defined at present for the PCEF enhanced with TDF capabilities) are depicted in Figures 1 and 2 respectively.
As a first observation, the ADC rules as applied in a standalone TDF will be applied according to Figure 1, which illustrates that it does not matter which IP-CAN bearer carries the packets. The ADC rules will be applied for all traffic in the whole IP-CAN session.

This is in contrast with the PCC rules, which by the bearer binding are associated with one bearer each, thus not being applied for the whole IP-CAN session. A PCC rule also defines parameters for the service data flow (e.g. the GBR) that are irrelevant for the service awareness.

Figure 1: Separate ADC rules. As defined for the standalone TDF.
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Figure 2: Application detection as an extension to the PCC rule. As suggested in present TS 23.203 for the PCEF enhanced with TDF capabilities.
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For a roaming scenario, where both the HPLMN operator ad the VPLMN operator use a standalone TDF for service awareness, the H-PCRF communication with V-PCRF is in the present version of the TS defined to use an extended PCC rule format for both PCC rules and ADC rules. Clause 6.2.1.3.3, specifies that

"The V-PCRF shall provide functions to extract ADC rules from PCC rules provided by the H PCRF over S9. The V-PCRF provides updated PCC rules to the PCEF and ADC rules to the TDF, if appropriate."

Thus, there are 3 possible categories of rules that are expected to be supported over S9:
(a) 
legacy PCC rule

(b)
pure ADC rule

(c)
combined PCC and ADC rule

The PCRF handling of these categories of these rules are illustrated in the Figures 3 and 4. Both the H-PCRF and the V-PCRF need functions that are specific for S9 in order to convey the H-PCRF decision to the appropriate node in the VPLMN.
Figure 3: Rule handling with standalone TDF in HPLMN.
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Figure 4: Rule handling with standalone TDF in VPLMN.
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3.1 Application detection perspective

Bearer binding

As can be seen form the figures, the standalone TDF conducts the application detection for all traffic within the IP-CAN session, while the PCC rule considers only uplink traffic that complies with the bearer binding for the bearer used. This is due to the uplink bearer binding verification.
Thus the bearer binding causes a difference in what traffic is considered for matching an extended PCC rule compared to an ADC rule.

Problem 1:
Uplink traffic from the UE on a bearer, which does not comply with the bearer binding with a PCC rule, by-passes the PCC rule, failing to detect the application properly, while the standalone ADC rule inspection would detect the traffic since it is applied to all the traffic in the IP-CAN session.
Roaming with visited access

The present version of TS 23.203, clause 6.2.1.3.3, specifies that the V-PCRF shall extract ADC rules from PCC rules provided by the H PCRF over S9.
This implies that a HPLMN operator that uses a standalone TDF deployment and having a roaming agreement, allowing visited access via a GW in the VPLMN, is required to implement a method to communicate the application detection aspect over S9 in PCC rule format. Should the VPLMN operator also use a standalone TDF deployment, then the V-PCRF is required to distinguish whether the rule received is a legacy PCC rule, a pure ADC rule or a combination of the two.
The method for detecting traffic with an ADC rule is assumed to be configured locally within the TDF and is also assumed to be extending the inspection beyond the IP 5-tuple in most cases, so any combined PCC/ADC rule will need to be preconfigured at both the PCEF and at the TDF. Therefore the need for combined rules can be assessed to be low enough to leave that case out of the specification and specify the use legacy PCC rules and pure ADC rules only.
Problem 2:
In the roaming case, the S9 will be required to include information so that the V-PCRF can derive what type of rule is received.
Coincidence of relevant traffic for policy enforcement versus application awareness
In the case of a separated ADC rule, the detection algorithm applied is obviously separate from the PCC rule. It should be considered normal that the PCC rule allowing the traffic discovered by the ADC rule is significantly simpler than the ADC rule itself. It is likely that the PCC rule inspects the IP 5-tuple only.
Extending the PCC rule to include start and stop of application traffic, as well as reporting filters for the detection of the traffic, requires that there is a specific PCC rule for the detection of the application traffic that is the same as a separate ADC would have been..
Problem 3:
Extending the PCC rule with application detection capabilities leads to a larger number of PCC rules that need to do inspection beyond the IP 5-tuple.
3.2
Policy control perspective

Policy control

The policy control, i.e gate status, QCI/ARP assignment, bandwidth limitation (MBR), and resource reservation (GBR), occurs with parameters of the PCC rule.

Once there is a PCC rule that allows the traffic,  the detection of start and stop of application traffic is independent from the PCC rule parameters for policy control.

Combining the application detection with the PCC rule requires that each of the PCC rules that is also used for application detection is defined with specific parameters for the full policy control as well.

C.f. the concept of APN-AMBR as a common bandwidth limitation for all non-GBR QCI bearers, where the UE is free to use any of the non-GBR bearers up to the APN-AMBR limit, once there is no traffic on the other bearers to the same APN.

Problem 4:
Extending the PCC rule with application detection capabilities bundles the policy control in the same rule as the application detection information. This leads to a segmentation of the policies to be applied, compared to the standalone TDF deployment.

Precedence

The PCC rules are tried in their order of precedence in the search for a rule that match a packet. The notion of precedence has not been defined for the ADC rule. The application detection might be easier to design and/or less processing intensive if the notion of precedence is not used.

Problem 5:
The PCC rule precedence is mandatory, while the need for a mandatory ADC rule precedence is not identified.

3. Summary
In the above discussion we have identified several problems brought by the extension of the legacy PCC rules with the possibility to generate start and stop notifications for application usage.
The possible issues include that

· UE selection of bearer for uplink traffic may cause the proper rule being by-passed; affects reliability/robustness
· The lack of separation of legacy PCC rules versus application detection over S9 requires non-trival functions within the V-PCRF operating in a standalone TDF deployment mode.

· The traffic detection algorithm must be the same for PCC and service awareness purposes hindering the use of a simpler rule for policy control purposes; affects performance and causes extra administration

· Application detection may require detection methods that is in conflict with the notion of precedence of rules; imposes a limitation in the implementation compared to the ADC rules in a standalone TDF
The significance of these issues may be different in different networks.

However enhancing the PCC rule with application detection capabilities, as defined in the present version of the TS 23.203, may require that the specification has to (a) include two versions of the application detection capability as well as (b) addresses the issues that are described above as well as yet to be discovered issues. 
4. Proposal

It is proposed to keep the ADC rule separate from the PCC rule also for the case the PCEF includes the application detection functionalities. A CR to implement this change is provided in S2-112284.
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