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1. Overall Description:

3GPP SA3 would like to inform ETSI M2M about SA3’s work on security aspects of Machine Type Communications (MTC) which is described in the attached draft 3GPP TR 33.868 (S3-110557). SA3 would like to ensure alignment between ETSI M2M and 3GPP MTC security specifications, and believes there are some areas of potential co-operation. For example, 3GPP SA3 has noticed that the draft ETSI M2M functional architecture specification TS 102 690
 specifies usage of the 3GPP Generic Bootstrapping Architecture (GBA) for M2M service bootstrap based on access network credentials. Under the assumption that an MTC Device is a UE equipped for Machine Type Communication, which communicates through a PLMN with MTC Server(s) and/or other MTC Device(s),  3GPP SA3 is also working on other topics like establishment of a secure connection between an MTC device and an MTC server, protection of the interface between MTC server and the access network, and security protection of MTC device configuration using OMA DM mechanisms. SA3 would like to avoid any overlap or conflict between 3GPP MTC specifications and ETSI M2M specifications. 

To ensure fruitful co-operation, SA3 kindly requests further information from ETSI M2M in the following areas:

· SA3 requests more information on use cases for M2M service bootstrap based on access network credentials. 
· SA3 requests ETSI M2M to consider the 3GPP SA3 proposals to use GBA for establishing a secure connection between an MTC device and an MTC server and provide feedback on the relationship of this with the proposed usage of GBA in ETSI M2M for M2M service bootstrap based on access network credentials. SA3 would like to align these two uses of GBA as far as possible and ideally agree, with ETSI M2M, on a common profile for these two uses of GBA. SA3 would also like to have ETSI M2M views on the potential to use GBA to establish the service keys (Ks) and application keys (Ka) that are defined in the draft ETSI M2M specification TS 102 690.

· SA3 further suggests that any extensions to GBA that may be needed by ETSI M2M are specified in 3GPP to ensure that these extensions can also be used for other applications that are defined inside or outside 3GPP. 3GPP has had successful co-operation with other standards groups that have adopted GBA for various uses with the principle that any extensions to GBA are done in 3GPP.

· SA3 requests ETSI M2M to consider for information the attached draft MTC Security TR 33.868.

2. Actions:

To ETSI M2M group.

ACTION: 
SA3 asks M2M to provide feedback on the comments listed above.
3. Date of Next SA3 Meetings:
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