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1. Overall Description:

SA3 has recently discovered a vulnerability with the current security architecture of HNB.  SA3 share the description of this vulnerability in this LS and request 3GPP working groups, RAN3 and SA2, to investigate cost-effective changes in the HNB architecture to mitigate the vulnerability.
2. Description of the vulnerability:
The security architecture specified in TS 33.320 provides for strong authentication of a HNB at the SeGW.  However, after this authentication is complete, the HNB registers with the HNB-GW, and this registration message is not authenticated by the HNB-GW, but only by the SeGW. This means that a tampered HNB may present any HNB identity to the HNB-GW. One function of the HNB-GW is to perform access control enforcement for non-CSG UEs.  The purpose of this check is to limit eavesdropping and masquerade attacks performed using a compromised HNB to members of the Access Control List (ACL) of that HNB. However, if a tampered HNB can present an arbitrary HNB identity to the HNB-GW, then the ACL check is circumvented.  
This means that the attacker can impersonate another subscriber’s HNB and can then eavesdrop or masquerade calls from members of this other subscriber’s ACL.  Therefore, the attacker can potentially eavesdrop on, or masquerade as, any user who belongs to any ACL at all (provided the attacker can discover the corresponding HNB Identity). 

Such an attack scenario becomes most severe when an attacker masquerades as an open (no CSG) HNB to the HNB-GW thereby gaining access to an unspecified number of attached UEs. Note that an attacker who compromises an open-mode HNB will be able to perform the same eavesdropping and masquerade attacks described above, and no network side mechanism exists to prevent such attacks. Nevertheless SA3 still sees value in providing effective network side access control enforcement for closed mode HNB.
At present there is no mechanism specified in 3GPP standards to mitigate such an attack. Although proprietary solutions are possible at the network side, SA3 believes that it would be beneficial to standardise a cost effective solution in 3GPP specifications for interoperability reasons and to ensure 3GPP compliant equipment meets minimum security requirements. 

The current understanding of SA3 is that the LTE security architecture reduces the potential consequences of this attack, making providing solution for HNB a priority.
3. Actions:

To RAN3 group.

ACTION: 
SA3 asks RAN3 to review the vulnerability described in this LS and to provide feedback to SA3 on whether there are cost-effective solutions to mitigate this vulnerability. SA3 will not decide on a solution without first learning RAN3 and possibly SA2 positions regarding this vulnerability.
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