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Abstract of the contribution: Present the scenario and architecture assumptions with WiFi and Femto integration.
1. Introduction

Residential WiFi is quite cost effective which can be easily integrated with Femto. Operators may deploy Femto together with WiFi within a single box. 

For the Femto, the network will perform authentication and integrity checking through AAA before it connects to the core network. In addition, the IPSec function in Femto build a secure transmission tunnel between the box and the core network through the backhaul. Therefore, the WiFi module integrated with the Femto box can leverage the authentication, integrity checking and the IPSec function to build a trusted WLAN access.

Such integration can fully utilize both the WiFi and 3GPP radio to maximize the bandwidth and mange the traffic and device in a unified manner. Compared with S2b case, the box, instead of UE, setup the IPSec to SeGW to build the trusted access. 

For the box with Femto and WiFi integrity, the user may also want to access to the local IP network and the core network simultaneously. 

The following changes are proposed to the TR 23.852

First Change
4
Scenarios
WLAN security was considered poor in both strength and ease of use, compared with that taken for granted in 3G networks and devices (UICC plus HSS, and GPRS encryption of data). Hence it made sense for the mobile network operators (MNOs) to use their core network to add overlay security layers, i.e. the IKEv2 for Authentication and Authorization of the UE, and the IPsec between the UE and ePDG for the security of the user data.

Now, with the deployment of 802.1x, 802.11u, 802.11i and Hotspot 2.0, it may be considered by some operators that the security strength and ease of use (discovery and set up) is as acceptable as 3G/LTE security. For example, for the radio air link, the operator controlled hotspot with 802.11i could be treated as the trusted Non-3GPP Access. As 802.11i (or WPA2 called by WFA) has been released for several years, many AP-s support it as a basic feature and lots of smart phones also have supported it. 
WLAN can also be deployed integrated in a residential/enterprise device (e.g. femto). In such a scenario, protection mechanism for the traffic on the backhaul link between the residential/enterprise device and the EPC may be used. This protection of the backhaul may be leveraged to consider the WLAN Trusted in terms of connectivity to the EPC.
The impact on the support of the following scenarios shall be used to evaluate the solutions that will be proposed in the study:
-
Access to EPC resources/services with access control by the operator;

-
Seamless mobility between 3GPP and WLAN for EPS services with IP address preservation;

-
Non-seamless mobility services between 3GPP and WLAN for EPS services: no IP address preservation; 

-
Support of UEs with single PDN connection; support of UEs with multiple PDN connections;

-
Access to EPC via WLAN simultaneously with non-seamless WLAN offload.
Second Change
5
Architectural assumptions

Editor’s Note: This clause will identify the architectural assumptions.
5.1
Architectural assumptions for GTP based S2a

From a UE perspective, using S2a-GTP or S2a-PMIP shall be transparent.
The impacts to the existing functionalities and to the EPC shall be minimized. The protocol design on S2a should aim at keeping S2a GTP operations similar to those supported on GTP-based S5/S8 and GTP-based S2b as much as possible. 

All functions of the existing PMIP-S2a option should also be supported by GTP-S2a, except for optimized handover.
5.2
Architectural assumptions for WLAN access to EPC through S2a

The backhaul, through which WLAN accesses to EPC, may be secured, e.g., through IPsec, to build a trusted access to the EPC.

Third Change
Annex <X>:
x.x
Example of WLAN integrated with Femto

For the Femto, the network will perform authentication and integrity checking through AAA before the femto can be connect to the EPC. In addition, the IPsec function in Femto can be used to build a secure transmission tunnel through the backhaul to the EPC. Therefore, the WLAN module integrated with the Femto box can leverage the authentication, integrity checking and the IPsec function to build a trusted WLAN access for connectivity to the EPC.

[image: image1]
Fig. x.x.1 WLAN integrated with Femto accessing EPC through S2a
Editor’s Note: Fig.x.x.1 is illustrative and does not imply the location of the non-3GPP GTP peer.
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