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Abstract of the contribution:

This document proposes a solution for support of transactional service authorizations based on the description of the existing key issue with authorization performed by the PCRF. 
Discussion

The solutions proposed for support of transactional services is based on PCRF authorizing requests over Rx for transactional services, the service logic and enforcement continuing to reside within the service and outside PCC architecture.

Alt 1 – Rx interface for transactional services
Based on the current key issue description the main use case appears to be reuse of the existing infrastructure to support an authorization request by an Application Function supporting the transactional service to the PCRF acting as a Policy Decision Point to authorize requests for transactional services. The PCRF can be used to authorize the user to receive a service based on network and user preferences (e.g. user has or does not have the service priority to receive the service during e.g. in the current location or the time of the day)

Prior to the authorization of the user to receive the service the AF verifies that the user has enough credit to receive the service as determined by the OCS.
The PCRF would respond with a success/failure indication to the authorization request.

One possible solution based on this could be through reuse of Ro and Rx interface:

This would be based on;

· AF first performs a check balance request towards OCS using Ro interface which is based on the Diameter Credit-Control Application (RFC 4006) 

· If successful the AF can proceed with Rx authorization request 

· SPR maintains service and user information

· PCRF maintains information on network preferences to deliver the service

· The PCRF would respond with a success/failure indication to the authorization request and of the successful reservation of resources, if requested by the AF
One possible advantage to such solution is seen as re-use of existing of the existing infrastructure and centralized admin and control provided by the PCRF and SPR in enhancing the subscriber profile to supporting transactional service authorization requests.

It is proposed that the PCRF can provide the necessary authorization.

Proposal

The following changes are proposed to TR 23.813 v0.5.0
* * * Begin First Change * * * *
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4.6
Key issue 6: Extending Policy Architecture to handle transactional services
4.6.1

Description

Current 3GPP PCC architecture usage is designed around the handling of IP flows. Many current / legacy (e.g. SMS) and future services (e.g. video rental) are however of transactional nature. In many scenarios it can be beneficial if there is a standardized mechanism for handling policies for such services via the PCC. For transactional services while the PCRF will authorize requests for such services, the service logic and enforcement of PCRF authorized decisions will continue to reside within the service.

* * * Begin Next Change * * * *

4.6.2

Alternative solutions

4.6.2.1
Alternative 1- Use Rx to authorize transactional services
4.6.2.1.1
General

The AF acting as Charging Trigger Function, as described in TS 32.229 [x], performs a check balance request for the transactional service using the Ro Interface. If successful the AF can then proceed to authorize the user to receive the service using Rx.
Video download is an example of a transactional service that is addressed in this alternative solution.
The PCRF can be used to authorize the user to receive a service based on network and user preferences (e.g. user has or does not have the priority/subscription to receive the service in the current location) that are available at the PCRF. 
The PCRF plays the role of an authorization server that takes into account at least the user profile (stored in the SPR/UDR), the network information (received from the PCEF/BBERF).

A successful authorization will trigger installation of PCC/QoS Rules as normal PCC procedures defined in 23.203 [3]
4.6.2.1.2
Architecture
A possible architecture for transactional services is shown in Figure 4.6.2.1 in the non roaming case. In the roaming case a S9 reference point is present between the H-PCRF and the V-PCRF.

[image: image1]
Figure 4.6.2.1.1
Architecture for transactional services
The ASP receives application level signalling from a UE that request a transactional service, in this example, to download a video.
The AF receives user authorization requests from the ASP, an AF may receive user authorization request from multiple ASPs. 
NOTE: The AF is assumed to be part of the operator’s domain.
The AF communicates with the OCS over Ro using existing procedures to check the balance for the requested service. 
If credit balance check is successful the AF requests PCRF authorization over Rx using existing procedures and subscribes to notifications of successful and unsuccessful resource reservation.
The PCRF authorizes the user to receive the service based on network and user preferences that are stored in the SPR/UDR,
If the service is authorized a successful response is returned over Rx interface to the ASP via the AF and PCC/QoS Rules are installed in the PCEF/BBERF.
If the service is not authorized an unsuccessful response is returned over Rx interface to the ASP via the AF.
If there is enough credit, the service is authorized and the underlying resources are established, the AF responds that there are service can be successful delivery to the user.
4.6.2.1.3
Reference points
AF - PCRF reference point (Rx)

The Rx reference point between the AF and the PCRF is described in TS 23.203 [3]. The Rx reference point enables transport of application level session information from AF to PCRF.
AF - OCS reference point (Ro)

The Ro reference point between the AF and the OCS is described in TS 32.299 [x]. The Ro reference point enables the AF (acting as a Charging Trigger Function) to perform a check balance request for the transactional service.
4.6.2.1.4 PCC Information Flows
4.6.2.1.5 This clause includes PCC information flows to authorize a user to receive a transactional service, including installation of PCC/QoS Rule for the transactional service and to remove PCC/QoS Rules when the user has received the service.
4.6.2.1.4.1
Authorization of a user to receive a transactional service
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Figure 4.6.2.1.4-1 User authorization to receive the service

1.
The UE connects to the ASP server and requests transactional services, in this example to download a video from the ASP.
2.
Triggered by step 2 or alternatively by the ASP deciding to deliver the service to the user (assuming that the UE location is known), the ASP server decides to check if the user is authorized to receive the service.
3.
The AF performs a check balance request using the Ro as described in RFC4006 and TS 32.299 [x]
4.
The OCS sends a response on whether there is enough credit.
5.
If there is enough credit the AF establishes an Rx session toward the PCRF as described in TS 23.203 [3] and provides the user identity (IMSI, MSISDN or UE IP address), the service identifier for the transactional service and the service information including the Flow Descriptions. Furthermore the AF subscribes to the notification to the AF related bearer level events (transmission resources are established/released/lost)
6.
The PCRF checks if the user is allowed to receive the service, taking into account the user profile (e.g. gold/silver/bronze) in the SPR (UDR), the user context (e.g. user location).. If the user is not authorized to receive the service in step 7 the PCRF sends a response to the AF that the service is not authorized steps 7 to 18 does not take place.
7.
If there is a need to provision QoS rules, the PCRF initiates a Gateway Control and QoS Rules Provision Procedure to request resources for a transactional service and may subscribe to notification of  resource reservation as described in 23.203 [3].
8.
The PCRF sends the Policy and Charging Rules Provision (PCC Rules, Event Trigger) to the PCEF and may subscribes to notification of resources reservation (successful or unsuccessful)
9.
The PCEF enforces the decision. 
10.
If online charging is applicable, the PCEF may request credit for new charging keys from and/or shall return the remaining credit for charging keys no longer active to the OCS.

11.
If OCS was involved, the OCS provides the credit information to the PCEF, and/or acknowledges the credit report

12.
Triggered by the installation of PCC Rules, the PCEF sends an IP‑CAN Bearer establishment request for the GTP case.
13.
The GW (PCEF) receives the response for the IP‑CAN Bearer establishment request for the GTP case to confirm if the resources are available for service delivery.
14.
The PCEF sends Acknowledge Policy and Charging Rules Provisioning (accept or reject of the PCC rule operation(s)) to the PCRF.

15
Triggered by the response from the PCEF the PCRF notifies the AF related bearer level events (transmission resources are established or released).
16.
The AF acknowledges the notification from the PCRF.
17
As there is enough credit, the service is authorized and the underlying resources are established, the AF responds that there are service can be successful delivery to the user.

18. The UE receives the desired service from the ASP.
4.1.2.1.2.4
Termination of the authorization of the user to receive the service
When the user has received the service the ASP will request the AF to terminate the Rx session, as specified in 3GPP 23.203 [3].
4.6.3
Comparison of alternatives
4.6.4
Conclusion
Alternative 1 enables the PCRF to perform user authorization to access the service for a transactional service
The Ro interface is used to perform a check balance request for the transactional service as per RFC 4006 and TS 32.299 [x].
The Rx interface is used to request the PCRF to perform user authorization for a transactional service according to user profile and user context.
Based on this evaluation no impacts on normative work are expected.

* * * End Changes * * * *
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