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Justification *

This section provides an elaboration on why dedicated means to control the mappings maintained by a stateful device (e.g., NAT44, NAT64, NAT46, FW) is required. This WI suggests to use PCP (Port Control Protocol) to provide these features.

3.1 Incoming communications
Specifically, the presence of stateful NAT44, largely deployed in mobile networks, and NAT64, required when IPv6-only connectivity will be provided to customers, in the core networks introduce a complexity to deliver incoming packets to an UE. As a mitigation of this issues, UE should be able to instruct mappings in these stateful devices.

3.2 Avoid ALGs

Some protocols conveying IP address/port in the payload are broken when a NAT is present in the path. A widely common practice is to enable dedicated modules called ALGs (Application Level Gateways). 

The activation of ALGs have several drawbacks such as:

· Impact the performance of the translation and firewalling device

· Impact the evolution of the service relying on the ALG 

3.3 Learn the lifetime of NAT binding

For traffic optimisation purposes and in order to avoid overloading the network, the UE should be notified with the lifetime of a NAT binding instructed in the stateful device. For instance, for SIP-based services there is no need to issue frequent NAT registration (e.g., 60s) which overloads the IMS service access nodes.

3.4 On battery consumption issues

Keep-alive messages are required to be issued by UEs in order to maintain states in stateful devices such as firewalls, NAT-enabled devices (e.g., maintain SIP registration, maintain IP VPN tunnel over a NAT, maintain a NAT entry to receive “Push” mails,  etc.) so as to allow incoming messages to be delivered appropriately and not to be discarded. These keep-alive messages may have an impact on the battery consumption on the UE. When offering “Always-on” mode, it is required to take care on the battery consumption due to radio-related configuration and also to the need to issue frequent keep-alive messages to maintain states in stateful devices located in the mobile network. 

To illustrate the importance of the radio resource tweaking and keep-alive messages frequency, the following observations may be considered:

· The IMS registration in an “Always-on” mode will reduce the battery lifetime to 7% for optimised networks and to 30% if the network is not optimised. These figures assume 3 seconds duration in a DCH (Dedicated Channel) state and 2 seconds for FACH (Forward Access Channel) for the optimised scenario and 5 seconds for DCH and 5 seconds for FACH otherwise. This variation of the battery consumption between the two modes is mainly due that the power consumption in a FACH state is half of the consumption in the DCH state. The reader is invited to refer to [9] for more information about RRC (Radio Resource Control) and defined radio channels.

· Short intervals between keep-alive messages has a big impact on the battery consumption (i.e., the decrease the battery lifetime is significant): the consumption with a keep-alive interval equal to 20 seconds is 29mA (2G)/34mA (3G). This consumption is reduced to 16mA (2G)/24mA (3G) when the interval is increased to 40 seconds, to 9.1mA (2G)/16mA (3G) if the interval is equal to 150s and to 7.3mA (2G)/14mA (3G) if the interval is equal to 180s. When no keep-alive is issued, the consumption would be 5.2mA (2G)/6.1mA (3G).

RRC channels can be tweaked for a better usage of the resources and also to allow sending keep-alive messages in a FACH state (where several mobile UEs may share the radio channel with other UEs). This would lead to an optimised battery lifetime for TCP-based applications, nevertheless for UDP-based applications, longer expiry timer for UDP sessions are recommended (RFC4787 states that an UDP expire timer must not be less than 2 minutes and recommends a default value of 5 minutes). In the meantime, the expire timer configured on the network device (e.g., NAT or stateful firewall) cannot be discovered by the UE (client side) and a conservative approach may be adopted by the UE which leads to issue frequent keep-alive messages (e.g., for IPsec a default value of 20 seconds is recommended in RFC3948). Moreover, mandating longer UDP timers in the NAT devices would lead to non efficient IPv4 address sharing.

This problem may be worse if several protocols which require keep-alive messages are used for the delivery of a service (e.g., IPsec, SIP) or many applications embedded in the UE require to issue frequent keep-alive message.   

Solutions to avoid making use of keep-alive messages are required to mitigate this issue (in addition to optimising radio resource usage).
For more information about the battery consumption:

[1] Haverinen, H., Siren, J., and P. Eronen, “Energy Consumption of Always-On Applications in WCDMA Networks”, VTC’07-Spring, Dublin Ireland, 20-25 April 2007.

[2] Arjona, A. Yla-JMski, A., "VoIP Call Signaling Performance and Always-On Battery Consumption in HSDPA, WCDMA and WiFi”, International Conference on Wireless Communications, Networking and Mobile Computing, September 2007
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Objective *

The main objective is to update relevant 3GPP specifications to use PCP as a means to:
· Ease NAT traversal for application embedding IP address in the payload
· Avoid ALGs

· Allows for successful inbound communications

· Control and retrieve the lifetime of NAT binding

· Avoid overloading the network and service infrastructure

· Use the same protocol that apply for all flavours of NAT (including NAT44 and NAT64 in particular) and that allow to control firewalls (IPv4 and IPv6)

· Allow to reduce keepalive messages and therefore save the battery consumption

· Support both UDP and TCP applications .

As a prerequisite, CGN will be introduced to the 3GPP architecture.

Potential interaction with NAT-related features already included in 3GPP specifications will be considered.
A first phase of the work will be done in a TR, to document the architectural impact of CGN and PCP and identify the necessary updates to 3GPP specifications.

In the second phase, CRs will be produced against relevant specifications. 
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Service Aspects

6
MMI-Aspects

7
Charging Aspects

8
Security Aspects
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Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	X
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Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 23.8xx
	TBD
	SA2
	
	SA#53
	SA #54
	

	
	
	
	
	
	
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TBD
	
	
	SA #55 (March 2012)
	

	
	
	
	SA #55 (March 2012)
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Work item rapporteur(s) *
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Work item leadership *

13

Supporting Individual Members *

	Supporting IM name

	Orange
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