SA WG2 Temporary Document

Page 2

3GPP TSG SA WG2 Meeting #85
TD S2-112390
16-20 May 2011, Xi’an, P.R.China
Source:
Samsung
Title:
Usage of MSISDN in 3GPP system
Document for:
Approval

Agenda Item:
9.4
Work Item / Release:
SIMTC / Rel-11
Abstract of the contribution: This contribution attempts to clarify the requirements and communication paradigms for MSISDN-less and proposes changes in the TR.
Introduction

The MSISDN-less key issue and solutions discussed up to this point in SA2 either proceed under the assumption that the MSISDN can be shared using different semantics or whether they can be entirely replaced. This paper considers another possibility in which the MSISDN is retained for its current use and signalling, but with a varied interpretation and exposure.

Discussion

Since rel.10 there is a requirement in 3GPP (TS 22.368 and TR 23.888) and also external SDOs (ITU, ETSI TC M2M etc) that due to “depletion of available MSISDNs” we should allow the system to operate without requiring allocation of MSISDNs.

As it becomes obvious from Annex A of TR 23.888 the usage of MSISDN in the current system can be broadly categorised for the following purposes:
1. Usage of MSISDN as internal system identifier in order to be used as subscription identifier for purposes like mobility procedures, charging, etc
2. Usage of MSISDN as an external communication identifier that could be used in order to contact the device for certain types of services e.g. SMS, voice, video-calls etc from any human in any network
We believe when analysing solutions for MSISDN-less communication we need to separate these two usages since the requirements for usage of MSISDN as an internal identifier are different from those of using it as an external identifier to contact the device from the “outside world”. We also believe that the identifiers and need to replace MSISDN required for the first usage may be different from the one required in the second usage. This especially applies to the roaming case as well, where the VPLMN may be using a different identifier from the one the MTC Server in HPLMN uses in order to communicate with the device.
Especially for the case when MSISDN is used for “external” communication we need to consider whether we need to consider an identifier that is globally unique (such as MSISDN is today) and contactable from any entity or some identifier that is only known and needed to the MTC Server(s) that can be configured with a scheme that is unique to the MTC Server(s) themselves. 
We argue that for the majority of use cases e.g. those listed in Annex B of TS 22.368, but also discussed in other bodies (e.g. ETSI M2M) the communication of MTC devices will be happening via the MTC Server and in this case we don’t need a “globally unique”, rather a “system unique”, identifier that will be used as replacement of MSISDN. By system unique we mean that the identifier that will be allocated to the device and subscription for the communication with the device needs to be known to the PLMN and MTC Server only. 

Proposal
This P-CR proposes text to clarify the architecture requirements for communication without MSISDN along the lines proposed above.
**** BEGIN CHANGE ****
5.13
Key Issue - MTC Identifiers

5.13.1
Use Case Description

The amount of MTC Devices is expected to become 2 orders of magnitude higher than the amount of devices for human to human communication scenarios. This has to be taken into account for IMSI, IMEI and MSISDN. Regulatory bodies indicate shortages of IMSIs and MSISDNs.

The MTC Feature PS Only in 22.368 includes a requirement that PS Only subscriptions shall be possible without a globally unique MSISDN. In principle an MSISDN is not used in any of the PS based signalling procedures. However, it will have to be assured that all PS procedures indeed work and subscriptions can be uniquely identified by the system without providing a globally unique MSISDN. Furthermore, 22.368 specifies that remote MTC Device configuration shall be supported for PS only subscriptions without a globally unique MSDISDN assigned. Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs. So a solution to support remote MTC Device configuration that does not require the use of globally unique MSISDNs is needed.
As it becomes obvious from Annex A the usage of MSISDN in the current system can be broadly categorised for the following purposes:

1. Usage of MSISDN as internal system identifier in order to be used as subscription identifier for purposes like mobility procedures, charging, etc

2. Usage of MSISDN as an external communication identifier that could be used in order to contact the device for certain types of services e.g. SMS, voice, video-calls etc from any human in any network
For (1) the replacement of MSISDN can consist of a number of internal identifiers that may be by serving PLMN such as IMSI or other device ID.
For (2) the replacement of MSISDN given that the use cases for MTC services are largely between the MTC device and MTC Server the identifier that will be selected for subscription does not need to be globally unique for the majority of services.
An MTC Group is a group of MTC Devices that share one or more Group Based MTC Features and which belong to the same MTC Subscriber. A so-called MTC Group identifier uniquely identifies such a group across 3GPP networks.
5.13.2
Required Functionality

-
It shall be possible to uniquely identify the ME.

NOTE 1:
This requirement relates to the ME which is generally identified by the IMEI.

-
It shall be possible to uniquely identify the MTC Subscription

NOTE 2:
The two requirements above also apply to human-to-human communications. However, for Machine-Type Communication identifiers will have to be able to cater for a number of identifiers up to two orders of magnitude higher than for human-to-human communications.

-
A network operator shall be able to provide PS only subscription without the need to assigning a globally unique MSISDN per device or subscription.
-
A “system unique” identifier in use in the PLMN and MTC Server as a replacement of “globally” unique MSISDN shall be provided per device or subscription in order to allow the device to communicate with the MTC Server.

-
If no (unique or common) MSISDN is assigned to a PS only subscription, the IMSI shall be used as charging identifier.

-
Remote MTC Device configuration shall still be supported for subscriptions without a globally unique MSISDN.

NOTE 3:
Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs.
-
If a solution is selected that allows the IMSI to be used on the external interface to the MTC Server, security measures shall be applied on the external interfaces to avoid eavesdropping of the device identifier.

-
MTC Group shall be identified uniquely across 3GPP networks.
5.13.3
Evaluation

**** NEXT CHANGE ****
6.47
Solution – UE without unique MSISDN using ICCID

6.47.1
Problem Solved / Gains Provided

See clause 5.8 "Key Issue – MTC Device Trigger", see clause 5.13 "Key Issue – MTC Identifiers".

6.47.2
General

A unique Integrated Circuit Card ID (ICCID), defined by ITU-T Recommendation E.118 [7], is stored today in every UICC. The ICCID may be used by a UE used for MTC, mobile network, MTC Server, MTC user, DT-GW, etcetera as a unique 3GPP/EPS-level device subscriber identity for PS only devices that do not specifically require an MSISDN (i.e. no Circuit-Switched support).

The ICCID is a 20-digit number comprised of a variable length (maximum 7-digits) Issue Identification Number (IIN), a variable length (11 to 14 digits) Individual account identification number and a check digit. It is stored in the UICC Elementary File, EFICCID and efficiently encoded in BCD format (1-nibble per digit) as described in ETSI TS 102.221 [8].

An ICCID with the minimum sized Individual account identification number (11-digits) provides ~10^11 or 100B unique identifiers per IIN. This amount per issuer (e.g. per MNO) would appear to be more than adequate to provide a new unique subscription identifier for the expected onslaught of new M2M devices.

Similar to the MSISDN, the composition of the ICCID contains enough routeing information that can be used to identify the HSS/HLR of the MS/UE. The IIN is composed of a Country code field (analogous to the CC in the MSISDN or MCC in the IMSI) and an Issue identifier number field (analogous to the NDC in the MSISDN or the MNC in the IMSI).  If further routeing information is required, it could be contained in the first few digits of the Individual account identification number field.

A hostname device identity (e.g. FQDN, URI or 3GPP specific URN) could be used inside and/or outside the mobile network to resolve the ICCID.  The ICCID could be included as part of the hostname device identity (e.g. FQDN: mtc.ICCID.pub.3gppnetworks.org or ICCID.userid.serviceproviderid.topdomain) in order to associate a hostname with a particular UE used for MTC.
If flexibility for 1-to-1 mapping between the new unique subscription identifier and IMSI are required (i.e. multiple unique subscription identifiers per IMSI) then the ICCID could be used as a base for a set of multiple unique IDs associated with a particular IMSI.

The impacted network entities and interface protocols may be enhanced to support the above functionality so that a subscription can alternatively be identified by either:

a)
a common MSISDN used in combination with a unique ICCID; or
b)
just a unique ICCID
With regards to SMS, for approach a, the ICCID could be added to a new address field or as the first few bytes of user data. For the latter case, care should be taken that the extra user data bytes to hold the ICCID do not cause SM fragmentation. For approach b, the ICCID could replace the MSISDN as the address field. Similar mechanisms could be used for addressing in the SIP headers for SMS over IP.

6.47.3
Impacts on existing nodes or functionality

6.47.4
Evaluation

Benefits:
-
provides a pre-existing globally unique ID that is generated and available today at the device;

-
could be a base for globally unique IDs when multiple subscription identifiers per IMSI are required;

-
plethora (~100B) of unique IDs per Issue Identification Number;
-
efficiently encoded.

Drawbacks:

-
if (U)SIM needs to be swapped to change network operator subscription, ICCID will not be portable to new network operator;

-
if (U)SIM is permanently coupled to ME, when subscription needs to be swapped to a different UE/MS, ICCID will not be portable to new device and MNO cannot use ICCID as a permanent identifier for the subscription;

Editor's Note: It is FFS if subscription identifier portability is required for PS only subscriptions without MSISDN.

-
the granularity for the ICCID is per MT and there could be multiple TEs per MT;

-
similar to MSISDN, ICCID identifier of a UE/MS is easily ascertainable (e.g. sometimes printed on inside device).

**** NEXT CHANGE ****
6.48
Solution - Transfer data via SMS for MTC Devices sharing one MSISDN
6.48.1
Problem Solved / Gains Provided

See clause 5.2 “Key Issue – MTC Devices communicating with one or more MTC Servers.” and 5.13 “Key Issue - MTC Identifiers”
6.48.2
General

For the lack of MSISDN, MTC Devices belonging to the same MTC Subscriber could share one MSISDN for the purpose of transferring data via SMS. For these MTC Devices, a static unique “MTC Device ID” (e.g. an FQDN identifier or a private number specific to the MTC device) needs to be assigned and the association between the “MTC Device ID” and the IMSI is stored in HLR/HSS and optionally in the VAS AS.

Editor’s note: The static MTC Device ID” can be configured into the MTC Device via OMA DM or SIM OTA. How the “MTC Device ID” is made secure/unalterable is FFS.
Editor’s note: How the coupling between the common MSISDN and a static unique “MTC Device ID” can support number portability requirements, if needed, is FFS.
For MO communication of MTC devices sharing one MSISDN via SMS (i.e. the SMS is sent from the MTC Device to the MTC Server), the MTC Device shall insert the “MTC Device ID” into the SMS. The MTC Server identifies the MTC Device by the “MTC Device ID” contained in the SMS.
Alternatively, the “MTC Device ID” is inserted by the MSC/SGSN in the MAP-MO-FORWARD-SHORT-MESSAGE similar to how it works with the MSISDN in current specifications.
For MT communication of MTC devices sharing one MSISDN via SMS (i.e. the SMS is sent from the MTC Server to the MTC Device), the following procedures are performed:
· The MTC Server sends a SMS with the “MTC Device ID” in the header or the body of the SMS and the DA (destination address) of the SMS is set to the common MSISDN of the target MTC Device. And the SMS is routed to the VAS AS serving the MTC Devices identified by the common MSISDN.

· The VAS AS acts as an SMS GMSC to interrogate the HLR/HSS with the “MTC Device ID” which is obtained from the SMS directly. Or, if the VAS AS has stored the mapping information between the IMSI and the “MTC Device ID” of the MTC Device, the VAS AS interrogates the HLR/HSS with the IMSI of the MTC Device, based on the “MTC Device ID” in the SMS.
· The VAS AS delivers the SMS to the MTC Device according to the routing info returned from the HLR/HSS. 
· The MTC Device verifies the “MTC Device ID” in the message upon receiving the SMS.
Alternatively, in case having stored the internal association between “MTC Device ID” and the IMSI, VAS AS can submit to the SMS Center a new SMS as specified in TS 23.142 [9] with the DA of the SMS set to the IMSI of the MTC Device. After receiving the SMS submitted by the VAS AS, SMS GMSC interrogates the HLR/HSS with the IMSI. With the returned routing information from HLR/HSS, SMS GMSC delivers the SMS to the MTC Devices as specified in TS 23.040.
Another alternative method is that the SMS GMSC interrogates the HLR/HSS with the “MTC Device ID” which is obtained from the SMS and delivers the SMS as specified in TS 23.040 [10] when receiving the SMS from the MTC Server. No VAS AS is involved in this alternative.

Editor’s Note：The use of the shared MSISDN in the delivery of SMSs needs to be further developed.
6.48.3
Impacts on existing nodes or functionality
6.48.4
Evaluation
Benefits

· A “system unique” shared MSISDN in combination with “MTC Device ID” can serve the majority of MTC communication use cases, without the need for a “globally unique” identifier 
Including
Drawbacks:

· Including the “MTC Device ID” inside the SMS would decrease the effective payload size. Some “MTC device ID” proposed in this TR may exceed the size of SMS, e.g. an URI.
· The MSC/SGSN may have problems with large numbers of devices sharing the same MSISDN.
**** END OF CHANGES ****
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