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This paper describes the framework for the public Address Determination Techniques for IPv4 Address for MTC Devices Behind NATs in 3GPP Networks.   

1
Background
Communicating endpoints that are separated by one or more NATs do not know how to refer to themselves using addresses that are valid in the addressing realms of their peers. For many purposes, the endpoints need to know the addresses (and/or ports) by which they are known to their peers. 
This problem has been termed as UNilateral Self-Address Fixing (UNSAF). As stated in RFC3424, UNSAF is the process whereby an entity behind the NAT attempts to determine or fix the address (and port) by which it is known in the ‘public’ domain (outside the NAT). This ‘public’ address can then be used in protocol exchanges for addressing the entity behind the NAT, or be advertised as a ‘public’ address from which the entity behind the NAT can receive communications. 
For UNSAF, two cases need to be considered:

1. When the entity behind the NAT initiates communications, and

2. When an entity on the outside of the NAT needs to initiate communications.

This paper describes the UNSAF framework for IPv4 addressing of MTC devices behind NATs in 3GPP networks.
2
UNSAF for 3GPP Networks
Due to the limitation on the availability of public IPv4 addresses, MTC device(s) may be deployed behind NAT(s) and assigned private non-routable IPv4 address (and thus not reachable by the MTC Server(s)). Depending on the nature of the MTC applications, there could be a need either for the MTC device or for the MTC server to be the initiator of the communications. For some applications an MTC device behind the NAT needs to know its publically routable transport address before initiating communications with a peer-entity. Initiation of communications from outside the 3GPP network (such as from the MTC server for device triggering) will require the outside entity to know the publically routable transport address of the MTC device. 
NOTE:
Transport address is the combination of an IP Address and Port Number (such as a UDP or TCP port number).
With such requirements for MTC communications, we need to define an address determination technique for ‘IPv4 addressing for MTC devices behind NATs for 3GPP networks’. Such address determination technique must be able to support the two scenarios below:

1. MTC device behind the NAT (client) initiates communications, and

2. MTC server outside of the NAT (server) needs to initiate communications (e.g., for device triggering).
This paper describes the framework for an address determination technique for ‘IPv4 addressing of MTC devices behind NATs in 3GPP networks’. Depending on the nature of the NATs, Endpoint-Independent-Mapping (EIM) and Endpoint-Dependent-Mapping (non-EIM) NAT, two solutions are proposed. For NATs with EIM behaviour, address determination technique based on Session Traversal Utilities for NAT (STUN) protocol (IETF RFC5389) is proposed. For NATs with non-EIM behaviour, address determination technique based on Traversal Using Relays around NAT (TURN) protocol (IETF RFC5766) is proposed. The companion paper (S2-112327 – Mobile Terminated Communication for MTC Devices behind NATs with STUN and TURN)) describes the STUN and TURN based 3GPP UNSAF solutions.
3
Address Determination Techniques for IPv4 Addressing of MTC Devices Behind NATs in 3GPP Networks
3.1
Framework
The address determination technique described in this paper comprises of two steps: 

-
MTC device attaches to the 3GPP network and a private IPv4 address is assigned to the device
-  Determination of the mapped public transport address  

Figure 1 illustrates private IPv4 address assignment and address registration procedures. An MTC device behind a NAT Attaches to the 3GPP network and requests establishment of a PDP context/PDN connection and IP address assignment. The attaching of the MTC device to the 3GPP network here represents the establishment of PDP context/PDN connection and assignment of a private IPv4 address:
-
As a result of being Paged while in detached or connected and idle state.
-  As a result of autonomous actions by the MTC device.

The MTC device is authenticated and authorized with the AAA. A PDP context/PDN connection is established and a private-IPv4 Address is assigned to the MTC device. Depending on the operator policy, the IP address may be assigned by the AAA or by the GGSN/P-GW. Details of the AAA authentication and authorization procedures and IP address assignment procedures are as per the call setup procedures for the appropriate 3GPP technology. The GGSN/P-GW registers MTC device specific information such as the GGSN/P-GW address, MTC device ID, assigned private IPv4 address information etc. with the HSS/AAA. Alternatively the GGSN/P-GW may register all or part of such MTC device specific information with the MTC Gateway/Proxy (such alternate procedure is not shown in Figure 1).
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Figure 1: Private IPv4 Address Assignment
As regards the determination of the mapped public transport address, two scenarios need to be considered.

1. MTC device behind the NAT (client) initiates communications, and

2. MTC server outside of the NAT (server) needs to initiate communications (e.g., for device triggering).
Private IPv4 Address Translation for Device Triggering:

Secnario-2 is considered first, and is illustrated in Figure 2. When the MTC server wants to initiate communications with an MTC device, if it already does not have the public transport address information for the MTC device, the MTC server queries the public transport address of the MTC device by sending a Query message to the MTC Gateway/Proxy. The Query message includes the MTC device ID. The Query message includes information about the ‘application’ also that the MTC server wants to establish with the MTC device. The application specific information could be in the form of ‘application Id’ that is commonly understood by the entities, both in the MTC Server domain and by the entities in the 3GPP domain, Else, the application specific information could be in the form of ‘port number’ assigned to the application by IANA.
If the MTC Gateway/Proxy does not have information about the established PDP context/PDN connection for the MTC device, MTC Gateway/Proxy queries the HSS/HLR for the private IPv4 address assigned to the MTC device. The MTC Gateway/Proxy queries the HSS/HLR for the serving GGSN/P-GW information as well, if such information is not available in the local cache.

In case there is no active PDP context/PDN connection for the MTC device, the MTC Gateway/Proxy initiates procedures for Paging the MTC device. Once a PDP context/PDN connection has been established for the MTC device, and the private IPv4 address assigned to the MTC is available at the MTC Gateway/Proxy, the MTC Gateway/Proxy initiates Translate Address Request/Reply procedure by passing the assigned private IPv4 Address and the Port information about the application (received from the MTC server) to the GGSN/PGW, which in turn performs such procedures with the Address Determination Server. The Address Determination Server performs address translation and returns the mapped public transport address (public IP Address+ Port) information to the GGSN/P-GW. Such information, in turn, is passed to the MTC Gateway/Proxy and the MTC server. MTC server can now use such public transport address to initiate communications with the MTC device. 
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Figure 2: IPv4 Address Translation for Device Triggering

Private IPv4 Address Translation for MTC Device Initiated Communications:
As regards scenario-1(MTC device behind NAT initiates communications), two procedures are illustrated in Figure 3 and Figure 4 respectively. For some applications an MTC device behind the NAT needs to know its publically routable transport address before initiating communications with a peer-entity. The MTC device initiates Public Transport Address Request/Reply procedure by sending Device ID and the assigned private IPv4 address information to an entity (e.g., GGSN/P-GW, MTC Gateway/Proxy) in the 3GPP network. Such Public Transport Address determination procedure may be performed with the help of entities such as the GGSN/P-GW (Option 1) or the MTC Gateway/Proxy (Option 2). 
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Figure 3: IPv4 Address Translation for MTC Device Initiated Communications (Option 1)
For Option 1, the Public Transport Address Request/Reply procedure is performed with the help of entities such as the GGSN/P-GW. When the MTC device wants to initiate communications with a peer entity, and if it does not already have its public transport address information, depending on the application at the MTC device, the MTC device selects the ‘port’ from which it wants to initiate communications with the peer entity. It then initiates Public Transport Address Request/Reply procedure by sending the Request message directed to the GGSN/P-GW. The Request message includes information such as the Device ID, the private IPv4 Address (assigned to the MTC device) and the ‘port’ information (chosen by the MTC device). Alternatively, if the IPv4 Address is not included in the Request message, such information can be obtained by the GGSN/P-GW by querying the HSS/HLR based in the Device ID, or obtained from the local cache at the GGSN/P-GW if so available. The GGSN/P-GW then initiates Translate Address Request/Reply procedure by passing the assigned private transport address (IPv4 Address and the Port) information to the Address Determination Server. The Address Determination Server performs address translation and returns the mapped public transport address (IP Address+ Port) information to the GGSN/P-GW, which in turn, is returned to the MTC device via Public Transport Address Reply procedure. MTC device can now use such public transport address information to initiate communications with the peer entity. 
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Figure 4: IPv4 Address Translation for MTC Device Initiated Communications (Option 2)

For Option 2, the Public Transport Address Request/Reply procedure is performed with the help of the MTC Gateway/Proxy. When the MTC device wants to initiate communications with a peer entity, and if it does not already have its (public) transport address information, depending on the application at the MTC device, the MTC device selects a ‘port’ from which it wants to initiate communications with the peer entity. It then initiates Public Transport Address Request/Reply procedure by sending the Request message directed to the MTC Gateway/Proxy. The Request message includes information such as the Device ID, the private IPv4 Address (assigned to the MTC device) and the ‘port’ information (chosen by the MTC device). It is assumed that the MTC Gateway/Proxy has information about the serving GGSN/P-GW and possibly the private IPv4 addressed to the MTC device. It is possible that the Request message may not include the private IPv4 address assigned to the MTC device. Alternatively, such information (serving GGSN/P-GW and the IPv4 Address), can be obtained by the MTC Gateway/Proxy by querying the HSS/HLR based on the Device ID. The MTC Gateway/Proxy then initiates Translate Address Request/Reply procedure by passing the assigned private transport address (IPv4 Address and the Port) information to the GGSN/P-GW which in turn performs such procedures with the Address Determination Server. The Address Determination Server performs address translation and returns the mapped public transport address (IP Address+ Port) information to the GGSN/P-GW. Such information, in turn, is passed to MTC Gateway/Proxy and returned to the MTC device via Public Transport Address Reply procedure. MTC device can now use such public transport address information to initiate communications with the peer entity. 

3.2
Other Considerations
Section 3.1 describes the UNSAF framework for the 3GPP networks. Address translations performed by the NATs is dynamic in nature and the NATs may reclaim such translations after a certain ‘lifetime’. Keep-Alive techniques can be used to maintain address translations. Such keep-alive techniques could have an impact on the performance of the system though. With the proposed 3GPP UNSAF framework, the address translations are performed just-in-time for IP communications. Therefore, NAT keep-alives may not be needed with the proposed framework. Further details and evaluations are FFS.
Proposal
****************************************BEGIN OF CHANGE**************************************
6.X
Solution – Address Determination Techniques for IPv4 Addressing of MTC Devices Behind NATs in 3GPP Networks
6.X.1
Problem Solved / Gains Provided

See clauses 5.8 "Key Issue – MTC Device Trigger" and clause 5.3 "Key Issue – IPv4 Addressing"

6.X.2
General

Due to the limitation on the availability of public IPv4 addresses, MTC device(s) may be deployed behind NAT(s) and assigned private non-routable IPv4 address (and thus not reachable by the MTC Server(s)). Depending on the nature of the MTC applications, there could be a need either for the MTC device or for the MTC server to be the initiator of the communications. For some applications an MTC device behind the NAT needs to know its publically routable transport address before initiating communications with a peer-entity. Initiation of communications from outside the 3GPP network (such as from the MTC server for device triggering) will require the outside entity to know the publically routable transport address of the MTC device. 

NOTE:
Transport address is the combination of an IP Address and Port Number (such as a UDP or TCP port number).
6.X.3
Framework

The address determination Techniques must be able to support the two scenarios below:

1. MTC device behind the NAT (client) initiates communications, and

2. MTC server outside of the NAT (server) needs to initiate communications (e.g., for device triggering).

The address determination technique comprises of two steps: 

-
MTC device attaches to the 3GPP network and a private IPv4 address is assigned to the device

-  Determination of the mapped public transport address  

Figure x1 illustrates private IPv4 address assignment and address registration procedures. An MTC device behind a NAT Attaches to the 3GPP network and requests establishment of a PDP context/PDN connection and IP address assignment. The attaching of the MTC device to the 3GPP network here represents establishment of PDP context/PDN connection and the assignment of a private IPv4 address:

-
As a result of being Paged while in detached or connected and idle state

-  As a result of autonomous actions by the MTC device.

The MTC device is authenticated and authorized with the AAA. A PDP context/PDN connection is established and a private-IPv4 Address is assigned to the MTC device. Depending on the operator policy, the IP address may be assigned by the AAA or by the GGSN/P-GW. Details of the AAA authentication and authorization procedures and IP address assignment procedures are as per the call setup procedures for the appropriate 3GPP technology. The GGSN/P-GW registers MTC device specific information such as the GGSN/P-GW address, MTC device ID, assigned private IPv4 address information etc. with the HSS/AAA. Alternatively the GGSN/P-GW may register all or part of such MTC device specific information with the MTC Gateway/Proxy (such alternate procedure is not shown in Figure x1).
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Figure x1: Private IPv4 Address Assignment

As regards the determination of the mapped public transport address, two scenarios are considered.

1. MTC device behind the NAT (client) initiates communications, and

2. MTC server outside of the NAT (server) needs to initiate communications (e.g., for device triggering).

Private IPv4 Address Translation for Device Triggering:

Secnario-2 is considered first, and is illustrated in Figure x2. When the MTC server wants to initiate communications with an MTC device, if it already does not have the public transport address information for the MTC device, the MTC server queries the transport address of the MTC device by sending a Query message to the MTC Gateway/Proxy. The Query message includes the MTC device ID. The Query message includes information about the ‘application’ also that the MTC server wants to establish with the MTC device. The application specific information could be in the form of ‘application Id’ that is commonly understood by the entities, both in the MTC Server domain and by the entities in the 3GPP domain, Else, the application specific information could be in the form of ‘port number’ assigned to the application by IANA.

If the MTC Gateway/Proxy does not have information about the established PDP context/PDN connection for the MTC device, MTC Gateway/Proxy queries the HSS/HLR for the private IPv4 address assigned to the MTC device. The MTC Gateway/Proxy queries the HSS/HLR for the serving GGSN/P-GW information as well, if such information is not available in the local cache.

In case there is no active PDP context/PDN connection for the MTC device, the MTC Gateway/Proxy initiates procedures for Paging the MTC device. Once a PDP context/PDN connection has been established for the MTC device, and the private IPv4 address assigned to the MTC is available at the MTC Gateway/Proxy, the MTC Gateway/Proxy initiates Translate Address Request/Reply procedure by passing the assigned private IPv4 Address and the Port information about the application (received from the MTC server) to the GGSN/PGW, which in turn performs such procedures with the Address Determination Server. The Address Determination Server performs address translation and returns the mapped public transport address (public IP Address+ Port) information to the GGSN/P-GW. Such information, in turn, is passed to the MTC Gateway/Proxy and the MTC server. MTC server can now use such public transport address to initiate communications with the MTC device. 
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Figure x2: IPv4 Address Translation for Device Triggering

Private IPv4 Address Translation for MTC Device Initiated Communications:
As regards scenario-1(MTC device behind NAT initiates communications), two procedures are illustrated in Figure x3 and Figure x4 respectively. For some applications an MTC device behind the NAT needs to know its publically routable transport address before initiating communications with a peer-entity. The MTC device initiates Public Transport Address Request/Reply procedure by sending Device ID and the assigned private IPv4 address information to an entity (e.g., GGSN/P-GW, MTC Gateway/Proxy) in the 3GPP network. Such Public Transport Address determination procedure may be performed with the help of entities such as the GGSN/P-GW (Option 1) or the MTC Gateway/Proxy (Option 2). 
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Figure x3: IP4 Address Translation for MTC Device Initiated Communications (Option 1)
For Option 1, the Public Transport Address Request/Reply procedure is performed with the help of entities such as the GGSN/PGW. When the MTC device wants to initiate communications with a peer entity, and if it does not already have its public transport address information, depending on the application at the MTC device, the MTC device selects the ‘port’ from which it wants to initiate communications with the peer entity. It then initiates Public Transport Address Request/Reply procedure by sending the Request message directed to the GGSN/P-GW. The Request message includes information such as the Device ID, the private IPv4 Address (assigned to the MTC device) and the ‘port’ information (chosen by the MTC device). Alternatively, if the IPv4 Address is not included in the Request message, such information can be obtained by the GGSN/P-GW by querying the HSS/HLR based in the Device ID, or obtained from the local cache at the GGSN/P-GW if so available. The GGSN/P-GW then initiates Translate Address Request/Reply procedure by passing the assigned private transport address (IPv4 Address and the Port) information to the Address Determination Server. The Address Determination Server performs address translation and returns the mapped public transport address (IP Address+ Port) information to the GGSN/P-GW, which in turn, is returned to the MTC device via Public Transport Address Reply procedure. MTC device can now use such public transport address information to initiate communications with the peer entity.
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Figure x4: IPv4 Address Translation for MTC Device Initiated Communications (Option 2) 

For Option 2, the Public Transport Address Request/Reply procedure is performed with the help of the MTC Gateway/Proxy. When the MTC device wants to initiate communications with a peer entity, and if it does not already have its public transport address information, depending on the application at the MTC device, the MTC device selects a ‘port’ from which it wants to initiate communications with the peer entity. It then initiates Public Transport Address Request/Reply procedure by sending the Request message directed to the MTC Gateway/Proxy. The Request message includes information such as the Device ID, the private IPv4 Address (assigned to the MTC device) and the ‘port’ information (chosen by the MTC device). It is assumed that the MTC Gateway/Proxy has information about the serving GGSN/P-GW and possibly the private IPv4 addressed to the MTC device. It is possible that the Request message may not include the private IPv4 address assigned to the MTC device. Alternatively, such information (serving GGSN/P-GW and the IPv4 Address), can be obtained by the MTC Gateway/Proxy by querying the HSS/HLR based in the Device ID. The MTC Gateway/Proxy then initiates Translate Address Request/Reply procedure by passing the assigned private transport address (IPv4 Address and the Port) information to the GGSN/P-GW which in turn performs such procedure with the Address Determination Server. The Address Determination Server performs address translation and returns the mapped public transport address (IP Address+ Port) information to the GGSN/P-GW. Such information, in turn, is passed to MTC Gateway/Proxy and returned to the MTC device via Public Transport Address Reply procedure. MTC device can now use such public transport address information to initiate communications with the peer entity. 

6.X.4
Other Considerations

Address translations performed by the NATs is dynamic in nature and the NATs may reclaim such translations after a certain ‘lifetime’. Keep-Alive techniques can be used to maintain address translations. Such keep-alive techniques could have an impact on the performance of the system though. With the proposed 3GPP UNSAF framework, the address translations are performed just-in-time for IP communications. Therefore, NAT keep-alives may not be needed with the proposed framework. Further details and evaluations are FFS.

6.x.5
Impacts on existing nodes or functionality
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6.x.6
Evaluation
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