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1. Overall Description:

At their meeting #63 SA3 has analysed the security aspects of “Device identifier on the external interface to the MTC Server” which is found in SA2 TR 23.888v110 clause 6.38. The main idea in that clause is that ISSI (International Service provider Subscription Identifier) is introduced as an alternative to IMSI to be used between a MTC Service Provider and the network. 

SA3 has come to the following conclusions on the use of ISSI compared to IMSI:

· Using IMSI for operator network external identification purposes should be avoided, as is also noted in SA2 TR. Far reaching measures has for example been taken to avoid exposing the IMSI over radio interfaces by introducing temporary identifiers (TMSI, P-TMSI, S-TMSI, GUTI etc). Using ISSI would of course avoid that IMSI is ever used outside the operator domain.  

· Using ISSI on the external interface to the MTC Server may still introduce privacy issues. In general, intercept of e.g. identities, event reports or commands and responses sent over the external interface may reveal security/privacy sensitive information. Sometimes just understanding that a MTC device reports something, an event is trapped by the network or that a MTC device is being triggered may have security/privacy consequences. Therefore confidentiality protection should be applied on the external interface. It should be noted that SA3 has at SA3#63 agreed to require confidentiality protection on the external interface.
· One particular security advantage of use of ISSI compared to IMSI would be that it would allow a network to more easily check that a MTC Server is authorized to issue a request towards a particular MTC device since according to SA2 TR the Service Provider ID is included in the identifier. Using IMSI the network would have to rely on information about MTC device and MTC Server association stored in the HSS. Consequently the need to contact the HSS to get assurance that the MTC Server is authorized for contacting a MTC device could be used to implement a DoS attack towards the Network/HSS. 
SA3 would also like to inform SA2 that SA3 has (at SA3 #63) agreed to take into account in their TR 33.868 the new authorization related security requirements agreed in SP-110167 “Additional security for MTC Triggering requirements”. SA3 noted that also SA2 has included these security requirements in their TR. 

Finally, SA3 would like to ask if SA2 has had progress on the issues described in LS S3-101441 “LS on security issues about Machine Type Communication” sent from SA3 #61 to SA2.
2. Actions:

To SA2.

ACTION: 
 


SA3 kindly asks SA2 to take the above information into account.
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