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6.2
Solutions targeting at HSS/HLR overload prevention

6.2.1       Introduction

This section addresses solutions aiming to prevent HSS/HLR overload, e.g: 

· minimizing HSS/HLR interrogations in registration procedures,

· optimization of HSS/HLR message content,

· mechanisms to enable core network nodes (MSC/VLR, SGSN, MME) to obtain information on HSS/HLR load status.

The solution space includes, 

· existing concepts, such as:

· provision of Super-Charger functionality as defined in  TS 23.116 [3] 

· overload protection function for HSS  using Diameter  (see e.g. RFC 3588 [4])

· avoidance of unnecessary authentication procedures
· new concepts, such as, e.g.:

· potential optimizations in user profile download from HSS load indicators in messages sent by the HSS/HLR 

6.2.1.1
Evaluation of Core Network Signalling in case of HLR/HSS overload

Generally, when the HLR/HSS detects overload, it discards the received messages (e.g. due to local buffer overflow), complete parts of the incoming dialogs, or rejects the request optionally with overload indication.

This section intends to analyze most of all the procedures related with HLR/HSS and capture the solutions/behaviours targeting at procedure handling in case of HLR/HSS overload. The procedures below apply to both MAP and Diameter application signalling.
Update Location Procedure

This procedure is used by the MME/SGSN/MSC to update location information in the HLR/HSS and download subscription profile from the HLR/HSS.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

However, in some network scenarios, a lot of UEs register to the mobile network simultaneously, which makes it necessary for the HLR/HSS to process a lot of Update Location Request messages at the same time and cause HLR/HSS overload. This should be resolved, using solutions developed and evaluated in section 6.2, e.g. providing overload indication to MME/SGSN/MSC.

If the HLR/HSS receives Update Location Request message when it is overloaded, it may ignore it, e.g. due to local buffer overflow. The MME/SGSN/MSC could delay the registration for this UE and the subsequent arriving UE (e.g. reject the attach request for certain periods) based on, e.g. the overload indication received before, or local configuration. It should be noted that following a timeout in SGSN/MME, the UE will retry the request requiring a new update location procedure or further throttling at SGSN/MME. These aspects should be addressed in the solutions developed and evaluated in section 6.1 and 6.2.
Cancel Location Procedure

This procedure is used by the HLR/HSS to delete a subscriber record from the MME/SGSN/MSC.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If it is executed when the HLR/HSS is overloaded, the HLR/HSS can delay the process for some UEs. This is normal handling in case of HLR/HSS overload, and there is no problem for the core network.
Purge UE Procedure

This procedure is used by the MME/SGSN/MSC to indicate to the HLR/HSS that the subscriber’s profile has been deleted in the MME/SGSN/MSC.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If the HLR/HSS receives the Purge message when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the MME/SGSN/MSC could resend the Purge message later based on implementation solution. There is no problem for the core network.

Insert Subscriber Data Procedure

This procedure is mainly used by the HLR/HSS to download subscription profile to the MME/SGSN/MSC during the Update Location procedure or due to subscription update.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If there are a large number of such concurrent updates, the HLR/HSS is able to control the sequence of execution, e.g. controlling the message rate to outbound buffers such that it does not cause HLR/HSS overload.

If it is executed when the HLR/HSS is overloaded, the HLR/HSS can delay the process for certain UEs. This is the normal handling in case of HLR/HSS overload, and there is no problem for the core network.

Delete Subscriber Data Procedure

This procedure is mainly used by the HLR/HSS to remove some or data of the HLR/HSS user profile stored in the MME/SGSN/MSC.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If there are a large number of such concurrent updates, the HLR/HSS is able to control the sequence of execution, e.g. controlling the message rate to outbound buffers such that it does not cause HLR/HSS overload.

If it is executed when the HLR/HSS is overloaded, the HLR/HSS can delay the process for certain UEs. This is the normal handling in case of HLR/HSS overload, and there is no problem for the core network.

Authentication Procedure

This procedure is used by the MME/SGSN/MSC to request the authentication information from the HLR/HSS. It is common to be executed as part of UE registration procedure (e.g. Attach procedure).

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

However, in some network scenarios, a lot of UEs register to the mobile network simultaneously, which makes it necessary for the HLR/HSS to process a lot of Authentication Request messages at the same time during such registration procedures, causing HLR/HSS overload. It should be resolved, and the solutions are developed and evaluated in the section 6.2, e.g. providing overload indication to the MME/SGSN/MSC.

If the HLR/HSS receives the Authentication Request message when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the MME/SGSN/MSC could reject the request for this UE (due to failure of authentication in time) and the subsequent arriving UE (e.g. reject the attach request for certain periods) based on, e.g. the overload indication received before, or local configuration. This should be addressed in the solutions developed and evaluated in section 6.1 and 6.2.
Fault Recovery (Reset) Procedure

This procedure is used by the HLR/HSS, after a restart, to indicate to the MME and SGSN that a failure has occurred.
It will not cause HLR/HSS overload as it is sent by the HLR/HSS and the MME/SGSN/MSC will not trigger new Update Location procedure to the HLR/HSS immediately.

This procedure will not occur when the HLR/HSS is overload as it is executed after a restart.
Notification Procedure

This procedure is mainly used by the MME/SGSN/MSC to notify the HLR/HSS about the terminal information, APN-PGW pair, UE reachable or memory capacity and etc.

Normally, this procedure is performed per UE and it will not cause HLR/HSS overload.

If the HLR/HSS receives the Notify Request message when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the MME/SGSN/MSC could resend the Notify Request message later based on implementation. There is no problem for the core network in most of the cases, e.g. for updating the terminal information, or updating the UE reachable or memory capacity, as they are not so urgent.

But there is a risk of breaking the seamless handover between 3GPP and non-3GPP if the MME fails to update the APN-PGW pair in time because it is possible that the UE performs handover before the MME succeeds to update the pair. So this problem should be resolved.

T-ADS Query Procedure

This procedure is for domain selection for mobile terminated voice and SMS procedure as defined in TS 23.221.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If a lot of MT services for T-ADS arrive simultaneously, T-ADS could check the buffer information for redundant requests in order to reduce the signalling towards the HLR/HSS. If such MT services are for different UE, it couldcause server overload (e.g. T-ADS, and HLR/HSS and etc). In this case, the T-ADS could terminate the mobile terminated service.

If the HLR/HSS receives the T-ADS Request when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the T-ADS could select a target domain, e.g. based on default configuration, or terminate the mobile terminated service. The normal procedure, however is to retry the T-ADS request.
Sending Routing Information Procedure

This procedure is for mobile terminated services (e.g. MT SMS, MT LCS, etc).

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If a lot of MT services for routing query arrive simultaneously, especially from different senders for different UEs, it could cause HLR/HSS overload. In this case, the sender could terminate the mobile terminated service.

If the HLR/HSS receives the routing query request when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the sender could terminate the mobile terminated service.
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