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1. Introduction

3GPP Technical Document TD S2-111256 proposes the inclusion of a new network element, a Device Trigger Gateway (DT-GW). This is shown in Figure 1. One or more of these DT-GWs would be deployed in or related to the HPLMN.  The DT-GW is then the interface between the 3GPP Core Network and the Packet Data Network (PDN) for device triggering purposes. 


[image: image1.emf]PDN

Device Trigger 

Gateway 

(DT-GW)

DNS

GGSN/

P-GW

SMS-SC

S-CSCF

HLR/HSS

C/Sh

Gi/SGi

ISC

Gi/SGi

CBC

AS

SME

CBE

SGSN/

MME

Gn

MTC 

Device

SIP/IMS

SMS

CBS

Network-Requested PDP Context request

pre-established PDP/PDN 

connection forwarding

MTCsp

MTC 

Server

device 

trigger

pre-established or new PDP/

PDN connection

PDP/PDN connection 

Status (Radius/Diameter)

Gi/SGi


Figure 1: Architecture proposed in TD S2-111256
3GPP Technical Document TD S2-111268 proposes that an interface using a AAA server between the MTC server and the Packet Data Network (PDN) be used for device triggering purposes.  One of the proposed alternatives from S2-111268 is shown in Figure 2.
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Figure 2: Architecture Proposed in TD S2-111268
In the two architectural options proposed, the MTC server is located outside the operator domain. However, according to SA WG1 requirements in [TS 22.368], the network operator must provide network connectivity to MTC server(s) under its domain or to MTC server(s) outside of its domain. To cater to both options, the need exists to have an architecture defined for the case where the MTC server is located inside the operator domain.

2. Proposal

The architecture below is an update to the architecture proposed in [S2-111256]. The interface in between the MNO MTC server and the MTC User/MTC Application is shown as an API. This API is out of scope of 3GPP standardization. 
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Figure 3 Architecture based on [S2-111256] 

The architecture below is an update to the architecture proposed in [S2-111268]. 
Note: In order to support device triggering, the MNO MTC Server can send a Send Routeing Information for GPRS Request to a default SGSN to find out the address of the SGSN where the MTC device is located. The MNO MTC Server then triggers the PDP Context Request to the serving SGSN. 


[image: image4.emf]MTC 

Device

SGSN GGSN AAA Server

3

rd

party 

MTC Server

MTCsp

MNO MTC Server

MTC User/

Application

API (out of scope)

Gn

Non 3GPP Domain

pre-established or 

new PDP context / 

PDN connection

Network-Requested 

PDP Context 

Request

Gn

3GPP Domain

HSS/HLR

Gc

Gr

Gi


Figure 4 Architecture based on [S2-111268] 

It is proposed to approve the following changes in TR 23.888

************ Start of First Change ********************
6.45
Solution – Device trigger gateway solution

6.45.1
Problem Solved / Gains Provided

See clauses 5.8 "Key Issue – MTC Device Trigger" and clause 5.3 "Key Issue – IP Addressing"

6.45.2
General

This solution shows how the key issue MTC Device Trigger can be achieved using a new simple Device Trigger Gateway (DT-GW) in the HPLMN in combination with several services provided in the existing standards. That is, once these services are optimized, as needed, to support a subscription without a unique MSISDN. The set of existing services to be leveraged can be seen in this clause as an example and additional alterative service combinations can exist. To support the MTC device trigger feature, an operator can choose to utilize one or more of the existing services for all its customers or utilize a combination of different existing services for different customers.

A DT-GW could be a standalone physical entity or a functional entity. At least one DT-GW is owned by and deployed in a HPLMN that supports the MTC device trigger feature for subscribed devices. The DT-GW is deployed on the boundary between the HPLMN and the public Internet. Alternatively, the DT-GW is owned and operated by a 3rd party on behalf of the HPLMN and/or deployed in the public Internet. In which case, a secure tunnelling mechanism between the DT-GW and the HPLMN is utilized. 

At any given point of time, there is at least one globally routable DT-GW assigned for each subscribed MS/UE that supports the MTC device trigger feature. A DT-GW terminates an MTCsp interface for reception of trigger indications from a submitting node (e.g. an authorized MTC server or IWK function on behalf of the MTC server). The MTC server is configured with a DT-GW IP address and optionally the SRC and DST ports to be used to transmit a trigger indication for a particular MTC device. Alternatively, the DT-GW information for a particular subscribed device could be made available and determined through DNS mechanisms. The MTC server sends a trigger indication request to the appropriate DT-GW encapsulated in an IP packet. The trigger indication request could contain pertinent information needed to route the trigger (e.g. device subscriber identity, trigger command/arguments, relevant device location information, security parameters, etc.).

When a trigger indication is received from a submitting node, the DT-GW should first authorize the received request; making sure it originated from a trusted MTC server and is targeted for a device for which the MTC server is authorized to trigger. The next step is for the DT-GW to determine the reachability of the MTC device. Per the requirements specified in clause 5.8, a trigger-able MTC device can be received in the detached state, in the attached state without a publically routable PDP context/PDN connection and in the attached state with a publically routable PDP context / PDN connection. To determine “how” reachable the device is, the DT-GW interrogates the HLR/HSS using the C and/or Sh interface.
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Figure 6.45.2-1: MTC device trigger gateway architecture

When the MTC server is within the operators domain the architecture is shown in the figure below.
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 Figure x.y: MTC device trigger gateway with MTC server inside 3GPP domain
The interface in between the MNO MTC server and the MTC User/MTC Application is shown as an API. This API is out of scope of 3GPP standardization

NOTE:
In order to support device triggering, the MNO MTC Server can send a Send Routeing Information for GPRS Request to a default SGSN to find out the address of the SGSN where the MTC device is located. The MNO MTC Server then triggers the PDP Context Request to the serving SGSN. 
The DT-GW uses the reachability information obtained from the HLR/HSS, the GGSN/P-GW Radius/Diameter interface (as described in clause 16 of TS 29.061 [4]) and MNO configured policy information to determine the most efficient and effective service and route to use for forwarding of the trigger indication to be delivered to the MTC device. Some trigger delivery services that could be considered are shown in Figure 6.45.2-1, for which the DT-GW reformats, as needed, and forwards the trigger indication to the appropriate:

a)
GGSN/P-GW for delivery over an already established PDP context / PDN connection;

b)
GGSN for delivery over a newly established PDP context (via a Network-Requested PDP Context Activation Procedure initiated by the DT-GW);

c)
S-CSCF for delivery over SIP/IMS service;

d)
SMS-SC for delivery over SMS; or

e)
CBC for broadcast delivery over CBS (assumes location information available in trigger indication request or from other source in order to limit the broadcast area).

When a globally routable PDP context / PDN connection is pre-established in the MTC device (as described in bullet a) or is newly established (as described in bullet b), the DT-GW utilizes this connection to forward trigger indications using IP-based communications. If the MTC server has prior knowledge of the public address/route for a publicly reachable PDP context / PDN connection for a targeted MTC device, the MTC server may skip the device trigger procedure provided by the DT-GW and initiate direct communications with the targeted MTC device over the available PDP context / PDN connection.

The DT-GW functionality includes the following:

-
ingress of trigger indication messages into the PLMN;

-
authorization that the trigger indication is from a trusted MTC server;

-
authorization that the MTC device addressed in a trigger indication is from a MTC server that is authorized to trigger the addressed MTC device;

-
selection of the delivery service and route to forward the trigger indication to for delivery to the MTC device (e.g. based on collected reachability information and network operator policy);

-
reformatting, as needed, of the trigger indication payload to match the format required for the selected delivery service;

- 
egress of trigger indication from the DT-GW to the to the selected delivery service entity for delivery to the MTC device; and

-
Appropriate e.g. error handling, error logging and/or error notification when trigger indication is determined to be invalid or unauthorized.

The DT-GW solution can be applied to achieve many of the goals of the Service Centre configured for MTC concept described in clause 6.44.

6.45.3
Impacts on existing nodes or functionality

6.45.4
Evaluation
************ End of First Change ********************
************ Start of Second Change ********************
6.41
Solution – Triggering of attached MTC Devices by reusing Network Requested PDP Context Activation procedure
6.41.1
Problem Solved / Gains Provided

See clause 5.8 “Key Issue – MTC Device Trigger”.
6.41.2
General
This solution proposes to trigger the attached MTC Devices by reusing Network-Requested PDP Context Activation procedures. This solution supports the scenario where an MTC Device has a subscribed static IP address and the scenario where only dynamic IP address assignment for MTC Devices is supported. The MTC Device can obtain IP address dynamically during the subsequent PDP context activation procedure in case there is no subscribed static IP address.
The MTC Server initiates DNS query to retrieve the IP address for the MTC Device if it is not available in the MTC Server. The DNS Server can be standalone or the front-end of the AAA Server. The DNS Server lookup the entry based on the query input (i.e. a FQDN, which includes the device identifier) provided by the MTC Server. If there is a valid record in the DNS Server, the DNS Server returns IP address to the MTC Server (e.g. a PDP context or PDN connection has been established) directly, otherwise, it requires the AAA Server to trigger the MTC Device to establish PDP context or PDN connection firstly.
Editor's Note: The device identifier format, e.g. FQDN is FFS.

NOTE 1: For E-UTRAN access, a default PDN connection is established during Attach procedure, so the DNS Server can return the IP address directly.
NOTE 2: The AAA Server and DNS Server can be deployed as standalone physical entities or as functional entities collocated in a Device Trigger Gateway (DT-GW; refer to Figure 6.45.2-1).
There are two alternatives for the AAA Server to trigger the MTC Device.
Alternative 1:

[image: image7]
Figure 6.41.2-1: Illustration of alternative 1
The AAA Server selects the HLR/HSS based on the IMSI, which is derived from the device identifier (i.e. the IMSI is included in the device identifier) or mapped from the device identifier based on local configuration, and sends an information request (IMSI) message to the HLR/HSS. The HLR/HSS returns the serving SGSN address for the MTC Device.
The APN can be provided by the MTC Server (e.g. included in the FQDN for DNS query), or derived from, e.g. the FQDN according to local configuration.
The AAA Server selects a GGSN based on e.g. APN, and initiates Network-Requested PDP Context Activation procedure as specified in TS 23.060, with the exception as follows:
1) In step 3 of above figure, the AAA Server sends a Connectivity Request message (IMSI, APN, SGSN address) to the selected GGSN.
2) In step 4 of above figure, the GGSN sends PDU Notification Request (IMSI, APN, PDP address) message to the SGSN. The PDP address is set to zero or the static IP address configured in the GGSN.
3) In step 7 of above figure, the GGSN registers the MTC Device to the DNS Server via AAA Server as specified in TS 29.061, with providing the device identifier, APN and the IP address (i.e. the subscribed static IP address or the dynamically allocated IP address during the PDP context activation procedure in step 6), which are provided by the MTC Device in PCO IE.
NOTE 3:
For IPv6 it is assumed that the MTC Device relies on DHCPv6 for stateful address allocation.

Alternative 2:

[image: image8]
Figure 6.41.2-2: Illustration of alternative 2
The AAA Server selects a GGSN based on e.g. APN which is provided by the MTC Server (e.g. included in the FQDN for DNS query), or derived from, e.g. the FQDN according to local configuration, and then initiates Network-Requested PDP Context Activation procedure as specified in TS 23.060, with the exception as follows:
1) In step 2 of above figure, the AAA Server sends a Connectivity Request message (IMSI, APN) to the selected GGSN. The IMSI is derived from the device identifier (i.e. the IMSI is included in the device identifier) or mapped from the device identifier based on local configuration.
2) In step 3 of above figure, the GGSN sends MAP_SEND_ROUTING_INFO_FOR_GPRS Service (IMSI) message to the HLR/HSS. The HLR/HSS address is derived from the IMSI. The HLR/HSS returns the serving SGSN address.
3) In step 4 of above figure, the GGSN sends PDU Notification Request (IMSI, APN, PDP address) message to the SGSN. The PDP address is set to zero or the static IP address configured in the GGSN.
4) In step 5 of above figure, the SGSN sends a Request PDP Context Activation (APN, PDP address) message to the MTC Device.
5) In step 7 of above figure, the GGSN registers the MTC Device to the DNS Server via AAA Server as specified in TS 29.061, with providing the device identifier, APN and the IP address (i.e. the subscribed static IP address or the dynamically allocated IP address during the PDP context activation procedure in step 6), which are provided by the MTC Device in PCO IE.
NOTE 4:
For IPv6 it is assumed that the MTC Device relies on DHCPv6 for stateful address allocation.

Afterwards, the DNS Server returns the IP address of the MTC Device to the MTC Server, so that the MTC Server can transmit packet data to the MTC Device.
Editor's Note: The alternative with using dynamic address allocation needs to solve issues addressed in TR 23.976. The solution with using static IP address allocation needs to detail how static address allocation is performed as it has been removed from 23.060 and 23.401.
Alternative 3:
When the MTC server is located within the 3GPP core network the MTC server can have direct communication with the core nodes as illustrated in the figure below:
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Figure X.Y: MTC server within 3GPP domain
6.41.3
Impacts on existing nodes or functionality

Impacts on the Network-Requested PDP Context Activation procedure:
· It is triggered by a signalling over Gi interface instead of a PDU;
· It needs to support dynamical IP address allocation;

· In alternative 1, the GGSN does not communicate with HLR/HSS via Gc interface.

6.41.4
Evaluation

************ End of Second Change ********************
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