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Abstract of the contribution:

This paper proposes a solution for MTC Monitoring: MTC Device based detection and reporting.
Discussion

The existing detection methods for MTC Monitoring (e.g. SGSN/MME based, HLR/HSS based, etc) can all be generalized as network based monitoring, which facilitates the operator with flexibility and manageability to configure MTC Monitoring events and related reporting rules in the network. However, these methods require the network nodes to actively monitor the events, which in some scenarios is difficult or ineffective for the network to perform monitoring. 

Take the event “change in the point of attachment” for example, in IDLE mode the network only knows the MTC Device on a TA List granularity, if the monitoring criteria is smaller than a TA, e.g. the allowed location area for an MTC Device is only several cells in a TA, then it’s difficult for the network to detect and report the event when the device actually moves out of the allowed location area.

It’s natural to find a way to enable the MTC Device monitor the events by itself, especially in the case of detecting “change in the point of attachment” and “loss of connectivity”. If the MTC Device can obtain the events related information (e.g. the allowed location area, the connection requiring monitoring, etc.), then it can detect and report these events on its own. Moreover, the MTC Device based method can also apply the case of monitoring the “association of the MTC Device and the IMSI”: with the allowed IMSI list obtained, the MTC Device can detect whether the IMSI currently in use is an allowed one, if not, the MTC Device shall trigger a report.

The SGSN/MME, as well as the MTC Server, can provide the monitoring related information to the MTC Device. The signalling used to carry this information can use the existing mechanism, e.g. the SMS or OMA DM/OTA. So impacts on existing network nodes can be minimized.
Proposal

This P-CR intends to make the following changes to TR 23.888 sec 6.9, and proposes two solutions for MTC Device based detection and reporting.
1st Changes

6.9
Solution - MTC Monitoring - General

6.9.1
Problem Solved / Gains Provided

See clause 5.10 "Key Issue – MTC Monitoring".

6.9.2
General

The MTC Monitoring events are configured in the HLR/HSS as part of the MTC subscription. The related criteria (e.g. the mapped IMSI/IMEI or the allowed location area) for reporting purpose are configured together with the event as well unless the event type is self explanatory, e.g., loss of connectivity. For those configured MTC Monitoring events, default action can be predefined as well, e.g. detaching the MTC Device when the IMEI and IMSI are not mapped.
According to the requirement, the following MTC Monitoring events shall be configured in the HLR/HSS:

· Monitoring the association of the MTC Device and UICC.


In this case, the HLR/HSS shall also configure the mapped IMSI and IMEI as the criteria together with this event.

2.
Monitoring the alignment of the MTC feature.


In this case, the activated MTC features and the expected behavior for the special MTC Device, which is configured in the HLR/HSS as part of the MTC subscription, apply for this monitoring event.

3.
Monitoring change in the point of attachment.


In this case, the allowed location information may also need to be configured as the criteria in the HLR/HSS (e.g. the Low Mobility feature is also activated for the MTC Device).

4.
Monitoring loss of connectivity.

The network shall be able to detect such configured MTC monitoring events. The following alternatives (i.e. solution 1 to solution 3) can be used for the detecting purpose. The alternatives (solution 6.24 to solution 6.25) can be used for the MTC Event Reporting entity to get the MTC Server identity.
In addition, the MTC Monitoring events can be provided to the MTC Device by the network or the MTC Server (e.g. via SMS, OMA DM/OTA or NAS signalling), the events can also be pre-configured in the MTC Device. The related criteria (e.g. the allowed location area, etc.) for reporting purpose can also be sent together or pre-configured with the event. Once receives the events and criteria, the MTC Device should start detection of defined events, e.g. whether the device is out of the allowed location area. Solution 6.X can be used for the detecting purpose.
Editor's Note:
It is FFS whether other alternatives can be used for the event detecting purpose.


When such event is detected, the network shall be able to report to the MTC Server and/or MTC User. The following alternatives (solution 4 to solution 7) can be used for the reporting purpose. The MTC Device can also report to the network or the MTC Server, solution 6.X can be used for this purpose.
Editor's Note:
It is FFS for whether other alternatives can be used for the reporting purpose.
When any event is detected, the network may also trigger MTC Monitoring actions accordingly, i.e. reduce services provided to the MTC Device or restrict access of the MTC Device or detach the MTC Device completely. When default action is predefined in the MTC subscription, the network triggers the default action (s). Dynamic action indication from the MTC server/user is not supported.

When the MTC monitoring action "reduce services provided to the MTC device" is triggered, the SGSN initiates the PDP Context Modification procedure or the MME initiates the Modify Bearer Command to the Serving GW with included modified QoS parameters for the reduced service.

When the MTC monitoring action "restrict access of the MTC Device" is triggered, in order to restrict the access of an MTC Device in idle mode, the SGSN rejects based on access restriction the Routing Area Update procedure or the MME rejects based on access restriction the Tracking Area Update procedure initiated by the MTC device. In order to restrict the access of an MTC Device in active mode, the SGSN or MME informs the RAN about the access restriction during the attach procedure or TAU/RAU procedure (the allowed location). The RAN restricts the handover only to allowed locations.

When the MTC monitoring action "detach the MTC Device" is triggered, the SGSN or MME initiates the Detach procedure.
Editor's Note:
How to handle the roaming scenario for this monitoring key issue is FFS.

Editor's Note:
How to guarantee a MTC Monitoring action will not restrict network access to the MTC Device in a way that prevents the network or MTC Server to update the MTC Device to resolve the issue that triggered the MTC Monitoring action is FFS.

2nd Changes

6.X
Solution – MTC Device based detection
6.X.1
Problem Solved / Gains Provided

See clause 5.10 "Key Issue - MTC Monitoring" and 6.9 "Solution - MTC Monitoring - General".

6.X.2
General

For this solution, the MTC Device is responsible for detecting monitoring event. The MTC Device obtains such information from the network or from the MTC Server via SMS, OMA DM/OTA or NAS signalling, the MTC Device can also obtain the information by pre-configuration.
The following table shows the procedure of the MTC Device.

Table 6.X.2-1: MTC Device based detection
	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1>
The network/MTC Server provides the MTC Device the allowed IMSI list to the MTC Device during the Attach procedure, or the MTC Device obtains such information by pre-configuration.
2>
The MTC Device checks whether the current used IMSI is included in the IMSI list provided by the network.

3>
If not, the MTC Device shall trigger the reporting.

	Monitoring the alignment of the MTC feature
	Support for this monitoring event is FFS.

	Monitoring change in the point of attachment
	1>
The network/MTC Server provides the MTC Device the allowed location area information (e.g. allowed CGI, E-CGI, TAI, RAI and etc).
2>
The MTC Device starts detecting whether the current location is out of the allowed location area.
3>
If yes, the MTC Device shall trigger the reporting.

	Monitoring loss of connectivity
	1> The network/MTC Server provides the MTC Device the connection which needs monitoring, e.g. identified by a specific APN, or the MTC Device obtains such information by pre-configuration.

2> The MTC Device checks whether the PDN connection of the specific APN is deactivated.

3>
If yes, the MTC Device shall trigger the reporting.


6.X.3
Impacts on existing nodes or functionality

Impacts on SGSN/MME:

-
If the monitoring related information is contained in NAS signalling then the SGSN/MME should support provisioning of such information (e.g. monitoring event, criteria, default action and etc) to the MTC Device. This information can be obtained from HLR/HSS or from other MTC related entities. If the monitoring related information is sent by SMS, OMA DM/OTA, or simply pre-configured in the MTC Device, then there’s no impact on SGSN/MME.
Impacts on MTC Device:

-
Support receiving the monitoring related information from the network and monitoring detecting behaviour. The MTC Device can also support pre-configuration of the monitoring related information.

Impacts on HLR/HSS:

-
If the monitoring related information (e.g. monitoring event, criteria, default action and etc) is configured in the HLR/HSS, then the HLR/HSS shall support configuring this information in MTC subscription. Otherwise there’s no impact on HLR/HSS.
6.X.4
Evaluation

Compared with other solutions, this solution has significant advantage on monitoring the change in the point of attachment and loss of connectivity. Even when in IDLE mode, the MTC Device can also detect whether the device is out of the allowed location or has lost connectivity with the network. This feature can help reducing the possibility of vandalism and theft of the MTC Device.

The signalling of sending the monitoring events and related information between the network and the MTC Device can be carried by SMS, OMA DM/OTA, or simply pre-configured in the MTC Device, thus no specific procedure or signalling need to be defined, and the impacts on existing nodes can be minimized.

3rd Changes

6.Y
Solution - Reporting by MTC Device
6.Y.1
Problem Solved / Gains Provided

See clause 5.10 "Key Issue – MTC Monitoring" and 6.9 "Solution – MTC Monitoring – General".

6.Y.2
General

For this solution, the MTC Device is responsible for reporting the event.
When the event is detected, the MTC Device reports to the network (e.g. the SGSN/MME) or to the MTC Server directly.

This solution can be used with solution x, i.e. the MTC Device is responsible for detecting. The cooperation with other detecting solutions is FFS.
6.Y.3
Impacts on existing nodes or functionality

The MTC Device can report to the network or MTC Server using existing mechanism, e.g. SMS or OMA DM/OTA, in this way there’s little impact on existing nodes. If NAS signalling is used for reporting purpose, then the SGSN/MME needs to provide a new reference point for event reporting towards MTC Server.
6.Y.4
Evaluation

End of Changes
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