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Abstract of the contribution: The trusted WLAN Access to EPC scenarios are described.
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4
Scenarios for WLAN access to EPC through S2a including mobility with 3GPP

WLAN security was considered poor in both strength and ease of use, compared with that taken for granted in 3G networks and devices (UICC plus HSS, and GPRS encryption of data). Hence it made sense for the mobile network operators (MNOs) to use their core network to add overlay security layers, i.e. the IKEv2 for Authentication and Authorization of the UE, and the IPSec between the UE and ePDG for the security of the user data.

Now, with the deployment of 802.1x, 802.11u, 802.11i and Hotspot 2.0, it may be considered by some operators that the security strength and ease of use (discovery and set up) is as acceptable as 3G/LTE security. For example, for the radio air link, the operator controlled hotspot with 802.11i could be treated as the trusted Non-3GPP Access. As 802.11i (or WPA2 called by WFA) has been released for several years, many AP-s support it as a basic feature and lots of smart phones also have supported it.
Following scenarios shall be considered in the study:

-
Access of the local network resources/services with access control by the operator in a similar way as LIPA, also allowing offload of selected types of IP traffic (e.g. internet traffic) towards a defined IP network close to the UE with access control by the operator in a similar way as SIPTO;
-
Access to EPC resources/services with access control by the operator;

-
Seamless mobility between 3GPP and WLAN for EPS services with IP address preservation;

-
Non-seamless mobility services between 3GPP and WLAN for EPS services: no IP address preservation; 

-
Non-seamless mobility between 3GPP and WLAN for local network services;

-
Support of UEs with single PDN connection; support of UEs with multiple PDN connections.

The study shall determine what features can be supported with a legacy UE and what new features are needed in the UE.
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