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1. Abstract of the contribution

In SA2 83# meeting, the multiple Child SAs support was agreed as one of the methods to mitigate the packet loss caused by anti-replay function in IPsec for both WALN and H(e)NB cases. This is achieved by mapping the IP flow packets of different DSCP to different child SAs. But there still no details about how the mapping could be achieved by the two end point especially for H(e)NB case. This document proposes some text on the service data flow mapping for multiple child SAs in H(e)NB.
2. Discussion
For H(e)NB case, since SeGW are not on the control plan signalling path, only the DSCP value in the IP packets could be referred for child SA selection when the SeGW receives the downlink packet. For H(e)NB side, the bearer QCI or DSCP value translated from QCI could be the reference for the uplink packets mapping into the right child SA.To ensure that IP flows with different DSCP will be mapping to different child SAs, every child SAs shall be associated with at least one DSCP characteristic before it will be used for the IP packet data encapsulation and transportation. And it must ensure that at least one child SA associates with the certain DSCP.

The priority characteristics (e.g., DSCP for the downlink and QCI for the uplink) of the child SA maybe be locally configured in both H(e)NB and SeGW separately, since the priority characteristic for the child SA pair in uplink and the downlink could be independent.

To ensure that a child SA has been prepared for the data traffic, it’s necessary to have a check when the RAB assignment or the Initial Context setup. The H(e)NB should check whether there is proper child SA ( with the right priority characteristic) could be used for the potential service traffic transferring ,as considering the corresponding QCI priority in the RAB assignment or Initial Context setup request. When no existing child SA( with the right priority characteristic) to be found, one of the unused (without priority characteristics) child SA, if there is, shall be assigned with the priority characteristics in order to be used for the potential uplink data transferring in the H(e)NB. If neither existing child SA nor unused child SA could not be found in the H(e)NB, the H(e)NB shall initiate the creation of a child SA through IKEv2 exchange.
When packet data arrived at H(e)NB or SeGW, if neither right child SA nor unused child SA could be found a new IKEv2 exchange should be triggered by the H(e)NB or the SeGW for a new child SA creation, with a priority characteristic be assigned to the new created child SA by the H(e)NB or SeGW locally.
3. Proposal
This document proposes the following text in TR 23.839 on the service data flow mapping for multiple child SAs in H(e)NB case.
* * * Start of 1st Change * * *  
5.2.2.1.5.X Multiple Child SAs support
RFC 4301 clarifies that if different classes of traffic (distinguished by DSCP bits) are sent on the same IPsec Security Association (SA), and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature. If this anti-replay feature is deployed, then the ePDG/SeGW (downlink) and UE/H(e)NB (uplink) should map IP flows of different DSCP to different child SAs to avoid this problem. 
For H(e)NB case, to ensure that IP flows with different DSCP will be mapping to different child SAs, every child SAs shall be associated with at least one DSCP characteristic. And it must ensure that at least one child SA associates with the certain DSCP.

When the H(e)NB power on, depend on the operator’s policy , multiple IPSec child SAs with or without different DSCP characteristic are established between H(e)NB and the Serving SeGW. The priority characteristics (e.g., DSCP for the downlink and QCI for the uplink) of the child SA should be locally configured in both H(e)NB and SeGW separately. 
During the UE initial attach and Idle-to-Active transition, when H(e)NB receives the RAB assignment or Initial Context setup request, the H(e)NB should check whether there is proper child SA ( with the right priority characteristic) could be used for the potential service traffic transferring ,as considering the corresponding QCI priority in the RAB assignment or Initial Context setup request. When no existing child SA( with the right priority characteristic) to be found, one of the unused (without priority characteristics) child SA, if there is, shall be assigned with the priority characteristics in order to be used for the potential uplink data transferring in the H(e)NB. If neither existing child SA nor unused child SA could not be found in the H(e)NB, the H(e)NB shall initiate the creation of a child SA through IKEv2 exchange.

For the downlink, each downlink IP packet should be encapsulated and transferred within the right child SA (identified by the SPI value in the ESP header) by the SeGW. The right child SA determination is based on the DSCP value of the received downlink packet. When neither right child SA nor unused child SA could be found when downlink data arrived at the SeGW, a new IKEv2 exchange should be triggered by the SeGW for a new child SA creation, with a priority characteristic be assigned to the new created child SA.

For the uplink, each uplink IP packet should be encapsulated and transferred within the right child SA (identified by the SPI value in the ESP header) by the H(e)NB. The right child SA determination is based on the QCI value of the bearer on which the uplink packet was received. When neither right child SA nor unused child SA could be found when uplink data arrived at the H(e)NB, a new IKEv2 exchange should be triggered by the H(e)NB for a new child SA creation, with a priority characteristic be assigned to the new created child SA. 
The increase of the anti-replay window size can also be used but it does not guarantee that packets will not be discarded.
* * * End of 1st Change* * * *
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