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1. Abstract of the contribution

This document aims to make the clarification that the IP tunnel information usage for service tunneled traffic detection in BBF and UE/H(e)NB local IP address for BPCF discovery.

2. Discussion
2.1 introduction
In the TR23.839 v050, there are multiple places refer to the IP tunnel information and/or UE/H(e)NB local IP address with the original intention either for BPCF discovery or for the tunnelled traffic detection. But some are still need more clarification.  
2.2 main points for the clarification
· A definition of the IP tunnel information was added in section 3.1 definitions, as the IP tunnel information is used for tunnelled UE specific traffic detection or tunnelled H(e)NB specific traffic detection in BBF, so only the source IP address and destination IP address information and UDP port ( in case of NATed RG) of the tunnel information is needed. Although one if the address information (either the source or the destination) is the just the UE local IP address or H(e)NB local IP address , because the UE/H(e)NB could be either the source IP address or the destination IP address, it’s something difficult for the PCRF to distinguish which is the UE/H(e)NB local IP address unless there is a clear identification. So, it is suggested that the IP tunnel information is only for tunnelled traffic detection, and another IE UE/H(e)NB local IP address is for BPCF discovery. The proposed defined IP tunnel includes both IPsec tunnel and DSMIP tunnel.    
· The IP tunnel information ( at least include the two end points IP address of the IP tunnel information) and also include the UDP port number in WLAN NAT case are used for tunnelled UE specific traffic detection or tunnelled H(e)NB specific traffic detection in BBF.
· Only UE local IP address (and UDP port number in WLAN NAT case ) is not enough for tunnel traffic detection, the IP address of the another end point such as ePDG local IP address or PDN GW local IP address is necessary for the tunnel traffic detection. As the following Figure 1, a single UE could simultaneously connect via WLAN to EPC and connect to WLAN local network with a single local IP access. 
· 
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Figure 1 

2.3 clarifications

5.1.2.1 

S2b is enhanced to carry UE location information (UE local IP address) in cases where information provided in S2b and Gx triggers the PCRF to initiate the S9* session establishment towards the BPCF. Clause 5.2.2.1.2 contains additional details regarding S9* session establishment.
· In this procedure, the S2b should also carry the IP tunnel information for the tunneled traffic detection in BBF and also carry the UE local IP address for S9* establishment. 
5.1.2.2 

The 3GPP network elements are defined in details in 3GPP TS 23.401 and 3GPP TS 23.402.To support initiation of S9* session from the PCRF when using untrusted access procedures, the ePDG is enhanced to transport the access information of the UE, e.g. the outer header of the IP-sec tunnel, to the PCRF via the Gxb* or the S2b reference points as described in 5.2.2.1.2.
· The ePDG should transfer both the UE location information and IP tunnel information to the PCRF via Gxb* or the S2b reference point as described in 5.2.2.21.2.
5.1.2.3

Gxb*     
It connects the ePDG with the PCRF and transports access information, e.g. the outer header of the IPSec tunnel. It is only used for scenarios in which the ePDG provides the access information via Gxb* to trigger the PCRF to initiate the S9* session.
· The definition of the Gxb* should be clarified as not only for S9* session initiation, but also for carry IP tunnel information to BBF element for tunnelled traffic detection.
5.1.3.2.1 

The function of the S9* interface is to convey sufficient information to the BPCF to enable it to identify the BBF network elements the 3GPP Femto connects to, and perform admission control based on the BW requirements and QoS attributes of a new/modified UE service data flow/s (via the 3GPP Femto).
· Sufficient information here could be concrete as IP tunnel information and H(e)NB Local IP address. 

5.1.3.2.1 

The function of the S9* interface is to convey sufficient information to the BPCF to enable it to identify the BNG the H(e)NB connects to, and perform admission control based on the bandwidth requirements and QoS attributes of the bearers or aggregate of bearers with similar QoS characteristics being established.
· Sufficient information here could be concrete as IP tunnel information and H(e)NB Local IP address. 

5.2.2.1.1 
 

In a non-roaming scenario, the functionality of PCRF includes:

· Policy decision and PCC Rule generation e.g. based on the information received from the AF via Rx, operator policies and subscription information via Sp (this is existing functionality described in TS 23.203).

· Installation of PCC Rules in the PCEF over Gx (this is existing functionality described in TS 23.203).

· Sends the QoS rules to the BPCF over S9* to request admission control in the fixed access.

· Sends outer IP header information for tunnelled traffic (e.g. UE local IP address) to allow the BBF access to identify the UE traffic that is tunnelled. 

· For the last bullet, the UE local IP address here is not enough here for UE tunnelled traffic detection, so the ‘(e.g. UE local IP address)’should be deleted.
Additional clarifications are needed for the roaming scenario, where both H- and V-PCRF are available. No business agreement between HPLMN and BBF operator for roaming scenario is assumed. In a roaming scenario, the functionality of the H-PCRF includes the following:

· Generates PCC Rules based on the information received from the AF via Rx or via S9, operator policies and subscribed information via Sp (this is existing functionality described in TS 23.203).

· For home routed access, installs PCC Rules in the PCEF over Gx. (this is existing functionality described in TS 23.203).

· For visited access (local breakout), sends PCC Rules to the V-PCRF over S9 (this is existing functionality described in TS 23.203).

· For home routed access, sends QoS rules to the V-PCRF to request admission control over S9. (This is new for GTP-based access).

· For BPCF-initiated S9* session establishment, sends outer IP header information for tunnelled traffic (e.g. UE local IP address). 
· In the above procedure, the IP tunnel information instead of the UE local IP address shall be sent to BPCF for the potential tunnelled traffic detection in BBF elemnent.
The functionality of V-PCRF includes the following:

· For visited access (local breakout), installs PCC Rules in the PCEF over Gx. (this is existing functionality described in TS 23.203)

· Applies local policies based on the roaming agreement with HPLMN. Also applies local policies based on  the business agreement with BBF operator. 

· Sends QoS rules to the BPCF over S9* to request admission control in the fixed access.
· For PCRF-initiated S9* session establishment using Gxb*, establishes Gxb* session with the ePDG to receive outer IP header information for tunneled traffic (e.g. UE local IP address).
· For PCRF-initiated S9* session establishment, sends outer IP header information for tunneled traffic (e.g. UE local IP address) to the BPCF.
· For the above bullet, the IP tunnel information transferring for tunnelled traffic detection is need also for BPCF –initiated S9* session establishment. So here need a clarification also include the BPCF-initiated S9* mode.
5.2.2.1.2.2 
· 
The information contained in the request message sending from the PCRF to the BPCF includes e.g. IMSI, IP-CAN type, local IP address (for WLAN UE or H(e)NB) or CoA (WLAN UE only), as described in TS 23.203. 
· For the above procedure, also IPsec tunnel information should be sent to BPCF for the potential tunnelled traffic detection.
5.2.2.1.6 

In an S2b/S2c scenario with multiple UEs behind the same NATed RG, it is assumed that the BBF is able to use UE local IP address and UDP source port number received over S9* e.g. to perform accounting or policy enforcement on a per-UE granularity.
· For the above sentence, IP tunnel information, not only the UE local IP but also the local IP address of the ePDG or PDN GW together with the port number are used for accounting or policy enforcement on a per-UE granularity.
3. Proposal
This document proposes the following clarification be updated for the IP tunnel information either for the BPCF discovery and tunnelled traffic detection.
* * * Start of very 1st Change * * *  
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

3GPP Femto:  Refers to the HNB and HeNB NEs as defined by 3GPP. The HNB GW is always required for the HNB architecture while the HeNB GW is option for the HeNB.  

UE local IP address is defined as: either the public IP address assigned to the UE by the BBF domain in the no-NAT case, or the public IP address assigned by the BBF domain to the NATed RG that is used for this UE.
IP tunnel information: as a part of the IPsec outer IP header information when encapsulate the IP packet for IPsec tunnel transferring, it includes the source address , destination address and also UDP source port number in case of NATed RG for UE specific or H(e)NB specific tunnelled traffic detection in BBF.
* * * End of very 1st Change* * * *

* * * Start of 1st Change * * *  
5.1.2.1 
Architecture reference model
The Figure 5.1.2.-1, 5.1.2-2 and 5.1.2-3 show the reference architecture for the non-roaming scenario and with the traffic routed to the mobile core network. The figure 5.1.2-4. 5.1.2-5 and 5.1.2-6 show the reference architecture for the roaming scenario with the traffic routed to the home network. The figure 5.1.2-7, 5.1.2-8 and 5.1.2-9 show the reference architecture for the roaming scenario with the local breakout in Visited PLMN.
Editor’s Note: The reference architecture for LIPA and SIPTO for local network is FFS. For more detail refer to 3GPP TR 23.829.

The following considerations apply to interfaces and reference points where they occur in figures in this clause:

-
S5 and S8 can be GTP-based or PMIP-based.

-
Gxc is used only in the case of PMIP variant of S5 or S8.

- 
Gxb* is only needed in cases where the ePDG uses Gxb* to trigger the PCRF to initiate the S9* session establishment towards the BPCF. Clause 5.2.2.1.2 contains additional details regarding S9* session establishment. 
- 
S2b is enhanced to carry IP tunnel information for tunnelled traffic detection and UE location information for BPCF discovery (UE local IP address) in cases where information provided in S2b and Gx triggers the PCRF to initiate the S9* session establishment towards the BPCF. Clause 5.2.2.1.2 contains additional details regarding S9* session establishment.
-
S9 is used between the H-PCRF and V-PCRF in roaming scenario 

-
S9* (used between 3GPP and BBF domains) is used between the PCRF and BPCF* in scenarios where both 3GPP and BBF access networks belong to the same operator or to different operators.
- 
the reference points internal to the BBF access network are defined or are under definition by Broadband Forum and are out of the scope of this Technical Report.

NOTE 1:
SWu shown in Figure 5.1.2-1 also applies to architectural reference for untrusted scenario in Figures  5.1.2-3, 5.1.2-4, 5.1.2-6, 5.1.2-7 and 5.1.2-9,  for the untrusted scenario with s2c but is not shown for simplicity.
* * * End of 1st Change* * * *

* * * Start of 2nd Change * * *  
5.1.2.2 
Network Elements

The 3GPP network elements are defined in details in 3GPP TS 23.401 and 3GPP TS 23.402.

To support initiation of S9* session from the PCRF when using untrusted access procedures, the ePDG is enhanced to transport the location information of the UE( e.g. the UE local IP information) and the IP tunnel information, to the PCRF via the Gxb* or the S2b reference points as described in 5.2.2.1.2.
Editor’s Note: It is FFS whether Gxb* or S2b and Gx is used to carry the access information of the UE in case S2b is used.
Editor’s Note: The enhancement of PCRF for supporting interworking with BBF Policy Framework is FFS

Editor’s Note: It is FFS if the PDN GW and ePDG need enhancement for supporting QoS management for interworking with BBF access network 

The BBF network elements BRAS, BNG, RG, BPCF* are defined in details in BBF TR-058, TR-101, WT-145 [7] and WT-134.
Editor’s Note: It is FFS how to capture the 3GPP assumptions on the BBF access network elements functionalities. 

The BBF device represents any devices defined by broadband Forum or supported by BBF access, as a PC, Media center, etc, and they are considered outside the scope of 3GPP.
NOTE: The definition of BPCF*for enhancements to support Policy & QoS interworking with mobile networks is under discussion in BBF WT-134 [8] 

* * * End of 2nd Change* * * *
* * * Start of 3rd Change * * *  
5.1.2.3
Reference Points

The reference point S1-MME, S1-U, S3, S4, S10, S11 are defined in TS 23.401 . The reference points S2b, S2c, S6a, S6b, SWx, SWa, SWm, SWn, SWu, SGi, Rx, Gxc are defined in TS 23.402. 

Gx
It provides transfer of dynamic QoS control policies (QoS) and charging rules from PCRF to Policy and Charging Enforcement Function (PCEF) in the PDN GW.

Gxb*     
It connects the ePDG with the PCRF and transports UE location information( e.g.UE local IP address) and the IP tunnel information. It is only used for scenarios in which the ePDG provides the access information via Gxb* to trigger the PCRF to initiate the S9* session.
* * * End of 3rd Change* * * *
* * * Start of 4th Change * * *  
5.1.3.2.1 
General

The architecture diagrams highlight the S9* interface between the PCRF and the BBF PCF (BPCF) for Femto accessto support use cases and requirements per WT-203 [6], 3GPP TS 22.220 [14] and 3GPP TS 22.278 [5]. 

The function of the S9* interface is to convey IP tunnel information and H(e)NB Local IP address to the BPCF to enable it to identify the BBF network elements the 3GPP Femto connects to, and perform admission control based on the BW requirements and QoS attributes of a new/modified UE service data flow/s (via the 3GPP Femto).
The reference architecture focuses on the policy management aspects of the 3GPP-BBF interworking for the packet domain only.

Editor’s note: The change to the reference architecture required to support 3GPP Femto location verification requirements per 3GPP TS 33.320 [15] is FFS 

The following notes apply to all diagrams in the subsections below.

NOTE 1: The assumption is that the BBF BNG may be enhanced to support new functionality such as provisioning of policies from the BPCF.

NOTE 2: For simplicity, the connection between the HNG GW and the SGSN over the Iu-PS interface is not shown

NOTE 3: The diagrams are based on the architecture diagrams agreed at the 3GPP-BBF workshop

NOTE 4: The connection between the BRAS/BNG and the SecGW is IP transport connection

NOTE 5: When the 3GPP and BBF access networks belong to different Service Providers security arrangement are analogous to those between the H-PCRF and the V-PCRF, and can be based on 3GPP TS 33.210 [16] or 3GPP TS 33.310 [17]

* * * End of 4th Change* * * *
* * * Start of 5th Change * * *  
5.2.2.1.1 
PCRF – BPCF Functional split 

PCRF is the policy and charging control element in 3GPP network. PCRF functions are described in more detail in TS 23.203 [4]. This clause points out new functionality as well as some of the existing functionality applicable to BBF access interworking. (Note that not all applicable existing functionality is included below).

The BPCF is a policy control entity in the BBF network. This clause describes functionality assumed to reside in the BPCF to support 3GPP-BBF interworking.

In a non-roaming scenario, the functionality of PCRF includes:

· Policy decision and PCC Rule generation e.g. based on the information received from the AF via Rx, operator policies and subscription information via Sp (this is existing functionality described in TS 23.203).

· Installation of PCC Rules in the PCEF over Gx (this is existing functionality described in TS 23.203).

· Sends the QoS rules to the BPCF over S9* to request admission control in the fixed access.

· Sends IP tunnel information for tunnelled traffic  to allow the BBF access to identify the UE traffic that is tunnelled. 
The functionality of the BPCF includes the following:

· Performs admission control in fixed access or delegates admission control decision to other BBF nodes (this aspect is out of scope to 3GPP). Based on the admission control, the BPCF accepts or rejects the request received over S9*. As with current S9, the BPCF may include the acceptable QoS in the reply if the request is rejected.

· Translates the QoS rule as received of the S9* interface (i.e. QCI, bit rates, and ARP into access specific QoS parameters applicable in the BBF domain (this aspect is out of scope of 3GPP).  

· May install Policy Filters and QoS for a 3GPP UE session over R interface (this aspect is out of scope to 3GPP).

Additional clarifications are needed for the roaming scenario, where both H- and V-PCRF are available. No business agreement between HPLMN and BBF operator for roaming scenario is assumed. In a roaming scenario, the functionality of the H-PCRF includes the following:

· Generates PCC Rules based on the information received from the AF via Rx or via S9, operator policies and subscribed information via Sp (this is existing functionality described in TS 23.203).

· For home routed access, installs PCC Rules in the PCEF over Gx. (this is existing functionality described in TS 23.203).

· For visited access (local breakout), sends PCC Rules to the V-PCRF over S9 (this is existing functionality described in TS 23.203).

· For home routed access, sends QoS rules to the V-PCRF to request admission control over S9. (This is new for GTP-based access).

· For BPCF-initiated S9* session establishment, sends IP tunnel information for tunnelled traffic. 
The functionality of V-PCRF includes the following:

· For visited access (local breakout), installs PCC Rules in the PCEF over Gx. (this is existing functionality described in TS 23.203)

· Applies local policies based on the roaming agreement with HPLMN. Also applies local policies based on  the business agreement with BBF operator. 

· Sends QoS rules to the BPCF over S9* to request admission control in the fixed access.
· For PCRF-initiated S9* session establishment using Gxb*, establishes Gxb* session with the ePDG to receive IP tunnel information for tunneled traffic.
· For PCRF-initiated S9* session establishment, sends IP tunnel information for tunneled traffic to the BPCF.
The functionality of the BPCF in a roaming scenario would remain the same as in the non-roaming scenario. 
* * * End of 5th Change* * * *
* * * Start of 6th Change * * *  
5.2.2.1.2.2 Non-Roaming and Roaming Procedures

NOTE: 
The roaming procedure for GTP Home Routed Traffic for H(e)NB interworking architecture alternative 2 and for WLAN UE is described in section 5.2.2.1.2.3.
Gateway Control Session Establishment 
The Gateway Control Session Establishment results in that an S9* session is established. 
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Figure 5.2.2.1.2-1 GW Control Session Establishment
There are two possibilities for how to trigger establishment of an S9* session:

Scenario A: S9* session establishment triggered by the BBF access network 

This scenario is valid for WLAN UEs.

The BPCF can trigger the S9* session establishment if it becomes aware that a 3GPP UE has attached via the BBF access and also learns the IMSI of the subscriber.  The BBF access network may become aware of the UE if 3GPP-based access authentication (EAP-AKA/AKA’) is performed.
In the non-roaming case, the BPCF discovers a suitable PCRF domain based on UE NAI realm part.  
The information contained in the request message includes e.g. IMSI, IP-CAN type and local UE IP address. The reply message contains the result code and may also include QoS Rules as described in TS 23.203.

As a result of the S9* session establishment, the fixed access (BPCF and BNG) is able to associate the aggregate IP traffic plane (tunnel) used by a 3GPP UE with the S9* session towards the PCRF. 
Scenario B: S9* session establishment triggered by the PCRF/H(e)NB PF

This scenario is valid for WLAN UE and all 3GPP Femto options.
For 3GPP Femto the PCRF/H(e)NB PF triggers the GW Control Session Establishment with the BPCF because the signalling between the 3GPP Femto and the EPC network is transparent to the BBF access network. Consequently, the BNG is not in position to trigger the session establishment with the BPCF. For similar reasons the BPCF is not able to initiate session modification requests from the PCRF.

For WLAN access, in case the BBF access network does not perform 3GPP-based access authentication, the BBF access network will not be aware that a 3GPP UE has attached via the BBF access and will not know the IMSI of the subscriber. In this case, it is assumed that the BBF access cannot trigger the S9* session establishment with the PCRF. Instead the S9* session need be triggered by the PCRF.

For WLAN UE. the PCRF can trigger the S9* session establishment if it becomes aware that a 3GPP UE has attached via the BBF access and is able to find a corresponding BPCF based on UE local IP address information or CoA received.Depending on scenario, there are two means to trigger the S9* establishment procedure from the PCRF:
· The establishment of Gxb* session initiated by ePDG triggers the PCRF to trigger S9* session establishment with the BPCF. The PCRF discovers the BPCF serving the UE based on the UE location information provided by the ePDG via Gxb* reference point (e.g. the outer IP header information of IPSec tunnel). This solution applies when untrusted access procedures with S2c are used,

· The IP-CAN session establishment will trigger the PCRF to initiate the S9* session establishment. The PCRF discovers the BPCF serving the UE based on the UE location information provided by the PDN GW via Gx reference point (e.g. the CoA when S2c is used and UE local IP address in case S2b is used). This solution applies when trusted access procedures with S2c are used. 
Editor’s Note: It is FFS whether the first or second solution is used for untrusted access procedures with S2b .
The following clarifications apply for scenario B:

WLAN UE and all 3GPP H(e)NB options: 

- 
The information contained in the request message sending from the PCRF to the BPCF includes e.g. IMSI, IP-CAN type, IP tunnel information, local IP address (for WLAN UE or H(e)NB) or CoA (WLAN UE only), as described in TS 23.203.
- 
As a result of the S9* session establishment, the fixed access (e.g. BPCF and BNG) is able to associate the aggregate IP traffic plane (tunnel) used by a 3GPP UE or H(e)NB with the S9* session towards the PCRF.

* * * End of 6th Change* * * *
* * * Start of 7th Change * * *  
5.2.2.1.6 
Assumptions about functionality in the BBF access network

In the above analysis, the following assumptions were made about functionality in the BBF Access Network:

· The BPCF is able to map the QoS information (QCI, bit rates, ARP) received over S9* to access-specific parameters applicable in the BBF access network

· The BBF access network (e.g. BPCF) can perform admission control based on the QoS rules received over S9*

· The BBF access network is able to support 3GPP-based access authentication and forward EAP messages between the UE and EPC..

· Triggered by the access authentication and/or local IP address assignment, the BPCF initiates establishment of the S9* session with the PCRF. This assumes that the BBF Access becomes aware of the 3GPP UE attaching.

· BPCF support for PCRF- initiated establishment of S9* session.
· Assumptions related to QoS interworking based on DSCP:
· The RG/AN might have pre-configured rules limiting the traffic to a certain maximum bandwidth. These rules might be on a per-DSCP basis. The RG might have pre-configured rules to allow only 3GPP UEs to set DSCP. Distinguishing 3GPP UE from other devices might for example be concluded from authentication (always EAP-AKA for 3GPP UEs) or from packet destination address (always ePDG/PGW for S2b/S2c). The RG functions mentioned here are out-of-scope for 3GPP. 

· In WLAN scenarios without user plane confidentiality protection, the RG should perform reflective QoS. Note as these are tunnelled scenarios, the RG needs to examine both the inner and the outer IP header.
· In WLAN scenarios with user plane confidentiality protection, the RG honours the DSCP marking set by the UE.
· In a femto scenario, the RG honours the DSCP marking set by the H(e)NB.
· It is assumed that the BNG enforces UE bandwidth limitation based on the information (including QoS rules) received over S9* via the BPCF. These rules may have a different granularity as determined suitable for the BBF network (e.g. in a scenario with user place confidentiality protection). The granularity may be on a per UE and DSCP basis.
Editor’s note: The assumptions on QoS interworking are still to be acknowledged by BBF

· In an S2b/S2c scenario with multiple UEs behind the same NATed RG, it is assumed that the BBF is able to use IP tunnel information (include the UE local IP address and ePDG/PDN GW local IP address and UDP source port number ) received over S9* e.g. to perform accounting or policy enforcement on a per-UE granularity.
· Editor’s note: This assumption is still to be acknowledged by BBF.
Editor’s note: Also scenarios where 3GPP-based access authentication is not supported needs to be studied. The BPCF-initiated S9* session for such scenarios will be considered.
* * * End of 7th Change* * * *
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