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Abstract of the contribution: Discusses the device identifier on the interfaces between MTC Server and the mobile operator network. If the interfaces are encrypted, could IMSI be used as a device identifier?
1
Discussion
In SA2#83 a solution for a device identifier on the external interfaces to the MTC server was added to the TR 23.888. In the discussion the question was asked whether it is acceptable to expose the IMSI on external interfaces or not? This question was not discussed much and deserves some further discussion.    
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Two models exist for where the MTC Server is deployed, either within the operator domain or external to the operator domain by a separate M2M service provider company. These models are also known as “GW model” and “Direct model”.  For the sake of simplifying the standardization effort, it is reasonable to assume that the same device identifier can be used on the MTC interfaces for both these models. 

Discussions have started in SA3 on the usage of secure connections for the MTC interfaces, when the “Direct model” is used. This raises the question whether it would be acceptable to use the IMSI even on the MTC interfaces? If the communication over MTC interfaces is always encrypted, the IMSI would not be visible externally. 
2
Proposal

Companies especially operators are encouraged to study their future service provider deployment cases and decide whether IMSI can be used over MTC interfaces. 

Based on the discussion it is proposed to add the clarification below to TR 23.888 

First Change

5.13
Key Issue - MTC Identifiers

5.13.1
Use Case Description

The amount of MTC Devices is expected to become 2 orders of magnitude higher than the amount of devices for human to human communication scenarios. This has to be taken into account for IMSI, IMEI and MSISDN. Regulatory bodies indicate shortages of IMSIs and MSISDNs.

The MTC Feature PS Only in 22.368 includes a requirement that PS Only subscriptions shall be possible without an MSISDN. In principle an MSISDN is not used in any of the PS based signalling procedures. However, it will have to be assured that all PS procedures indeed work and subscriptions can be uniquely identified without providing an MSISDN. Furthermore, 22.368 specifies that remote MTC Device configuration shall be supported for PS only subscriptions without an MSDISN assigned. Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs. So a solution to support remote MTC Device configuration is needed.

An MTC Group is a group of MTC Devices that share one or more Group Based MTC Features and which belong to the same MTC Subscriber. A so-called MTC Group identifier uniquely identifies such a group across 3GPP networks.
5.13.2
Required Functionality

-
It shall be possible to uniquely identify the ME.

NOTE 1:
This requirement relates to the ME which is generally identified by the IMEI.

-
It shall be possible to uniquely identify the MTC Subscription

NOTE 2:
The two requirements above also apply to human-to-human communications. However, for Machine-Type Communication identifiers will have to be able to cater for a number of identifiers up to two orders of magnitude higher than for human-to-human communications.

-
A network operator shall be able to provide PS only subscription without the need to assigning an unique MSISDN per device or subscription.

-
Remote MTC Device configuration shall still be supported for subscriptions without an MSISDN.

NOTE 3:
Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs.
-
IMSI shall be one of the allowed identifiers used on the external interfaces to the MTC Server. Security measures shall be applied on the external interfaces to avoid eavesdropping of the IMSI.
-
MTC Group shall be identified uniquely across 3GPP networks.

5.13.3
Evaluation

End of Changes







































































































































































































































3GPP

SA WG2 TD


_1363415421.doc

[image: image1]









MTC Server



































3GPP bearer services / SMS / IMS











MTCsp































































MTCi



















MTCsms



















MTC User







API







MTCu















MTC Device
















