SA WG2 Temporary Document

Page 2

3GPP TSG SA WG2 Meeting #84
TD S2-111439
11 - 15 April 2011, Bratislava, Slovakia

Source:
Sierra Wireless
Title:
MT communications address and reachability resolution via DT-GW
Document for:
Approval

Agenda Item:
9.4
Work Item / Release:
SIMTC / Rel-11
Abstract of the contribution:

This contribution proposes a solution for MTC servers to determine the IP address(es) and reachability status/information for an MTC device using DNS queries and the MTCsp reference point to the DT-GW.  In addition the MPF solution in updated to align with both the proposed address/reachability solution and the FQDN identifier solution.
Discussion
3GPP today largely employs DNS for location of servers that infrequently change their addresses.  In order to support DNS for MTC servers to determine the current reachability status and IP address(es) of a MTC device, dynamic DNS techniques can be employed.  Though this is technically possible, there are drawbacks to using DNS for direct queries of MTC devices that frequently change their reachability status and IP addresses.  These drawbacks include:

· Excessive DNS updates – the home or visited network has to perform a DNS update each time a reachable PDN connection is established, a reachable PDN connection is disconnected or the IP address(es) of a reachable PDN connection is changed for every MTC device.  Given the potentially large number of MTC devices anticipated, this could be a significant amount of network traffic.
· Excessive DNS queries – because of the dynamic nature of mobile communications, a MTC server cannot guarantee when a reachable IP connection is available for a particular MTC device.  Therefore, the MTC server needs to perform a DNS query each time to initiate MT communications in order to know for sure if device triggering is required.  Given the potentially large number of MTC devices anticipated, this could also be a significant amount of network traffic.
An alternative approach that would require much less network traffic is proposed in this contribution.  The solution proposes for MTC servers to perform DNS queries to determine the IP address of the assigned DT-GW for a particular MTC device.  Since the assigned DT-GW will rarely change, the DT-GW can store and reuse the address of the DT-GW to:

a) determine if and what reachable IPv4 and/or IPv6 addresses are currently assigned to any PDN connections of the MTC device;

b) enable or disable the DT-GW to send an alert notification to the MTC server whenever the reachability status of the MTC device changes (e.g. PDN connection establishment, PDN connection disconnected or IPv4 and/or IPv6 address change); and/or
c) submit a device trigger indication to the DT-GW to initiate a reachable PDN connection for MT communications with the MTC server (as described in clause 6.45).
In addition to the new solution proposed above, this contribution updates the MPF solution described in clause 6.19 to align it with both the solution proposed above and the FQDN Identifier solution described in clause 6.1. To achieve this, the major change to the MPF solution relate to allowing the network and the MTC device to provide MPF configuration parameters to be considered for establishment of the MPF rule for a new PDN connection. Additional details are also included that will provide for a more effective evaluation of the MPF solution.
Proposal

This P-CR proposes to make the following changes to TR 23.888 v1.1.1.
* * * First Change * * * *
6.19
Solution – MT Communication with Micro Port Forwarding

6.19.1
Problem Solved / Gains Provided

See clause 5.3 "Key Issue – IP Addressing".

6.19.2
General

The general concept of this solution is that during initial PDP context / PDN connection establishment, the network will setup special very narrow port forward rule(s) (i.e. a Micro Port Forward rule) with the NAT to allow MT messages only from a defined MTC server(s). Not only is the port forward narrowed based on the MTC server IP address, it is further narrowed by only allowing specific source and destination port numbers. This effectively creates the same size pinhole in the NAT that MTC device creates with a normal outbound packet. The difference being that this pinhole is now more specifically managed. 
When NAPT (Network Address and Port Translation) port forwarding only uses a mandated SRC IP address (i.e. public MTC server IP address) and DST port number (i.e. public MTC device port number), this yields only 65,536 (2^16) unique port forwarding rules per public MTC device IP address per public MTC server IP address.  However, when the port forward rule is extended to a MPF rule (additionally mandate of the SRC port number (i.e. public MTC server port number), this yields ~4 billion (2^32) unique port forwarding rules per public MTC device IP address per public MTC server IP address. 





More than one MPF rule may be established for a particular MTC device. The MTC device needs an MPF rule for each MTC server it requires MT messaging support for.
The set of MPF rule configuration parameters that can be specified as input into the NAT entity establishing a new MPF rule could include the following:
-
Per MTC device subscription:
-
default MPF enablement flag;
-
default set of authorized MTC server public IP address(es) that can use an established PDP context / PDN connection for IP communications;
-
default private MTC device DST port # range (optional)(Eases the requirement on the MTC device to only have to listen to pre-configured static ports);

-
public MTC server port # range (optional);

-
protocol constraints (optional);

-
lease time (time for the NAT to maintain the MPR rule) (optional).

-
Per authorized MTC server public IP address (optional configuration parameters that overrides the default above):

-
reference to the authorized MTC server public IP address;
-
private MTC device DST port # range constraints (optional);

-
public MTC server port # range constraints (optional);

-
protocol constraints (optional);

-
lease time (time for the NAT to maintain the MPR rule) (optional).
-
Per APN configuration / PDN subscription context (optional configuration paremeter that overrides the default above);
-
reference to APN configuration / PDN subscription context;
-
MPF enablement flag;
-
references to the subset of authorized MTC server public IP address(es) that can use an established PDP context / PDN connection for IP communications.
These MPF rule configuration parameters could be configured in the MTC device (e.g. by the MTC server through Device Management procedures) and/or in the subscription data for the MTC device in the HSS/HLR.  If there is a conflicting parameter value between a parameter stored both in the MTC device and the HSS/HLR, the subscription data value in the HSS/HLR will have priority over the value stored in the MTC device.  Furthermore, if there is still a conflicting parameter value between the default value and a MTC server or APN configuration / PDN subscription context specific value, the latter will have priority over the default value.

An established MPF rule contains the following parameters:
-
reference to the established PDP context / PDN connection;

-
set of authorized MTC server public IP address(es) that can use the established PDP context / PDN connection for IP communications;
-
public MTC device IP address;

-
public MTC server port number;

-
public MTC device port number.

-
private MTC device IP address;

-
private MTC device port number;
-
lease time (optional);

-
protocol constraints (optional).
Once a MPF rule is established, the methods to communicate the public portion of the MPF rule to the MTC server so that it can be used for MT communications includes:

1)
MTC device sends MPF rule to MTC server - The MTC device receives the public portion of the MPF rule from the network during the PDN connection establishment procedure. Then the MTC device sends a message(s) to the MTC server(s) containing the information regarding the public portion of the MPF rule that was created. The MTC device can do this by simply sending a transport layer (e.g. UDP or TCP) message using the appropriate IP address and port numbers. Alternatively, the MTC device can send this information via an application layer message;
2)
MTC server request MPF rule from DNS server - This option uses the FQDN Identifier Solution described in clause 6.1. When the MTC server wants to send a MT message it will do a DNS query of the FQDN of the MTC device. The DNS response will contain the information defining the public portion of the MPF rule;

3)
MTC server obtains MPF rule from DT-GW - This option uses the MT communications address and reachability resolution via DT-GW solution described in clause 6.x. When the MTC server wants to send a MT message to a MTC device and the address of the assigned DT-GW is not known, the MTC server will first perform a DNS query of the hostname of the MTC device. The DNS response will contain the IP addresses of the assigned DT-GW for the MTC device.  Once the address of the assigned DT-GW for the MTC device is known, the MTC server either registers for notifications regarding changes to the public portion of the MPF rule for the MTC device or sends requests to the DT-GW to poll this information as needed.
Figure 6.19.2-1 illustrates how the IP address(es) and port numbers of a MPF rule are then used to route a MT IP packet from the MTC server to the MTC device in both the public and private address space.
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Figure 6.19.2-1: MT message sent into a private IPv4 address space using Micro Port Forwarding




































Figure 6.19.2-2 illustrates how a MPF rule is established for a new PDN connection, communicated to the MTC server and utilized for MT communications.
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 Figure 6.19.2-2: Call flow for MPF rule establishment for a PDN connection

1.
MTC device sends initial attach request specifying any MPF configuration preferences for the default PDN connection e.g. that may have been configured using Device Management procedures by the MTC service provider.
2.
If the MME does not have the subscription data for the MTC device, the Update Location request is sent to the HSS.

3.
The HSS sends the Update Location ACK to the MME containing subscription data for any MPF configuration parameters and, if a DT-GW is employed for the MTC device, the assigned NAT entity for the new PDN connection, if not co-locate with the P-GW and the assigned DT-GW.  The MME resolves any duplicate and conflicting MPF configuration parameter values by applying the appropriate priority.
4.
The MME and S-GW include any MPF configuration parameters in their respective Create Session requests.

5.
If the MPF enablement flag is set for the new PDN connection and the NAT entity and P-GW are not co-located, the P-GW sends a MPF request to the NAT entity responsible for the establishing the MPF rule for the new PDN connection.

6.
NAT entity establishes the MPF rule for the new PDN connection using any specified MPF configuration parameters.

7.
If a MPF rule was established and the NAT entity and P-GW are not co-located, the NAT entity includes the entire MPF rule (both public and private portions) in the MPF response to the P-GW.

8.
If a DT-GW is assigned for the MTC device, the P-GW sends a PDN establishment status update to the assigned DT-GW containing the complete MPF rule.

9.
If a MPF rule was established, the P-GW and S-GW includes the entire MPF rule in their respective Create Session responses.
10.
If a MPF rule was established, the MME includes the entire MPF rule in the Attach Accept message.

11.
MTC device responds with the Attach Complete message.

12.If the MTC server is informed of the public portion of the MPF rule from the MTC device, then the MTC device sends a transport layer (e.g. UDP or TCP) message using the appropriate IP address and port numbers. Alternatively, the MTC device can send this information via an application layer message.
12'.If the MTC server is informed of the public portion of the MPF rule from the DT-GW, then the MTC server obtains the public portion of the MPF rule from the DT-GW using the procedures described in clause 6.x.
13a. When the NAT entity receives an incoming packet from the MTC server that matches the MPF rule (i.e. public MTC server SRC IP and port #, public MTC device DST IP and port #), it performs the normal NAPT on the public MTC device IP address and DST port #.
13b. The NAT entity then forwards the packet to the MTC device.
6.19.3
Impacts on existing nodes or functionality

Impacts on CN nodes:

-
NAPT functionality is extended to employ MPF (addition of the SRC port number to the port forwarding rule);
-
If NAT entity is not co-located with the GGSN/P-GW, a new interface and messaging between the GGSN/P-GW and NAT entity is required to establish MPF rules;
-
HSS/HLR additional storage of MPF configuration parameters as part of subscription data;
-
PDP context / PDN establishment procedure messaging to be extended to include MPF configuration parameters and MPF rule;
-
if DT-GW is used for MTC server to obtain public portion of MPF rule, the “MT communications address and reachability resolution via DT-GW” solution described in clause 6.x shall be supported.
6.19.4
Evaluation

Benefits:

-
Increases the number of possible unique port forwarding rules per public MTC device IP address per public MTC server IP address from 65,536 (2^16) to ~4 billion (2^32);
-
For security, reduces scanning attack success rate from malicious network entities.
Drawbacks:

-
MPF rule adds additional port forwarding requirements on NAPT in network;
-
MPF rule adds additional subscription data and/or MTC device configuration.
* * * Next Change * * * *
6.x
Solution – MT communications address and reachability resolution via DT-GW
6.x.1
Problem Solved / Gains Provided

See clause 5.3 
"Key Issue - IP Addressing",
clause 5.8 
"Key Issue –MTC Device Trigger",
clause 5.11
"Key Issue - Decoupling MTC Server from 3GPP Architecture",

clause 5.13 
"Key Issue - MTC Identifiers".
6.x.2
General

Similar to the solution in clauses 6.1 and 6.38, MTC devices that need to be reachable for mobile terminated communications are assigned a static unique hostname (e.g. a FQDN, dedicated 3GPP URN or SIP URI). The hostname is assigned in addition to any 3GPP/EPS-level subscription identity (e.g. MSISDN, IMSI, and/or ICCID) of the MTC device.

Distinct from the solutions in clause 6.1 and 6.38, the hostname of the device is used to perform a DNS query for the address of the assigned DT-GW to utilize for mobile terminating communications with the MTC device (see clause 6.45).  This address stored in the authoritative DNS server in the HPLMN can then be used as the destination address to communicate with the assigned DT-GW over the MTCsp reference point for purposes such as:

a)
determining if and what reachable IPv4 and/or IPv6 addresses are currently assigned to any PDN connections of the MTC device;
b)
enabling or disabling the DT-GW to send an alert notification to the MTC server whenever the reachability status of the MTC device changes (e.g. PDN connection establishment, PDN connection disconnected or IPv4 and/or IPv6 address change); and
c)
submitting a device trigger indication to the DT-GW to initiate a reachable PDN connection for MT communications with the MTC server (see clause 6.45).
When a message related to a particular MTC device is sent over MTCsp, the device identity included in the message could be the hostname of the device and/or the 3GPP/EPS-level subscription identity.  In either case, this solution can simultaneously support both MSISDN-based and MSISDN-less subscriptions. However, to allow for a phased rollout of MTC features, initially this solution may only support device triggering for subscriptions with an assigned MSISDN.

As the assigned DT-GW for a particular MTC device will rarely change, if at all, the MTC server will infrequently need to perform the DNS query to resolve the assigned DT-GW address.  This approach significantly reduces the number of DNS query procedures to be performed relative to if a DNS query were to be performed each time a MTC server needed to determine the current reachable IP addresses of a particular MTC device.  Additionally, this approach significantly reduces the number of DNS updates that must be performed relative to if a DNS update were to be performed each time a PDN connection was established or disconnected for a MTC device (aka dynamic DNS).  As part of MTC device triggering, the DT-GW maintains the reachable IP addresses of its assigned MTC devices and can easily share this information with an authorized MTC server upon request.
This solution can provide additional security for the MTC device.  For example, the DT-GW can limit the availability of reachability information of a MTC device to only the authorized MTC servers for that particular MTC device.  Therefore, even if a malicious entity can determine the address of the assigned DT-GW for a particular MTC device through a DNS query, the malicious entity can still be denied access to the reachability information of the device. 
When NAPT techniques are employed by the HPLMN for IP address preservation and/or security reasons (see clause 5.3), the assigned DT-GW can receive and maintain the assigned public DST address and DST port combo or the MPF public DST address, DST port and SRC port combo (see clause 6.19) for the established PDN connections.  The DT-GW can share the public portion of these NAPT mappings to only authorized MTC servers.  Additionally, the DT-GW can use the public portion of these NAPT mappings to forward trigger indications to the appropriate PDN connection.
The sample call flow scenario depicted in Figure 6.x.2-1 illustrates how MT communication can be achieved through the use of the hostname device identity lookup of the assigned DT-GW followed by coordination with the assigned DT-GW over the MTCsp reference point.
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Figure 6.x.2-1: Call flow scenario for MT communications address and reachability resolution via DT-GW 
1.
Initially, e.g. when the MTC device subscription is provisioned or changed, a DT-GW of the HPLMN is assigned as part of the subscription data stored in the HSS/HLR. Afterwards, the DT-GW performs a DNS update to the DNS authoritative server that stores the association between the hostname of the MTC device and the assigned DT-GW address.

Alternatively, the HSS/HLR could perform the DNS update to the DNS server (not illustrated).
2.
At some point thereafter, the MTC server performs a DNS query for the hostname of the MTC device in order to determine the address of the assigned DT-GW.  The MTC server may then store the assigned DT-GW address for later use while assuming the assigned DT-GW will largely not be changed for the MTC device.
3.  When the MTC server needs to determine the reachability and reachability information of the MTC device, the MTC server may send a reachability information request (step 3a) or register with the DT-GW to receive reachability information notifications when the reachability state changes (step 3b).  In this particular scenario, in both steps 3a and 3b, the MTC server will receive a response from the DT-GW indicting that the MTC device is not currently reachable over IP communications.
4.
In this scenario, at some point after step 3, a reachable PDN connection is initiated and established by the MTC device.

5.
The GGSN/P-GW of the newly established PDN connection sends a PDN connection status update to the DT-GW over the GGSN/P-GW Radius/Diameter interface (as described in clause 16 of TS 29.061 [4]).  The status update will contain the reachable IPv4 and/or IPv6 addresses of the new PDN connection that are available for MT communication with the MTC device.

6.
If the MTC server is registered for reachability information for the MTC device (from step 3a) then the DT-GW will send the reachability information notification over MTCsp to the MTC server with an indication that the MTC device is available for IP communications (step 6a).  However, if the MTC server is not registered for reachability information notifications for the MTC device the MTC server can eventually send a reachability information request to the DT-GW (step 6b). In either case, the provided reachability information from the DT-GW will include the current destination address(es) of the PDN connection.  If NAPT with MPF is employed by the network (see clause 6.19), the reachability information will also include the public DST and SRC ports to be used for IP communications. 
7.
Once the IP and/or port numbers to use for IP communications is known, the MTC server can initiate the IP communications.  If NAPT and MPF are employed by the network (as illustrated in this particular scenario), the IP communications will use the private portion of the MPF rule within the mobile network (step 7) and the public portion of the MPF Rule outside the mobile network (step 7').
8.
In this particular scenario, eventually the PDN connection is disconnected.
9.
The GGSN/P-GW of the disconnected PDN connection sends a PDN connection status update to the DT-GW over the GGSN/P-GW Radius/Diameter interface (as described in clause 16 of TS 29.061 [4]).  The status update will indicate the PDN connection is no longer available for MT communication with the MTC device.
10.
If the MTC server is registered for reachability information for the MTC device (from step 3a) then the DT-GW will send the reachability information notification over MTCsp to the MTC server with an indication that the MTC device is no longer available for IP communications (step 10a).  However, if the MTC server is not registered for reachability information notifications for the MTC device the IP communications with the MTC server will eventually fail (step 10b).

11.
In this scenario, the MTC Server still needs to communicate over IP with the MTC device, and thus will send the device trigger indication over MTCsp.
13-16.
See steps 4-7.

6.x.3
Impacts on existing nodes or functionality

Impacts on CN nodes:

-
DT-GW solution specified in clause 6.45 shall be supported by the Core Network;

-
Either:

-
network interface between authoritative DNS server and DT-GW required to perform DNS updates when the assigned DT-GW for a MTC device is initially assigned or changed;
-
HSS/HLR to perform DNS updates when the assigned DT-GW for a MTC device is initially assigned or changed;
-
DT-GW must be able to map between the hostname of the device and the 3GPP/EPS-level subscription identity (e.g. MSISDN, IMSI and/or ICCID);
-
SGSN/P-GW shall provide IP reachability status updates to the DT-GW over new instance of Gi/SGi reference point.

6.x.4
Evaluation

Benefits:
-
DNS update and DNS query frequency drastically less vs. requiring a DNS update/query each time a PDN connection is established/disconnected or the IP address of the device changes;

-
As assigned DT-GW will rarely change, if at all, little risk of “middlemen” ISPs ignoring the TTL for a DNS record containing the association of the hostname of the MTC device and the assigned DT-GW address; 

-
For security, DNS updates of the authoritative DNS server can be limited to only originating from within the HPLMN;
-
For security, acquiring reachability status and information can be limited to originating from only authorized MTC servers.

-
Provides MTC server implementation flexibility by providing both polling and notification options to acquire reachability status and information;
-
Can support both MSISDN-based and MSISDN-less subscriptions (with phased rollout approach and/or simultaneously);

-
Compatible with NAT/NAPT solutions for Mobile Terminated communication into private IPv4 address space (refer to clauses 6.18 and 6.19).
Drawbacks:

-
Dependency on DT-GW entity deployment in HPLMN.

* * * End of Changes * * * *
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