SA WG2 Temporary Document

Page 4

3GPP TSG SA WG2 Meeting #84
TD S2-111646
11 - 15 April 2011, Bratislava, Slovakia
Source:
Motorola Solutions 
Title:
On getting user permission for SIPTO@LN
Document for:
Discussion / Approval
Agenda Item:
9.5
Work Item / Release:
LIMONET / Rel-11
Abstract: Proposes solution options for getting user's permission for SIPTO@LN. 
1. 
Introduction
TS 22.220 v11.0.0 contains the following requirements for SIPTO for the H(e)NB subsystem:
· Selected IP Traffic Offload shall be possible to be done without traversing the mobile operator network, subject to regulatory requirements.

· The mobile operator and the H(e)NB Hosting Party, within the limits set by the mobile operator, shall be able to enable/disable Selected IP Traffic Offload per H(e)NB. 

-
Based on mobile operator SIPTO policies, the network shall be able to allow the user to accept/decline offload before the traffic is offloaded.

Note: There is a possibility that the user's service experience will be different if the user's traffic is offloaded via SIPTO for H(e)NB Subsystems. 

-
The SIPTO policies may be defined per APN, per IP Flow class under any APN, or per IP Flow class under a specific APN. 

-
The mobile operator shall be able to configure the SIPTO policies either statically or dynamically.
In this contribution we discuss the approach to get the user’s permission to offload an APN via SIPTO@LN. The approach is applicable for offloading the entire PDN connection.
2.1. 
Discussion
2.1.2
Some related key Issues

Issue-1: Is the user’s permission for SIPTO@LN dependent on the location where the user currently is, eg. will the user allow SIPTO@LN in his own home, but not at Starbucks?

-
Stage-1 requirement only talks about getting user’s permission and not into this specific scenario. However, we cannot rule out this specific scenario.

-
This is a valid scenario and should be support. In general, the user may want to change his SIPTO@LN permission dynamically depending on the location where the user currently is.

-
Solution developed should allow for this.

Principle-1: The solution should allow for the user to change his SIPTO@LN permission setting dynamically.
Issue-2: Must the user be informed by the network that his APN connection is being “locally offloaded”?

-
There are no Stage-1 requirement for this. However, since permission is required from the user, and specially if the permission is based on settings in the device itself without explicit MMI user interaction, it would be highly desirable that the UE is informed that his traffic is offloaded. 
-
A typical user does not know about “APN”. All he/she know is whether he/she has internet traffic or not. The display of this information to the user is device specific and not within the purview of standards.
Principle-2: Indication should be provided to the UE on a per-PDN connection basis if SIPTO@LN is applied to that PDN connection.
2.1.3 Possible Solutions

2.1.3.1   Based on settings in the device

-
A new setting can be defined for the device which reflects user’s permission for SIPTO@LN for each APN. For example, this setting on the device can be linked to setting that the user provides to offload all internet connections to Wifi network once the Wifi network is available. If the user wants to disable SIPTO@LN, he/she can change this setting. 

-
These permission settings may be APN based (TS 22.220).

- 
There are two options for providing these settings to the network:

OPTION-A: MME queries the UE when it determines SIPTO@LN is possible

-
Whenever the network determines that SIPTO@LN is possible the network via NAS signalling interacts with the UE to get the value of this setting. If this setting is set to true, the network uses Rel-10 PDN disconnection/detach with reconnect/reattach. When the UE reconnects/reattaches, the network based on storage of the device setting, applies SIPTO@LN for the PDN connection. Another option (preferred) is for the UE to provide a “SIPTO@LN preferred flag” in the PDN connection request/attach. The network then informs the UE that its PDN connection is having SIPTO@LN.

-
If the SIPTO@LN permission flag changes, eg from allowed to disallowed, the UE can disconnect the PDN connection and reconnect. However, if the permission flag changes from disallowed to allowed, the easiest solution is for the UE to try to reconnect the PDN connection and want the network to provide SIPTO@LN for the PDN connection. The best way for this would be to include a SIPTO@LN request flag in the PDN connection request/attach. 

OPTION-B: UE provides the SIPTO@LN permission setting in PDN connection request

-
The MME stores this as part of UE’s PDN context which is passed from one MME to another.

-
This setting is valid for the duration of UE’s PDN connection. If the UE’s SIPTO@LN permission setting for APN changes, the UE must disconnect/reconnect to the PDN and provide the new SIPTO@LN permission setting.

-
If the MME determines to provide SIPTO@LN, then the MME uses the subscription information for SIPTO permission and this SIPTO@LN permission information.

NOTE: 
The reason that this setting should not be included in attach/TAU is that these settings are APN specific. The UE in most cases will not know which APNs can be provided SIPTO. SIPTO is an operator feature to offload traffic from its core-network and not a user feature.

2.1.3.2   Requesting user-input via MMI interaction

-
Whenever, SIPTO@LN is possible, the network can via NAS message inform the UE that SIPO@LN is possible for a particular PDN connection.

-
The device then requests via MMI for user input, eg pop-up windor: Accept SIPTO@LN APN for APN=Internet? Yes/No.  This step could take time, since it requires user interaction.

-
If the user provides permission, the UE requests PDN disconnection/reconnection with SIPTO@LN permitted flag.

-
The network provides SIPTO@LN to the UE’s PDN connection and in PDN connection response provides indication that SIPTO@LN is occurring for the PDN connection.

2.1.3.3   User updating SIPTO@LN permission flag in HSS, eg. via web

-
The user can via the web fill-in for which APNs “local offload” (SIPTO@LN) is allowed. This information is stored in user’s subscription information in the HSS on a per APN basis. 

-
Based on the user’s subscription information, the MME can decide to provide SIPTO@LN for particular UE’s PDN connections.

-
If the user changes his “local offload” permission for any APN, a subscription update is pushed from the HSS to the MME.

2.1.4 Comparison of the possible solutions

-
The subscription based solution has significant overhead of interaction with HSS. Also, this would increase the subscription update traffic from HSS to MME. Particularly bad in roaming scenarios.
-
The user interaction model has significant MMI implications and delay in setting up of SIPTO@LN

-
The device-setting option seems to be the best of the proposals. However, these options require new signalling from UE, and hence will only be supported by Rel-11 UEs. 
3. 
Overview of the procedure for Solution Options 2.1.3.1a or 2.1.3.2
The overall procedure of seeking user’s permission to offload at local network an APN that the User is already connected to, is as follows

1.
Based on UE current location (CSG-ID, ECGI), and SIPTO permissions flag in subscription, the MME decides that SIPTO@LN is possible for one of UE’s active PDN connection. 
Either Steps {2a,2b} are performed or Step 2c is performed
2a.
If the operator policy dictates that user’s permission is required before performing SIPTO@LN, the MME provides information to the UE that SIPTO@LN is possible for a particular PDN Connection via a NAS message. The UE acks that it has received this NAS message from the MME.  
NOTE-1: 
MME may keep record of having sent this, just to make sure it does not send this “advice” too often to the user. This step is optional, based on operator policy (see stage 1)
NOTE-2:
The above step may be performed by a notification message and not involve an ACK. The NAS mechanism used is FFS.
2b.
The UE needs to provide this information (Accept SIPTO@LN APN for APN=Internet? Yes/No) to the user and seek user’s permission. Or this maybe a setting in the user’s device on a per APN basis. This step is implementation dependent. 
NOTE-2: 
If this step involves user interaction, this could take significant time. Hence, the reason in the Step 2a, for the UE to just ack that it has received info from MME.
2c.
If the operator policy dictates that user’s permission is not required before performing SIPTO@LN, the MME sends a PDN disconnection (if UE has more than one PDN connection) or detach (if UE has only one PDN connection) with reconnection command to the UE. The reason code also informs the UE to request SIPTO@LN for the APN.

3. 
If user’s permission is required for SIPTO@LN, then this step is performed if the user accepts the request. The UE requests PDN disconnection/detach.

4. 
The UE will then do a PDN connection/attach with APN and a new flag requesting SIPTO@LN for that APN.

5.
If SIPTO@LN can be offered by the MME (the UE may have moved in the meantime), the MME will select the LGW for SIPTO@LN. Otherwise, PDN connection/attach is reject with an appropriate reason code. The UE may then decide to request PDN connection/attach without the SIPTO@LN requested flag.
3.1 Standards impact
1. 
Step-1: (operator policy: user permission required) will require a new ESM NAS message from MME to UE and back. It is an advisory message. 

2. 
Step-4: Including a new flag “SIPTO@LN requested” in PDN connection request/ attach.
3.
Step-5: A new reason code in PDN disconnection/detach saying “SIPTO@LN not possible for APN”. 
4. 
Proposal
* * * First Change * * * *
5
Solutions

5.1
Architectural Principles
5.1.1        Architecture Principles for LIPA for stand-alone LGW Scenario
[…]
5.1.2         Architecture Principles for SIPTO@LN
The following architectural principles apply to all SIPTO@LN solutions:
-
User shall be able to change his SIPTO@LN permission setting dynamically and the latest setting information is used for determining if SIPTO@LN can be applied to any user’s active PDN connection.

-
Indication should be provided to the UE on a per-PDN connection basis if SIPTO@LN is applied to that PDN connection.
* * * Next Change * * * *
5.3
SIPTO at the local network

5.3.x
Key issue: User Permission for SITPO@LN offload

5.3.x.1
Description
According to TS 22.220, the following requirement should be met:

-
Based on mobile operator SIPTO policies, the network shall be able to allow the user to accept/decline offload before the traffic is offloaded.
5.3.x.2
Solutions
5.3.x.2.1   Solution#1: Based on settings in the device

-
A new setting can be defined for the device which reflects user’s permission for SIPTO@LN for each APN. For example, this setting on the device can be linked to setting that the user provides to offload all internet connections to Wifi network once the Wifi network is available. If the user wants to disable SIPTO@LN, he/she can change this setting. 

-
These permission settings may be APN based (TS 22.220).

- 
There are two options for providing these settings to the network:

OPTION-A: MME queries the UE when it determines SIPTO@LN is possible

-
Whenever the network determines that SIPTO@LN is possible the network via NAS signalling interacts with the UE to get the value of this setting. If this setting is set to true, the network uses Rel-10 PDN disconnection/detach with reconnect/reattach. When the UE reconnects/reattaches, the network based on storage of the device setting, applies SIPTO@LN for the PDN connection. Another option (preferred) is for the UE to provide a “SIPTO@LN preferred flag” in the PDN connection request/attach. The network then informs the UE that its PDN connection is having SIPTO@LN.

-
If the SIPTO@LN permission flag changes, eg from allowed to disallowed, the UE can disconnect the PDN connection and reconnect. However, if the permission flag changes from disallowed to allowed, the easiest solution is for the UE to try to reconnect the PDN connection and want the network to provide SIPTO@LN for the PDN connection. The best way for this would be to include a SIPTO@LN request flag in the PDN connection request/attach. 
OPTION-B: UE provides the SIPTO@LN permission setting in PDN connection request

-
The MME stores this as part of UE’s PDN context which is passed from one MME to another.

-
This setting is valid for the duration of UE’s PDN connection. If the UE’s SIPTO@LN permission setting for APN changes, the UE must disconnect/reconnect to the PDN and provide the new SIPTO@LN permission setting.
-
If the MME determines to provide SIPTO@LN, then the MME uses the subscription information for SIPTO permission and this SIPTO@LN permission information.
NOTE: 
The reason that this setting should not be included in attach/TAU is that these settings are APN specific. The UE in most cases will not know which APNs can be provided SIPTO. SIPTO is an operator feature to offload traffic from its core-network and not a user feature.
5.3.x.2   Solution #2: Requesting user-input via MMI interaction

-
Whenever, SIPTO@LN is possible, the network can via NAS message inform the UE that SIPO@LN is possible for a particular PDN connection.

-
The device then requests via MMI for user input, eg pop-up windor: Accept SIPTO@LN APN for APN=Internet? Yes/No.  This step could take time, since it requires user interaction.
-
If the user provides permission, the UE requests PDN disconnection/reconnection with SIPTO@LN permitted flag.

-
The network provides SIPTO@LN to the UE’s PDN connection and in PDN connection response provides indication that SIPTO@LN is occurring for the PDN connection.
5.3.x.3   Solution #3: User updating SIPTO@LN permission flag in HSS, eg. via web

-
The user can via the web fill-in for which APNs “local offload” (SIPTO@LN) is allowed. This information is stored in user’s subscription information in the HSS on a per APN basis. 

-
Based on the user’s subscription information, the MME can decide to provide SIPTO@LN for particular UE’s PDN connections.

-
If the user changes his “local offload” permission for any APN, a subscription update is pushed from the HSS to the MME.

5.3.4
Evaluation of Solutions
* * * End of Change * * * *
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