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Abstract of the contribution:

This contribution proposes clarifications to the requirements for the key issue MTC Device Trigger and its dependencies on addressing and identifiers.
Discussion

The following questions and proposals attempt to clarify various requirement aspects related to MTC Device Triggering.
Question 1: Can it be assumed that every HPLMN will want to indefinitely provide a globally routable static IPv6 prefix for every device that can be MTC Device Triggered?
Though IPv6 prefixes are abundant, there are other reasons a MNO would not want to provide a static IPv6 prefix for each and every device.  These reasons may include:

· End-system privacy – e.g. prevent device profiling
· Topology hiding – e.g. to mitigate scanning attacks
· Addressing autonomy
· Multihoming and renumbering
· Efficient usage of network resources – e.g. contexts do not need to be maintained for devices that infrequently communicate over globally routable PDN connection.
Proposal 1: Reflect similar changes that were already approved in TS 22.368 by changing the key issue of addressing to apply to IP addressing in general (verses restricting to just IPv4). 
Question 2: What are some important characteristics of the MTC device trigger interface from the MTC Server to the network operator that will promote the general cost and efficiency goals of M2M communications over 3GPP networks?  
· Guarantee the protocol between MTC Server-HPLMN to send/receive trigger indication is globally consistent across different MNOs.  This will prevent protocol implementation fragmentation and duplication across the M2M ecosystem.  For example, you don’t want a particular MTC Server that communicates with a set of devices with subscriptions distributed across multiple HPLMNs to have to use a different API/protocol to send a trigger over each of the different HPLMN.
· Guarantee the protocol between MTC Server-HPLMN to send/receive trigger indication is consistent across and independent/transparent from different states of the MTC device (i.e. detached, attached without PDP routable context/PDN connection and attached with routable PDP context/PDN connection).  Obviously, support of triggering for a detached device is a large technical hurdle and thus may not be achieved as quickly as MTC triggering for an attached device.  However, this should not require separate protocols between MTC Server and HPLMN to trigger attached vs. detached MTC devices (i.e. the MTC server does not need to know the current state of the MTC device).

Proposal 2: clarify the above triggering interface considerations into the associated stage 2 requirements

In addition to the above proposed changes, the identifier requirements associated with MTC Device Trigger should be clarified to reflect there is no definition of a “MTC Device” (each MTC related feature is subscribed, configured and identified independently as needed).
Proposal
It is proposed to agree to the text changes below for inclusion in TR 23.888.

* * * First Change * * * *
5.3
Key Issue - IP Addressing

5.3.1
Use case description

This key issue focuses on the common service requirements regarding IP addressing as specified in TS 22.368 [1] for communication between MTC devices and MTC servers.

For some MTC Applications, there is a need for the MTC Server to be the initiator of communications between the MTC Server and the MTC Device (e.g. due to the need for centralized control). 
Typically due to the limitation of the public IPv4 address space, the MTC Device is assigned a private non-routable IPv4 address and is thus not reachable by the MTC Server. For IPv6 addressing, the number of available IPv6 prefixes is abundant and thus there is no limitation for the public IPv6 address space.
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Figure 5.3.1-1: Server in a public address space sending a mobile terminated message to a MTC Device in a private IPv4 address space

For both IPv4 and IPv6 addressing, the network may employ network topology security techniques that are intended to thwart unauthorized mobile terminated communications over a pre-existing globally routable IP connection. These security techniques are employed by the network operator to address various security goals. These security goals may include, but are not limited to, the desire for end-system privacy (e.g. to prevent device profiling), topology hiding (e.g. to mitigate scanning attacks) and to prevent unauthorized or unwanted communications with the MTC device.

5.3.2
Required Functionality

-
The system shall provide a mechanism, according to operator policy, where an MTC Server in a public address space can successfully send a mobile terminated message to the MTC Device inside a private IPv4 address space or to the MTC device attached to a PLMN employing various security techniques that thwart mobile terminated communications triggered over a globally routable IP connection.

-
The mechanism shall be scalable;

-
The mechanism shall minimize the required configuration by the MNO and the MTC User;

-
The mechanism shall minimize the required messaging transactions by the MTC Server to initiate MT communications;

-
The mechanism shall minimize the messaging sent over the air to the MTC Device;

-
The mechanism shall minimize any additional user plane latency;

-
The mechanism shall minimize any additional security threats to the MTC Device.

* * * Next Change * * * *
5.8
Key Issue - MTC Device Trigger

5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

For MTC Devices that are not continuously attached to the network or that have no always-on PDP/PDN connection it is beneficial to trigger MTC Devices to attach and/or establish a PDP/PDN connection based on a trigger indication from the MTC server.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC server.

-
A MTC Device shall be able to receive trigger indications from the network and establish communication with the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.

-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (e.g. attachment and PDP context/PDN connection states) of the targeted MTC device.
NOTE 2:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 3:
For backwards compatibility reasons, this interface does not preclude a MTC server from using a pre-existing interface (e.g. submitting an SMS-based trigger indication directly to an SMS-SC).  However, the intention would be for MTC service providers to migrate towards utilizing this new interface for device triggering.
5.8.3
Evaluation

* * * Next Change * * * *
5.13
Key Issue - MTC Identifiers

5.13.1
Use Case Description

The amount of MTC Devices is expected to become 2 orders of magnitude higher than the amount of devices for human to human communication scenarios. This has to be taken into account for IMSI, IMEI and MSISDN. Regulatory bodies indicate shortages of IMSIs and MSISDNs.

The MTC Feature PS Only in 22.368 includes a requirement that PS Only subscriptions shall be possible without an MSISDN. In principle an MSISDN is not used in any of the PS based signalling procedures. However, it will have to be assured that all PS procedures indeed work and subscriptions can be uniquely identified without providing an MSISDN. Furthermore, 22.368 specifies that remote MTC Device configuration shall be supported for PS only subscriptions without an MSISDN assigned. Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs. So a solution to support remote MTC Device configuration is needed.

An MTC Group is a group of MTC Devices that share one or more Group Based MTC Features and which belong to the same MTC Subscriber. A so-called MTC Group identifier uniquely identifies such a group across 3GPP networks.
5.13.2
Required Functionality

-
It shall be possible to uniquely identify the ME.

NOTE 1:
This requirement relates to the ME which is generally identified by the IMEI.

-
It shall be possible to uniquely identify the MTC Subscription

NOTE 2:
The two requirements above also apply to human-to-human communications. However, for Machine-Type Communication identifiers will have to be able to cater for a number of identifiers up to two orders of magnitude higher than for human-to-human communications.

-
A network operator shall be able to provide PS only subscription without the need to assigning an unique MSISDN per device or subscription.

-
Remote MTC Device configuration shall still be supported for subscriptions without an MSISDN.

NOTE 3:
Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs.
-
MTC Group shall be identified uniquely across 3GPP networks.

5.13.3
Evaluation

* * * End of Change * * * *
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