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This document provides an evaluation of the different options to support Private Network Access via S2b.

1. 
Introduction

A proposal for Private Network Access (PNA) via S2b was submitted in SA2#80 (S2-103342), and then re-submitted in SA2#81 (S2-104950/51) and SA2#82 (S2-105489/90), but it was not handled until the SA2#82-E electronic meeting (S2-110002 [1]), where it was noted due to lack of consensus.

The comments made against S2-110002 indicated that there are other possible approaches to solve this open issue.
The present paper aims at providing a fair evaluation of the various proposed solutions. 

There are three approaches that have been submitted for this SA2 meeting (or discussed on the SA2 reflector), which we briefly summarise as follows:
1.
Solution A [1]: new IKEv2 Notify payload.
-
UE performs the ordinary (i.e. single authentication) IKEv2 tunnel authentication procedure with the ePDG, as described in TS 33.402 clause 8.2.2.

-
As part of this procedure, the UE and the ePDG exchange a new IKEv2 Notify payload carrying the Protocol Configuration Options (PCO) parameter. The PCO contains the credentials for PAP or CHAP authentication with the private network (UE=>NW direction) or the outcome of the external authentication (NW=>UE direction).

-
Specific to CHAP, the Challenge is generated in the MT.

-
Specific to split terminals, the PPP authentication between MT and TE is forced into success before initiating the IKEv2 procedure on SWu. This allows the MT to obtain the TE’s authentication credentials before initiating the IKEv2 procedure on SWu.
2.
Solution B [2]: RFC 4739 plus ePDG manipulation of PCO.
-
UE performs the IKEv2 procedure for multiple authentications (RFC 4739) similar to the procedure for UE-PDG tunnel authentication described in TS 33.234 clause 6.1.5.3 for I-WLAN PNA.

-
The ePDG constructs the PCO, copies the user credentials (e.g. ID and password for PAP; Challenge and Response packet for CHAP) into the PCO and sends it to the PDN GW;

-
The PDN GW uses the authentication credentials provided in the PCO parameter to perform an additional authentication and authorisation with the external AAA server;

-
The ePDG should interpret the PCO received from PDN GW and indicate to the UE whether the additional authentication was successful or not;
-
Specific to CHAP, the Challenge is generated in the ePDG.

3.
Solution C [3]: RFC 4739 plus new IE on S2b.
-
Similar to Solution B, except that a new IE (referred to here as “PCO bis”) is used on S2b instead of the PCO.

2. 
Evaluation

The following table analyses the three solutions:

	
	Solution A

New IKEv2 Notify payload
	Solution B

RFC4739 + PCO manipulation in ePDG
	Solution C

RFC4739 + new IE on S2b

	SWu protocol impacts
	Yes - New IKEv2 Notify payload to carry PCO
	None
	None

	S2b protocol impacts
	None – PCO supported in both PMIP and GTP
	None – PCO supported in both PMIP and GTP
	Yes – New S2b parameter (impacts both PMIP and GTP)

	UE impacts
	Yes – new IKEv2 Notify payload to carry PCO
	Yes – needs to support RFC4739
	Yes – needs to support RFC4739

	MT impacts in split UEs (see Annex A)
	None – enforces positive ack for PPP authentication (TE-MT link) before initiating SWu procedures
	Yes – needs to coordinate the auth. procedure on the TE-MT link with the IKEv2 procedure on SWu
	Yes – needs to coordinate the auth. procedure on the TE-MT link with the IKEv2 procedure on SWu

	ePDG impacts
	Yes – new IKEv2 Notify payload on SWu; the PCO is transparently carried between SWu and S2b
	Yes – needs to support RFC4739; extracts UE credentials from SWu and generates uplink PCO on S2b; intercepts downlink PCO and interprets result
	Yes - needs to support RFC4739; extracts UE credentials from SWu and generates uplink “PCO bis” on S2b; intercepts downlink “PCO bis” and interprets result

	PGW impacts
	None
	None
	Yes – needs to understand new S2b parameter (“PCO bis”)

	Impact on signalling latency
	None – no additional steps compared to single authentication
	Yes – almost doubles the number of round-trips across SWu
	Yes – almost doubles the number of round-trips across SWu

	Other comments
	The PCO may be used in future to carry additional information between UE and PGW (e.g. P-CSCF address, DNS server address, IPv4 link MTU, MSISDN notification, etc.)
	Breaks an existing principle about PCO being a vehicle for UE-to-PGW communication
	


From the table it is clear that Solution B has the least impact of the three in terms of standardisation. However this comes at the price of breaking an existing principle – namely, that the PCO is a vehicle for UE-to-PGW (or UE-to-GGSN) communication. So far, there is no other example in 3GPP standards where an entity in the middle manipulates or interprets the PCO in any way.

Solution C (which is very similar to Solution B) avoids the problem by defining a new parameter on S2b, which obviously impacts the PGW.
Considering split terminals, both Solutions B and C have significant disadvantages in terms of impact on the MT. As explained in Annex A of the present paper, Solutions B and C require that the PPP procedure on the TE-MT link be interleaved with the IKEv2 procedure on SWu, which increases the MT complexity. In contrast, Solution A follows the existing model with 3GPP access in which the PPP authentication is forced into success before initiating the IKEv2 procedure.
Solution A requires definition of a new IKEv2 Notify payload whose purpose is to carry exclusively the PCO information element defined by 3GPP. While this requires from 3GPP to request from IANA a new assignment (identifying the new Notify payload), this would by no means set a precedent. For instance, as recently as Nov 2010, the CT1 working group defined a new IKEv2 Notify payload for the IFOM capability (see [4]) for which 3GPP is awaiting a new IANA assignment. Even RFC4739 (which is used in both Solution B and C) relies on two Notify payloads that are not part of the “core” IKEv2 standard (i.e. RFC4306/RFC5996).
NOTE: Actually, there are many IKEv2 Notify payloads that are not part of the “core” IKEv2 standard, but were defined later to support additional features. In addition to RFC4739 (Multiple authentications), other examples include the following: RFC5685 (Redirect mechanism), RFC5723 (Session resumption), RFC5840 (Wrapped ESP) and RFC5857 (RoHC). For a full list of IKEv2 Notify payloads refer to the following link: http://www.iana.org/assignments/ikev2-parameters.
3. 
Conclusion

Based on the analysis in section 2 of this paper we propose the following conclusion:
Conclusion 1: Solution A is the preferred solution to support private network access via S2b.
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ANNEX
A
Consideration on Split Terminals

Depicted in Figure 1 is a simplified call flow for PNA within the EPS with E-UTRAN access, assuming CHAP authentication between the TE and the external AAA server.
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Figure 1. Example with CHAP authentication in EPS with E-UTRAN access from a split terminal

It is noteworthy that the MT forces positive acknowledgement in step 5 towards the TE before initiating the Attach procedure on the Uu-LTE side. For similar description of PNA in UMTS, as well as more detailed description of the overall procedure, refer to TS 29.061 Figure 11b and Figure 11ba.
As depicted in Figure 2, the solution based on new IKEv2 Notify payload (Solution A) uses the same approach i.e. the PPP authentication is forced into success before the MT initiates the IKEv2 procedure over SWu.
In contrast, Solutions B and C (see Figure 3) require that the PPP authentication procedure on the TE-MT link be interleaved with the IKEv2 procedure on SWu, the reason being that the CHAP Challenge is generated in the ePDG.
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Figure 2. Example with CHAP authentication with untrusted access (S2b) from a split terminal according to Solution A
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Figure 3. Example with CHAP authentication with untrusted access (S2b) from a split terminal according to Solution B or C (replace “PCO” with “PCObis” for Solution C)
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