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Abstract of the contribution: This contribution describes a scenario for supporting multiple APNs in the L-GW for LIPA and SIPTO at the local network.
1.
Discussion
The LIPA feature has been standardised in Rel-10, without mobility. The mechanism for authorisation of LIPA access has been designed around the following assumptions (e.g. §5.7.1 in TS 23.401 for the detailed HSS storage information):
-
LIPA access is granted to specific local IP networks (e.g. Intranets) by reusing the CSG concept, where the local IP network access is based on the credentials for the CSG to which the LIPA-enabled Home (e)NodeBs belong;

-
A number of APNs are authorised for LIPA access. Typically, these APNs would be configured as "LIPA only" or "LIPA conditional" in the HSS for the subscriber (for details, check "LIPA permissions" in the APN-related information in TS 23.401);
-
Each CSG subscription data contains a list of APNs for which LIPA access is authorised within this CSG. Hence, the list of APNs may be different for different CSGs.

From this, we can conclude that multiple APN are supported for LIPA already in Rel-10. However, there was little discussion around the usefulness of multiple APN support.
We consider that this functionality is central to a successful deployment of LIPA (and of SIPTO at the local network) in enterprises and that it can be used to answer a number of enterprise scenarios. Thus, solutions for LIPA mobility and for SIPTO at the local network should maintain this flexibility.

A typical use case for LIPA would be a SME with different well-separated services (e.g. finance, R&D, marketing…). Each service would be able to access some common services across the company Intranet, as well as some restricted services (e.g; specific storage or web server). Moreover, some users should be able to access several of these services (e.g. IT managers). Access authorisation can be typically differentiated by using different APNs for the different services.

When using different APNs, the L-GW is able to configure differently the accesses, such as attributing different IP addresses, route the traffic to different physical (or virtual) networks, etc.
Note:
The configuration of the L-GW and the potential interaction with the local network entities (such as the DHCP server) are not in the scope of 3GPP. It is sufficient to know that such use cases can be answered just by using different APNs, and no other mechanism is necessary. 

It is then obvious that the same functionality can be used to support traffic discrimination for SIPTO at the local network: by using a different set of APNs for SIPTO at the local network (and by letting the L-GW know that a given APN is used for SIPTO or for LIPA), the L-GW can configure the access differently (e.g. different IP address range, using a different VLAN/physical LAN/ethernet port, etc.) so that traffic meant to be offloaded to other networks cannot access the local network resources and is not prevented from exiting the local network (while doing the reverse for LIPA connections). This would allow the operator to flexibly authorise LIPA and/or SIPTO at the local network separately in a given network for the same or for different subscriptions.

As a consequence, it can be concluded that the support of multiple APNs is useful for LIPA, and necessary to support efficiently SIPTO at the local network without UE impacts. While it does not require additional standardisation, the solutions developed for LIPA mobility and for SIPTO at the local network should not prevent multiple LIPA/SIPTO APNs to be used simultaneously in the L-GW as well as the UE.
Operators may want to be able to limit the number of simultaneous connections (e.g; for LIPA), this can be configured separately in the MME. This is FFS.

2.
Proposal
It is proposed to document the scenarios and architectural requirements discussed above in TR 23.859.

First change

4
Requirements

4.1
Scenarios


4.1.1 Multiple APN support for LIPA and for SIPTO at the local network

The following scenario shall be supported for simultaneous LIPA connections and SIPTO at the local network:

A typical use case for LIPA would be a Small or Medium Enterprise with different well-separated services (e.g. finance, R&D, marketing…). Users from each service should be able to access some common services across the company Intranet, as well as some restricted (e.g. specific storage or web server). Moreover, some users should be able to access several of these services (e.g. IT managers). Access authorisation can be typically differentiated by using different APNs for the different services.

When using different APNs, the L-GW is able to configure differently the accesses, such as attributing different IP addresses, route the traffic to different physical (or virtual) networks, etc.

Note:
The configuration of the L-GW and the potential interaction with the local network entities (such as the DHCP server) are not in the scope of 3GPP. It is sufficient to know that such use cases can be answered just by using different APNs.

The same functionality can be used to support traffic discrimination for SIPTO at the local network: by using a different set of APNs for SIPTO at the local network (and by letting the L-GW that a given APN is used for LIPA or for SIPTO), the L-GW can configure the access differently (e.g. different IP address range, using a different VLAN/physical LAN/ethernet port, etc.) so that traffic meant to be offloaded to other networks cannot access the local network resources and is not prevented from exiting the local network (while doing the reverse for LIPA connections). This would allow the operator to flexibly authorise LIPA and/or SIPTO at the local network separately in a given network for the same or for different subscriptions.
4.2
Architectural requirements


The solutions proposed for LIPA mobility and for SIPTO at the local network shall support the following requirement:

-
the solutions shall not prevent multiple LIPA and/or SIPTO APNs to be used simultaneously in the L-GW as well as the UE. 
Note:
It is FFS if a mechanism should be documented to allow an operator to limit the number of simultaneous connections per UE to a L-GW, e.g. for LIPA. 
End of changes
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