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Introduction
Informal reports about the RAN 2 discussions on access class barring for M2M roaming indicate that there is some unease on this topic.

Also, a quick review of the submitted RAN 2 tdocs shows that a couple of alternative ideas are presented (e.g. adding roaming/operator group indicators to the 3rd RRC Connection establishment message).

In light of the ongoing discussions on this topic, Vodafone have identified one potential set of alternatives to ACB for M2M roamers. This alternative is enabled by M2M related changes that CT 1 do appear to be adopting.
At the time of submitting this tdoc, Vodafone has NOT concluded on their final preferred solution. However, ACB fulfils the M2M roaming need of limiting load ‘at source’. 

The primary purpose of submitting this document is to ensure that, IF alternative solutions are being debated, then a fuller set of alternatives are considered.

Alternative Solution description

This alternative utilises of the following components:

a) TS 23.060 v 10.1.0 section 5.3.13.2 (and similarly in TS 23.401 v10.1.0 section 4.3.17.2) specifies that:

“g)
At PLMN change, MSs configured for MTC perform Attach with IMSI rather than an RA update with P-TMSI (thus avoiding the need to reject the RA update, and to request the IMSI following the subsequent Attach with P-TMSI).”

Similar updates are also aimed for the CS domain.

b) Tracking Area, Routing Area and Location Area updates sent by mobiles (that were) in Idle mode are not sent encrypted.

c) the 2G/3G/LTE RANs all perform processing of the message that has the containers carrying the RAU/LAU/TAU before sending them on to the core network. (e.g. in 2G for extraction of the Classmark; in 3G for IDNNS processing; and, in LTE for MME selection)

d) The contents of RAU/TAU/LAU messages need to be able to be sent to ‘legacy CN nodes’ as well as CN nodes of the current release. Hence the location of key fields in the message (e.g. the mobile’s ID) are not liable to change.

Using the above components, the alternative solution can be summarised as:

1) when the network needs to be protected from M2M roamers, the RAN is configured (via O&M, or, with S1/Iu/A/Gb signalling from the CN) with the MNC and MCC (and potentially with one or 2 leading digits of the MSIN) of the ‘problem’ network(s).

2) the RAN inspects RR(C) establishment signalling and reads the IMSI.

3) the RAN rejects and/ or releases the mobile with some information that prevents it retrying “for some time”  

The different RATs/interfaces have some different particularities:

LTE:

The IMSI would appear inside the NAS container in the RRC Connection Setup Complete message. 

This message could be answered with an RRC Connection Release message containing a new IE specifying a Wait Time (of, say, up to 2 hours). Alternatively, the eNodeB can fake a Tracking Area Update Reject message with an appropriate cause and/or retry delay timer (noting that reject messages do not need to be integrity protected).

The UE behaviour during the wait time needs to be analysed and/or specified.

UMTS:  

In UMTS, the mobile sends wither its TMSI+LAI, P-TMSI+RAI or IMSI in the first RRC connection request message. (this ID was for contention resolution purposes). The use of IMSI at PLMN change for M2M in rel 10, means that the IMSI can be made highly visible to the RAN (the IMSI will also be sent unencrypted in a NAS container after the RRC connection is established).

The first message could be answered with an RRC Connection Reject message containing a new IE specifying an extended Wait Time (of, say, up to 2 hours). 

Alternatively, the RNC can complete the RRC connection establishment and fake a Location/Routeing Area Reject message with an appropriate cause and/or retry delay timer (noting that reject messages do not need to be integrity protected).

The UE behaviour during the wait time needs to be analysed and/or specified.

Note: having the RAN analyse CN signalling and locally create CN reject messages appears to be a concept already adopted by RAN (e.g. this seems to be the behaviour of the HNB GW when rejecting legacy mobiles).

GSM - A interface:

The GSM BSS stops the first message sent to the MSC and reads multiple fields from it (power class, frequency band). Any IMSI in this message is fully visible to the BSS.

After receipt of this message, the BSC could send an RR Release Command to the mobile (and not send the LA update to the MSC). A new IE specifying an extended Wait Time (of, say, up to 2 hours) would need to be added to the release Command.  

Alternatively, the BSC  can answer the mobile with a fake Location Area Reject message with an appropriate cause and/or retry delay timer (any CS domain delay timer would be new in Rel 10).

GPRS – Gb interface

The BSS looks out for accesses using a ‘foreign TLLI’ or ‘random TLLI’. As there is no RRC concept on the GPRS radio interface, the BSS would need to create a fake RA Update Reject message with an appropriate cause and/or retry delay timer.
Evaluation
a) although this alternative violates many ‘layering’ principles, it has similarities to existing solutions adopted by TSG-RAN for access control to Home NodeBs.
b) In a country with 4 local competing PLMNs, when one PLMN fails, it is interesting to just block access to the failed PLMN’s customers rather than also blocking access from inbound roamers from the other local non-failed PLMNs.

c) the UE and network impact of this solution (including testing, debugging and verification)  might be simpler.

d) Release 10 UEs are probably required – although subtle adaptation could be used to apply it to any mobile (e.g. the RAN sends NAS level Identity Requests for the IMSI when the last visited area ID is from another PLMN, coupled with the RAN sending the MM reject messages)

Proposal
If a wider debate of RAN functionality is occurring, then it is proposed that this alternative is discussed.
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