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Abstract of the contribution: This contribution describes an alternative solution for service data flow detection in the BBF network based on the Flow Label field.
Introduction

During SA2#81 two potential solution options to perform QoS enforcement in a BBF access have been discussed and agreed for inclusion in TR 23.839. One proposal is based on DSCP marking of packets traversing the BBF network. The BBF network makes packet classification based on the DSCP of the incoming packets. In another proposal described in TR 23.839, the service data flow can be detected in the BBF network based on the source address and destination address of the outer IP header and the Security Parameters Index (SPI) included in the IPsec ESP header.

The advantage of the DSCP based solution is that it works for both the WLAN and for the H(e)NB case. However, in case of DSCP re-mapping at an edge router, appropriate inter-operator agreements are required. Furthermore, policy control is limited by the number of DSCP bits and service data flow detection in the uplink is FFS.
In case of QoS enforcement based on the SPI, finer granularity of policy control is possible, since service data flow detection is supported in both uplink and downlink direction. On the other hand it is not clear how the SPI solution can work in the H(e)NB access. In addition multiple child IPsec SAs are required between the UE and the ePDG/HA.
This paper proposes another solution for QoS enforcement in a BBF access based on the source address and destination address of the outer IP header and the IPv6 Flow Label field. This allows policy control for the WLAN and H(e)NB case, and further, finer granularity of policy control is possible since service data flow detection in uplink and downlink is possible with the Flow Label.  However, since the Flow Label is only available in the IPv6 header, the ToS field can be used in case of IPv4.
Proposal

The following text is proposed to be added to TR 23.839
Start of Change

5.2.2.1.5.4 Service data flow detection based on Flow Label

This solution for QoS enforcement in a BBF access is based on the IPv6 Flow Label field and on the IPv4 ToS field in the IPv4 header. The BBF network classifies the IP packets based on the source address and destination address and the Flow Label of the outer IP header.

Downlink

In WLAN as well as in H(e)NB case, if the service data flows are encrypted in BBF access, the PCRF generates a Flow Label or a ToS for each PCC rule (i.e. for each SDF) and sends it to the PGW. The PGW will then perform a per-SDF marking of the outer IP header of all packets with the Flow Label received from the PCRF.
In case of untrusted scenario where the traffic is sent in an IPsec tunnel from the ePDG to the UE, the ePDG copies the marking to the new outer IP header. In case of H(e)NB, The SeGW copies the marking to the new outer IP header.
The PCRF provides to the BPCF via the S9* reference point the outer IP header information, the associated Flow Label and the updated QoS rules. The outer IP header information includes the tunnel endpoints, namely:

· in case of S2c, the UE’s Care-of Address and the PGW address; or
· in case of S2b, the UE’s Local Address and ePDG address; or
· in case of H(e)NB access, the H(e)NB address and SeGW address.
Based on the rules provisioned to BBF access, the BBF access performs admission control and policy enforcement in the uplink and in the downlink direction for the traffic aggregate matching the outer IP header information and the Flow Label. The details of how admission control and policy enforcement are performed in the BBF access are out of 3GPP scope.
Uplink

For the WLAN case the marking with the Flow Label is performed by the UE. 
For the H(e)NB case, the marking of the outer IP header is performed by the H(e)NB.
End of Change
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