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	Reason for change:
(

	Proposes to specify OMA DM as the standardized mechanism for OTA UE configuration for MTC.

	
	

	Summary of change:
(

	Currently TS 23.401/23.060 specifies that OMA DM and/or SIM OTA is to be used for OTA low priority and MTC configuration of the UE. Though it appears there was some general consensus that only one mechanism should be used (to prevent fragmented implementations across industry) a decision as to which “standardized” method to use was not reached in SA2#80.
The main change in this CR is to specify OMA DM as the only “standardized” mechanism for OTA UE configuration for MTC features (including low priority).  An additional change is made to not dictate how low priority and MTC indicators are stored in the UE (i.e. use of OMA DM MO should be left as a device implementation decision).
Using OMA DM advanatages:
· allows for configuration alignment over both 3GPP and non-3GPP accesses

· SIM OTA support would require new 3GPP Rel-10 and then Rel-11 compliant (U)SIMs to support the new MTC specific information.  In addition, then the extra logic of storing and using the MTC specific information in non-volatile memory of the UE for pre-rel-10 and pre-rel-11 (U)SIM’s will need to be supported; similar to UE storage of EMM information for pre-rel-8 USIMs (see TS 24.301 excerpt below).
Annex C (normative):
Storage of EMM information

The following EMM parameters shall be stored on the USIM if the corresponding file is present:
-     GUTI;

-     last visited registered TAI;

-     EPS update status;

-     Allowed CSG list;

-     Operator CSG list; and

-     EPS security context parameters from a full native EPS security context (see 3GPP TS 33.401 [19]).

The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [17].

If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM. The allowed CSG list is stored in a non-volatile memory in the ME if the UE supports CSG selection. These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.
Possibly OMA DM disadvantages:
· One perceived disadvantage for OMA DM might be security; in that (U)SIM configuration settings are generally assumed to be more secure in the device and under tighter control by the operator than with OMA DM.  

· However, operator control of MTC specific settings can be tightly restricted using OMA DM Access Control List (ACL) functionality.  

· A node's ACL represents which servers can manipulate that node and its child nodes (e.g. adding a child node, getting the node's properties, replacing the node or deleting the node).  
· Another perceived disadvantage for OMA DM might be that the OMA DM configuration in the UE is not tightly coupled to the subscription so that e.g. a (U)SIM with credentials for a MTC related subscription can maliciously (e.g. theft of lower tier service/subscription in higher tier UE) or mistakenly be moved from a MTC UE to a non-MTC/H2H UE and vice versa.  

· However, if the MTC configuration settings are stored in the (U)SIM instead of the UE, then the same malicious or mistaken swap can take place unless the UE is also explicitly built/configured for MTC or non-MTC/H2H operation.  
· So this disadvantage is the same for either solution  
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not approved:
	Fragmented implementations across industry for MTC specific OTA configuration and possible need for pre-rel-10 and pre-rel-11 non-volitile memory MTC specific information storage handling in the UE.
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First change

4.3.17.2
Overview of protection from Potential MTC Related Overload

The number of MTC devices may be several orders of magnitude greater than "traditional" devices. Many (but not all) MTC devices will be relatively stationary and/or generate low volumes of traffic. However, these UEs have the capability to generate normal quantities of signalling.

The total signalling from large numbers of MTC devices is a concern in at least two situations:

- 
when an application requests many these MTC devices to do "something" at the same time; and/or

- 
when many MTC devices are roamers and their serving network fails, then they can all move onto the local competing networks, and potentially overload the not (yet) failed network(s).

To counter these potential problems, the following standardised indications and mechanisms are provided. These permit node specific features to be developed to protect the networks.

a)
UEs can be configured for MTC during manufacture, and/or, when accessing the network via OMA DM.

b)
UEs configured for MTC provide the E-UTRAN with specific indications that the RRC connection establishment is for signalling or user data from a UE configured for MTC.

c)
RRC signalling has 'extended wait timers' added to the rejection messages.

d)
E-UTRAN provides additional Access Class Barring functionality to bar UEs configured for MTC independently of UEs not configured for MTC. Subcategories of this Access Class Barring permit different categories of roamers to be barred.

e)
Overload messages from the MME to E-UTRAN are extended to aid the RAN in performing the functionality in bullets b, c and d above.

f)
UEs configured for MTC have an increased minimum time in between their searches for more preferred PLMNs.

NOTE 1:
Following the failure of a more preferred PLMN, UEs configured for MTC might change to other local competing networks. Expiry of this search timer will lead to the UE re-attempting to access the failed network, and then, if that network has not yet recovered, reaccessing one of the local competing networks. Use of a too short timer for the more preferred PLMN search can both prevent the failed network from recovering, and, impose more load on the local competing networks.

g)
At PLMN change, UEs configured for MTC perform Attach with IMSI rather than a TA update with GUTI (thus avoiding the need to reject the TA update, and to request the IMSI following the subsequent Attach with GUTI).

NOTE 2:
In the case of a network failure, this reduces the message processing load on a local competing network and hence makes that network more likely to survive the failure of the other network.

h)
UEs configured for MTC provide MTC indications to the MME in NAS signalling that permit the MME to undertake protective measures (e.g. to permit the MME to immediately command the UE to move to a state where it does not need to generate further signalling messages and/or does not reselect PLMNs).

i)
Using Periodic TAU timer value sent by the HSS and/or UE provided indications (bullet h above), the MME can allocate a long periodic TAU timer value to the UE. A long periodic TAU timer is likely to slow down the rate at which a UE detects a network failure and thus it slows down the rate of movement of UEs from a failed network to other local competing networks.

j)
Mechanisms for the MME to detect congestion associated with a particular APN/S-GW/P-GW.

k)
The addition of 'back off timers' to EMM and ESM signalling messages (e.g. to rejection messages). These include some time randomisation to guard against a repeat of a load peak. The MME should be able to apply this behaviour on a per-APN and per S-GW/P-GW basis.

l)
Signalling that permits the P-GW and S-GW to request the MME to generate the above EMM/ESM signalling with 'back off timers'.

m)
An MME overload control mechanism to selectively limit the number of Downlink Data Notification requests the S-GW sends to the MME for downlink low priority traffic received for UEs in idle mode.

NOTE 3:
It is assumed that the mechanisms described in this entire clause are designed by Stage 3 in a manner that allows extensibility and forward compatibility.

Next change

4.3.17.4
Usage of low priority and MTC indicators

A subscriber can by agreement with its operator be required to use UEs that indicate low priority and/or MTC when accessing the network.

NOTE:
Any MTC application using a UE with a low priority access subscription need to be designed to be tolerant to delays when accessing the network. Delays may e.g. occur during congestion and overload situations.

A low priority indicator and/or an MTC indicator are set in the UE during manufacturing and/or via OMA DM when accessing the network.

When requesting access to the mobile network a UE, configured to use low priority and/or MTC, indicates low priority and/or MTC to the RAN node in the radio protocol and to the SGSN/MME node in the non-access stratum. For PDN connection establishment requests the SGSN/MME includes the low priority and/or MTC indicators in the request message to the SGW/PGW. The low priority and/or MTC indicators are stored in MM/EPS bearer/PGW Contexts and is passed as part of these contexts to other core network nodes in mobility management procedures.

An SGSN/MME may in a congestion or overload situation selectively reject Downlink Data Notifications received from SGW for PDN connections that has been established for UEs using the low priority and/or MTC indication.

End of changes

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





