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Abstract of the contribution: This contribution includes a new Key issue in TR 23.813.
Discussion

In the TR 23.813 scope, it was agreed to include application level security policy control, e.g. handle firewall and gating based on different granulites. For example, 
· for a user according to different polices or regulation, it may be forbidden to explore some “sensetive content”, thus it shall be possible for PCEF to check the content (e.g. through a specific URL, IP address, ports ) and the traffic may be gated as instructed by the PCRF. 
However, current PCC mechanism is not able of handling othe cases as described above. It would be beneficial to provide a standardized mechanism for handling policies for such cases.

Proposal

The following changes are proposed to add description of new Key Issue.
* * * Begin First Change * * * *

4
Key issues

4.x
Key issue x: Network Based Application Level security policy control
4.x.1

Description

In many scenarios, it can be beneficial if there is a standardized mechanism for managing policies for application level security control through the PCC architecture. 
The network based application level security polices in the gateways, e.g firewall, could be supported and controlled by extension and adaptation of existing PCC control mechanisms.
4.X.2 Alternative solutions

4.X.2.1 Alternative 1
Some service data flows can apply the access control lists which are from the PCRF and installed in the PCEF. The authorized policy of access control list (ACL) is only applied when the flow status is enabled. The PCEF allows the packets which are allowed by the ACL to pass through and drops any other packets forbidden by the ACL.  
4.X.3 Comparison of alternatives

4.X.4 Conclusion
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