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1. Overall Description:
SA3 thanks RAN3 for the helpful information regarding the RN start up procedure. SA3 progresses the security work for RNs with high priority and would like to inform RAN3 about decisions taken at the SA3 ad-hoc regarding the start up procedure.
There are several proposals in SA3 for how to secure RNs. Some of them rely on IPsec over Un and some of them rely on enhanced PDCP security. The requirements below are applicable to certificate based IPsec security solutions. Similar but not identical security requirements have been developed for some of the security solutions based enhanced PDCP security, but are not included for brevity (they can be found in the living Tdoc).
Requirements for certificate based IPsec security solutions:

Enrolment

Requirement 1: Before step 12 in Phase II it is necessary that the RN is able to contact its certificate enrolment server.

Start of IPsec

Requirement 2: Between steps 10 and 12 in Phase II, solutions based on IPsec to protect the S1/X2 reference points must have run IKEv2 to establish SAs and started to protect the IP traffic over Un.

The requirements below apply to all security solutions proposed in SA3. Not all solution proposals require access to certificate related servers.
Access restrictions for the RN
Requirement 3: During Phase I, the RN shall only be allowed IP access for specific purposes, for example to enable download of configuration data, and to access certificate validation servers and certificate enrolment servers. All other access (including general Internet access) shall be denied.

Note that, potentially, enrolment servers could be accessed via other networks, e.g., the Internet, and in this case Requirement 3 must be modified so that the RN is allowed access to the O&M network and the Internet. This needs to be discussed by SA3 and input from other groups is welcomed.

Requirement 4: During Phase II, the RN shall only be allowed IP access for specific purposes, for example to enable download of configuration data, and to access certificate validation servers and certificate enrolment servers. For IPsec based solutions, the RN shall also be allowed to run IKEv2 and IPsec to/from the DeNB. All other access (including general Internet access) shall be denied.

2. Actions:
To RAN3 and SA5 groups.

ACTION: 

· SA3 kindly asks RAN3 and SA5 to take note of the security requirements above.
· SA3 further appreciates feedback on if the enrolment server would be located in the O&M network or would need to be accessible via general internet access.
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