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Abstract of the contribution: A use case is presented that shows that the assumption that terminals won’t try to re-attach after successfully attaching but failing to set up a data connection is not entirely correct. Because of this, we propose to bring the ‘NAS-level reject’-section of 23.060 more in line with that of 23.401. 
Discussion

During SA2 #80, two CRs were approved that provide ‘NAS level reject per APN with back-off timer function’ for both 23.060 (S2-104421) and 23.401 (S2-104406). The two CRs differ in the sense that the 23.060 approach focuses on rejecting PDP Context Requests with a Session Management timer, while the 23.401 approach allows for both rejecting connectivity requests with Session Management timers as well as rejecting Attach and Tracking Area Update requests with Mobility Management timers.

The reason for also including the ability for rejecting Attach requests in 23.401 was that with LTE, setting up a data connection is part of the attach procedure. Therefore, when there is a problem setting up a data connection, the attach procedure fails. In order to prevent unnecessary load from repeated requests, it should be possible to reject attach requests.
With 2G/3G networks, this is not the case and terminals can successfully attach to a network even though a data connection is not possible due to congestion, and depending on the subscription make use of e.g. CS services or SMS. For this reason, when a data connection is not possible, terminals will likely stay attached and only retry the PDP Context Request (which has caused problems in the past for KPN).

As such it was felt sufficient in SA2 #80 to accept the attach and defer subsequent connection requests unless operators came up with a clear use case addressing the need for reject of attach requests in the 2G/3G case as well. 

After further study however, we feel that the assumption that terminals won’t try to re-attach is not entirely correct. The following use case shows that the case of repeated attach requests in 2G/3G networks is a valid scenario that operators should be able to protect themselves from. 

Repeated attach requests in 2G/3G use case
Imagine the case of a soda vending-machine that signals its supplier/owner once a day about its sales and whether it is empty and needs to be refilled. It is conceivable that such a machine uses a stand-alone off-the-shelf 3G device to send this information. Since the vending-machine only needs to send information once per day, it would be a waste of power to have it constantly attached to a data network. In practice, such a machine would probably power-down its 3G device until it has information to send. 

On a particular day, when it is time for the vending machines to report their daily sales data, the machines turn on their 3G devices and request them to send the sales information to their supplier’s MTC server. However, due to a power failure, the MTC server is offline, which means that that the 3G device is unable to send the information. After the vending-machine hasn’t received a ‘message sent’ acknowledgment from the 3G device for some time, it suspects a problem. Since the interface between 3G device and vending machine is limited and the vending machine cannot query the 3G device for error information, it simply resets the 3G device by shutting it down and then turning it back on. Since the problem is not solved (because the MTC server is still offline) this behaviour is repeated over and over again. Since there are a large number of vending machines connected to the particular MTC sever, this results in a very large number of constantly repeating attach requests, creating a congestion situation. 
This use case shows that the assumption that a terminal that has successfully attached to the network will not try to re-attach is not valid; terminals that are not able to send their data for some reason (because of network congestion or application-level problems) may try to re-attach because they see this as a way of resetting the connection. 

KPN would like to be able to protect itself from these kinds of problems, especially since it has experienced similar problems in the past with badly implemented terminals repeatedly setting up PDP-contexts and tearing them down because of a offline application level server. 

Proposal

We would like to bring the ‘NAS level reject’-functionality in 23.060 more in line with that in 23.401 by also introducing Attach rejection with a Mobility Management timer. 
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