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Based on the discussion in S2-104848, the following changes to TR 23.839 are proposed.

5.3
Interworking between 3GPP and BBF architectures for authentication, including identities, when WLAN is used

5.3.1
Description
This item covers interworking between 3GPP and BBF architectures for authentication, including identities, on top of Release 9 baseline architecture, when the UE accesses over WLAN
5.3.2
Solution
3GPP EPS defines several procedures for authentication of a 3GPP UE accessing over a non-3GPP access. These include:

- 
Access authentication procedures based on EAP-AKA and EAP-AKA’. For access authentication, EAP signaling is forwarded between BBF AAA Server and 3GPP AAA Server/proxy via the SWa and STa reference points. 

- 
Tunnel authentication procedures for SWu based on EAP-AKA. This authentication is transparent to the BBF Access Network.

- 
Authentication for S2c (DSMIPv6) based on EAP-AKA. This authentication is transparent to the BBF Access Network.

Editor’s note: The solutions for supporting 3GPP-based access authentication in BBF access networks are work in progress in BBF.

The basic functionality of the existing SWa and STa reference points is adequate to support BBF Access Interworking.  Minor enhancements of the SWa reference point, on top of Release 9 baseline architecture, is needed to carry the permanent user identity (i.e. IMSI) in the successful response from 3GPP AAA Server to BBF AAA Server.

To support interworking with BBF access networks one scenario for deployment is that 3GPP-based access authentication is supported by the BBF access networks. This would make the BBF access aware that a 3GPP terminal is connecting via BBF access and of the user and operator identity by means of NAI and would allow the BPCF to initiate a S9* session towards the PCRF for the UE. To enable this scenario when the WLAN AP is deployed separately from RG, the BBF access network should be configured to enable the WLAN AP exchange AAA/EAP messages with the BBF AAA in a secure manner. For example, one way to accomplish this is to implement an AAA proxy in RG and configure the external WLAN AP to use this AAA proxy for relaying AAA/EAP messages to/from the BBF AAA. Other methods are also feasible and it is expected that BBF will specify them. 
Another scenario for deployment is that 3GPP-based access authentication is not performed and that the BBF access is not aware of the 3GPP terminal. To support this scenario, the S9* session could be initiated from the PCRF towards the BBF access network. The S9* procedures are described in Clause 5.2.

5.3.3 
Conclusion

The existing release 9 baseline supports all authentication procedures needed for Building Block 1.  
Minor enhancements to SWa is needed to support 3GPP-based authentication for BBF Access Interworking. Currently the only identified addition to SWa is to provide the permanent user identity (IMSI) in the reply from 3GPP AAA Server to BBF AAA Server. (Note that IMSI is already included on STa).

Editor’s note:  The SWa and STa references points are defined in TS 29.273 and are using the Diameter protocol. In case the BBF AAA Server only supports RADIUS some additional interworking mechanisms may be needed. This issue is FFS.
Also, to enable 3GPP-based access authentication (EAP-AKA and/or EAP-AKA’) for scenarios where the WLAN AP is separated from RG, the BBF access network should be configured to enable the WLAN AP exchange AAA/EAP message with the BBF AAA. 
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