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Abstract of the contribution: This contribution proposes to capture a solution with IPv6-only combined with DNS64/NAT64 in the main body of 23.975.  
1. Introduction 

This P-CR moves the IPv6-only combined with DNS64/NAT64 from Annex B into Section 7.  Further clarifications and descriptions have been added to make the proposed text more comprehensive.

2. Proposal

It is proposed to add the IPv6-only combined with DNS64/NAT64 as a solution to TR 23.975.

*** Start of changes ****

7.X
Solution X – MS/UE IPv6-only deployment   with DNS64/NAT64 support 

7.X.1
Overview

When deploying an MS/UE with IPv6-only connectivity it will be able to communicate with other IPv6 reachable servers and peers if they are either dual-stack or IPv6-only connected. Since the decision to deploy an IPv6-only communications model in many cases will be a unilateral decision, there may be a need for an IPv6 transition mechanisms designed to enable transition and to support IPv6-enabled hosts and routers that need to interoperate with IPv4 hosts and utilize IPv4 routing infrastructures. Introducing transition tools such as the functional elements DNS64 and NAT64 into the network will enable an IPv6-only MS/UE to communicate with IPv4-only reachable servers and peers.  

7.X.2
Description

MS/UE attaches to network APN(s) using applicable procedures described in TS 23.401 [9], TS 23.402 [10] and TS 23.060 [11] in order to get IPv6 connectivity to Internet. The operator assigns IPv6 prefixes to the MS/UEs allowing native IPv6 access to IPv6 networks. The MS/UE is provisioned with DNS server address of the DNS64 server which is used to create and return synthetic AAAA records for a, by the MS/UE, queried FQDN that only returned A records in a regular DNS lookup. The synthetic AAAA record is used by the MS/UE as a destination address effectively sending the packets to the NAT64 function which translates IPv6 packets to IPv4 packets and vice versa to enable the communication between the MS/UE and the IPv4-only destination.

7.X.3
Functional Description

The MS/UE need to obtain IPv6 connectivity in order to be able to reach IPv6 services/peers including making queries to DNS and sending packets to NAT64. 

The DNS64 function needs dual-stack connectivity in order to perform DNS lookups and answer MS/UE DNS queries.

The NAT64 function needs IPv6 and IPv4 connectivity to enable translated packet flows. 

The IPv4 Internet connectivity is provided over a NAT64 function either co-located with the GGSN/PDN GW or elsewhere placed in the network as show in the following figure. 
[image: image1]
Figure 7.X.1 Example DNS64 and NAT64 functionality network placement

7.X.5
Server Flow Example

Suppose an IPv6 only MS/UE's IPv6 address is Y, the IPv4 only Server's IPv4 address is X, the DNS64 selects NAT64A as the NAT64 gateway for this service. The main procedures for the MS/UE visiting an IPv4 only server with IPv4 address X is illustrated in Figure 7.X.2. More details can be found in draft-ietf-behave-v6v4-xlate-stateful-07 [17].
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Figure 7.X.2 Message flow of NAT64

7.X.6
Evaluation

Besides end to end IPv6 communication the solution also allows communication between IPv6-only MS/UE and IPv4-only services/peers using NAT64 functionality. 

In the case of NAT64 functionality co-located with the GGSN/PDN GW, session binding between inner and outer NAT64 state can be made known within the GGSN/PDN GW, without defining new or extending existing 3GPP interfaces, making the solution possible to operate without any impact to the 3GPP PCC architecture.

Known issues of the solution:

· In case of NAT64 is not co-located with GGSN/PDN GW, session binding between MS/UE IPv6 address and public IPv4 address/port is not known to the PCC architecture. Therefore, depending on deployment and if the application is NAT aware and has access to the binding (as e.g. in the case of IMS), PCC may or may not be applicable to the session. 

· The NAT64 may need to support Application Level Gateway (ALG) function for specific protocols such as ftp.

Known benefits of the solution

· This solution has no impact to MS/UE

· The existing bearer and session management procedures can be used without any change.

· This solution does not introduce any additional tunnelling overhead on any interfaces.

· This solution can be deployed without any additional normative specification within 3GPP. For the case when NAT is not co-located with PDN GW, the limitations described under “known issues” above apply.

· No changes to the IPv6 address-assignment procedures required.

· No bearing on the type of transport network: Transport network can be IPv4 or IPv6.

· NAT64 can be either co-located or separate from GGSN/PDN-GW.

· Solution to the public IPv4 address exhaustion problem through the use of  stateful NAT64.

· This solution does not have any impact on the UE's roaming support.

· No impact on QoS/bearer procedures between UE and PDN GW/S GW. 

7.X.7
Applicability

This solution applies to scenario 3.

Given the solution description above, the described functionality can be configured in currently deployed mobile networks as well as in future deployments regardless of 3GPP access technology. When to deploy such a setup in an operator's network is more of a business and operational decision.
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