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Abstract of the contribution: This contribution proposes that reporting of a service detected by the TDF is performed in the same manner as the AF provides and revokes service authorization over Rx. 
1. Current Status defined in 23.813 v 0.3.0
The Alternative 1a proposes that the TDF triggers the interaction with the PCRF when it detects the start and the end of a service using an Rx based interface, for that purpose the TDF establishes a service session with the PCRF when a service start is detected and terminates a service session with the PCRF when the service stop is detected by the TDF.  
The Alternative 1b within key issue #4 proposes that the TDF triggers the interaction with the PCRF when it detects the start of a service via a Gx/Gxd interface, for that purpose the “service detection start event trigger” is reported together with the service information corresponding to the detected service on Gxd when the TDF is standalone and on Gx when the PCEF is enhanced with TDF capabilities.

It is common for both alternatives that the PCRF checks user privacy policies and instructs the TDF on what services to detect by sending the Service Detection (SD) Rules.

2. Discussion

In this document we discuss both mechanisms for service detection reporting:
· Rx based service reporting

· Gx based service reporting

Alternative 1a:  Rx based service reporting
In this alternative we assume that SD Rules are pre-provisioned in the TDF and that for the case when user privacy policies are required, the SD Rules are activated/deactivated from the PCRF to the TDF. For the service reporting, every time the TDF detects the start of a service data flow under PCRF control, the TDF establishes an Rx session with the PCRF. The TDF includes the UE IP Address, the service information (i.e. SD Rule name and if available flow descriptions) to the PCRF. The PCRF performs session binding using the received UE IP Address and generates PCC/QoS Rules based on the received service information, the subscription information and the information received from PCEF/BBERF as described in the existing 3GPP R10 23.203 specifications.
In visited access roaming case, the TDF establishes an Rx session to the V-PCRF as described above. The V-PCRF proxies service information to the H-PCRF as described in the existing 3GPP R10 23.203 specifications for the case when the AF is located in the VPLMN.
When the PCEF has TDF capabilities (i.e. TDF collocated), the PCEF establishes an Rx session to the PCRF in the same manner as described above for the TDF standalone.
In both cases, when the TDF or the PCEF with TDF capabilities detects the stop of a service data flow under PCRF control, the Rx session is terminated and the PCC/QoS Rules are removed.
Alternative 1b: Gx based service reporting
In this alternative we assume that every time the TDF detects a service data flow matching an active service detection rule in a certain Gxd session for which an event notification is required, the TDF provides service information to the PCRF, including the SD Rule Name, service detection start event trigger and the flow descriptions, if available. The PCRF binds the Gxd session(s) with the IP-CAN Session and generates PCC/QoS Rules based on the receive session information over Gxd, subscription and the information received from the PCEF/BBERF.

When the PCEF has TDF capabilities, the PCEF provides service information to the PCRF and may need to include the UE IP Address in the request and the PCRF generates PCC/QoS Rules based on the received service information. 
In visited access roaming case, the TDF establishes a service session to the V-PCRF as described above. The V-PCRF notifies the detection of a service session to the H-PCRF.
In both cases, when the TDF or the PCEF with TDF capabilities detects the stop of a service data flow under PCRF control, the TDF notifies the stop of a service to the PCRF.
Comparation of service reporting alternatives
Criteria for this comparation are the impacts on existing PCC functional elements, impacts on PCC interfaces including roaming.
Alternative 1a impacts the Gx reference point only, no impacts on existing PCC functional elements. 
Alternative 1b impacts on the Gx and S9 reference points and also impacts PCRF, V-PCRF and H-PCRF functional elements. 

Conclusion
From these two alternatives, Alternative 1a requires the least standardization effort and covers 23.813 requirements for service detection reporting.
Proposal

It is proposed that:

· The TDF reports a detected service to the PCRF in the same manner as the AF provides service authorizations over Rx

· The PCEF with TDF capabilities (PCEF/TDF) reports the detected service in the same manner as the TDF.
The following changes are proposed to TR 23.813 v.0.3.0.
* * * Begin of 1st Change * * * 
4.4.3.2
Alternative 1a - Rx based service detection reporting

After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF via an Rx based interface. The TDF provides an AF application identifier corresponding to the detected service (which could be the SD rule name) and the detected filter information. The PCRF may then create/modify the PCCrule by adding the received filter information as well as the operator configured policy and charging control information which is to be used for this service. When the TDF detects the end of the service, the Rx session to the PCRF is terminated. This triggers the PCRF to remove/modify the PCC rule back to the initial settings. 

Editor’s note:
Whether the PCRF can always modify the PCC rule back needs to be further analyzed (e.g. ongoing monitoring/charging). It should be possible as the same problem occurs during a PCC rule removal.
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Figure 4.4.3.2: Architecture for Rx-based service detection reporting
NOTE:
This architecture option can be applied for a stand-alone TDF and a TDF that is collocated with the PCEF in the same gateway.

4.4.3.2.1
Reference Points

The Gxd reference point that enables communication between TDF and PCRF for the purpose to:
· Reporting of detected services and transfer of service data flow descriptions for detected services from the TDF to the PCRF.  The TDF provides service session information (e.g. application-identifier and flow descriptions) in the same manner as an AF provides service authorizations in Rx, which the PCRF takes as input for policy decisions. The TDF revokes service session information in the same manner as an AF revokes session authorizations over Rx.
· Transfer SD Rules from the TDF to the PCRF, which applies when user consent is required to enable service detection and enforcement functions 

The Gx reference point is enhanced with the same functions as supported by Gxd.

4.4.3.2.1.1
Functional entities

The TDF performs service detection and reporting of detected service and its service data flow description to the PCRF. Using normal PCC procedures, the actions resulting of service detection are performed by the PCEF as part of the charging and policy enforcement per service data flow and by the BBERF for bearer binding as defined in 3GPP TS 23.203. The TDF functions include gating, redirection and bandwidth limitation for the detected service.
The PCEF may be enhanced with traffic detection function capabilities with the same functionality as performed by the TDF. 
A SD Rule comprises information that is required to identify packets that belong to a service and perform enforcement actions. The enforcement actions are gating, redirection and bw limitation.

4.4.3.2.2
Signalling Flows 

This clause contains signalling flows for:

· Provisioning of service information at service start/modification from the TDF.
· Revoke service session information at service stop from the TDF.
· Provisioning of Service Detection Rules to the TDF at IP-CAN Session Establishment,
· Provision/removal of Service Detection Rules to the TDF.
· Removal of Service Detection Rules from the TDF at IP-CAN Session Termination.
Provisioning and Removal of Service Detection Rules from the PCRF to the TDF are applicable only when user consent is required to enable service detection in the TDF.
4.4.3.2.2.1
Provision service information from the TDF

This clause describes the provisioning of service information from the TDF at the start or modification of a service detected by the TDF for both standalone TDF and collocated TDF.
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Figure 4.4.x: Provisioning of service information from the TDF

1.
The TDF detects the start or the modification of a service flow that matches with one of the SD Rules installed in the TDF, enforces the service control for the detected service..
NOTE 1: The detection procedure is out of the scope of this study.

2.
The TDF provide service information to the PCRF, the TDF includes the application identifier containing the SD Rule Name, and if available the flow descriptions. 

3.
If operator policies indicates that PCC/QoS Rules shall be provisioned then the PCRF generates PCC Rules (and the QoS Rules if they are applicable) based on the received flow descriptions and operator local policies for the detected service, otherwise step 5 is not applicable.
4.

The PCRF sends a confirmation to the TDF. 

5.
For the TDF stand-alone, the PCRF- Initiated IP-CAN session modification takes place as per TS 23.203 [3] clause 7.4.2 steps 4-11. For the TDF co-located, the PCEF-Initiated IP-CAN Session Modification takes places as per 23.203 [3] clause 7.4.1, steps 6-16.  


NOTE: Step 4 may take place at anytime after step 3.

4.4.3.2.2.2
Revoking service information from the TDF

This clause describes the reporting of the stop of a service detected by the TDF for both standalone TDF and collocated TDF.


[image: image3.emf] 

GW (PCEF)   TDF   V - PCRF   GW (BBERF)  

3 . Policy Decision  

5 . Concluding steps of PCRF - Initiated  IP - CAN session modification  or   Concluding steps of PCEF - In itiated IP - CAN session modification  

2 .  Revoke service information  

4 .   Revoke service information ACK  

1 .  Detection of  service  stop  

H - PCRF  


Figure 4.4.y: Revoke service information to the PCRF

1.
The TDF detects the stop of a service flow that matches with one of the SD Rules installed in the TDF.

NOTE: the detection procedure is out of the scope of this study.

2.
The TDF revokes service information to the PCRF.

3.
If PCC Rules are installed in the PCEF associated to the removed SD Rule steps 5 applies.
4.
The PCRF sends a confirmation to the TDF. 

5.
For the TDF stand-alone, the PCRF- Initiated IP-CAN session modification takes place as per TS 23.203 [3] clause 7.4.2 steps 4-11. For the TDF co-located, the PCEF-Initiated IP-CAN Session Modification takes places as per 23.203 [3] clause 7.4.1, steps 6-16.  


NOTE: Step 4 may take place at anytime after step 3.

4.4.3.2.2.3

Changes to IP-CAN session establishment
This clause includes the changes to IP-CAN session establishment signalling flow to provision of Service Detection Rules to the TDF, for both the TDF co-located with the PCEF and for the standalone TDF.
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Figure 4.4.z: Provisioning of Service Detection Rules to the TDF at IP-CAN session establishment

1.
 
IP-CAN Session Establishment as specified in TS 23.203 [3] clause 7.2 steps 1 to 2.

2.
The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information as specified in TS 23.203 [3] clause 7.2 step 3. The PCEF also includes information on whether the TDF is collocated with the PCEF or it is not.

3-5. 
IP-CAN Session Establishment as specified in TS 23.203 [3] clause 7.2 steps 4 to 6.

6.
The PCRF sends a decision as specified in TS 23.203 [3] step 7. If the TDF is collocated with the PCEF, PCRF checks user consent to traffic detection mechanisms. If user consent is granted, the PCRF sends the list of SD Rules to the PCEF, otherwise the PCRF sends an indication that no traffic detection is granted for this user IP session. The PCEF provisions the SD Rules to the TDF.  
7.
If the TDF is standalone steps 7 to 9 takes place. The TDF detects traffic for a new UE IP address hat the user starts an IP-CAN session u using any traffic detection mechanism. 

8.
The TDF establishes a new TDF session, to requests Service Detection Rules from the PCRF for the new detected IP-CAN session and  includes the following information: the User IP address, and if available, the UE Identity (e.g. the IMSI) and the PDN identifier (e.g. APN).

9. 
If user consent to traffic detection mechanisms is granted, the PCRF sends the list of SD Rules to the TDF and the TDF activates the traffic detection function for this user session, otherwise the PCRF sends an indication that no traffic detection is granted for this user IP session and the traffic detection function is not activated for this user IP session at the TDF.


NOTE 2: Step 10 may take place at anytime after step 6.
10.
IP-CAN Session Establishment as specified in TS 23.203 [3] clause 7.2 steps 8 to 12.


4.4.3.2.2.4
Provisioning/Removal of Service Detection Rules in the TDF
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Figure 4.4.u: Provisioning/Removal of Service Detection Rules in the TDF

1.
The PCRF is notified that the user consent and/or the list of SD Rules have changed. 

2.
If the TDF is standalone, the PCRF provisions or removes SD Rules in the TDF steps 3 and 4 takes place. If the TDF is co-located with the PCEF; the PCRF provisions or removes SD Rules in the PCEF steps 5 takes place.

3.
The SD Rules is provisioned in the TDF. 

4.
The TDF sends a confirmation to the PCRF.

5.
If TDF is co-located, step 5 takes places. PCRF-Initiated IP-CAN session modification takes place as per TS 23.203 [3] clause 7.4.2 step 6 to 11.  In addition, PCEF provisions or removes SD Rules to the TDF.

4.4.3.2.2.5
Changes to IP-CAN session termination

This clause includes the changes to IP-CAN session termination to remove SD Rules from the TDF.
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 Figure 4.4.w: Removal of Service Detection Rules from the TDF at IP-CAN session termination

1.
 
IP-CAN Session Termination initial steps as specified in TS 23.203 [3] clause 7.3.1 and 7.3.2.
2.
The GW(PCEF) indicates that the IP‑CAN Session is being removed and provides relevant information to the PCRF.
3.
The PCRF finds the PCC Rules that require an AF to be notified and removes PCC Rules for the IP‑CAN session.
4.
The GW(PCEF) removes all PCC Rules associated with the IP‑CAN session, if the TDF is collocated, the TDF removes all SD Rules associated with the IP-CAN session.
5-7.
 IP-CAN Session Termination as specified in TS 23.203 [3] clause 7.3.1 and 7.3.2.

8.
If the TDF is standalone steps 8 to 10 takes place. The TDF detects stop of IP-CAN session (e.g. traffic inspection function detects a Radius Accounting Stop message).

9.
The TDF requests the PCRF to terminate the TDF session.

10. 
The PCRF acknowledges the requests from the TDF.

11.
IP-CAN Session Termination concluding steps as specified in TS 23.203 [3] clause 7.3.1 and 7.3.2.

* * * End of 1st Change  * * *
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