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Abstract of the contribution:

In SA2 80, 23.401CR and 23.060CR were approved and added multicast IP packet forwarding from the network accessed by LIPA and the UE. A problem concerning improper delivery of multicast IP packets to the UE in the case where MBMS is supported was considered in SA2 80 but not resolved. This paper considers the problem further and presents three possible resolutions to the problem.

Discussion
Service discovery using UPnP requires the use of multicast to either for a UE to solicit an advertisement response from a UPnP "Device" or for the UPnP "Device to send an unsolicited advertisement that the UE will receive. The UE's upper layers, interested in receiving UPnP advertisements, inform the lower layers of the multicast group from which to receive datagrams. This is a normal part of the IP architecture, and the socket interface, e.g. [RFC3493]. The result of the upper layers indicating the multicast group to the lower layers is depicted in Figure 1.
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Figure 1: Upper Layer requests the lower layer to receive datagrams for a Multicast Group

(1) The upper layers inform the lower layers that an application should receive datagrams destined for multicast group g (in this example g is used for UPnP discovery.) (2) The lower layers send an IGMP report for group g via multicast. This report is (3) received by the L‑GW of the HNB results in modification of the forwarding table of the L-GW, so that (4) IP UPnP Device Advertisements are forwarded to the UE. The UE does not receive any acknowledgement between (2) and (4).
Multicast mode MBMS works on a similar principle. Given an application that receives data for a particular multicast group, the lower layers issue an IGMP "Join" message, as shown in Figure 2 and described in [23.246].

[image: image2.png]UE

1

2.4 Request MBMS SGSN
Context Activation

2.5 Activate MBMS
Context Reques

2.6 Activate MBMS

¢ Context Accept

|

Media

3GPP Access

Core Network User Plane

GGSN

2.2 MBMS Authorization
Request

2.3 MBMS Authorization

Response

BM-sC

a%nos
seRINN





Figure 2: UE requests multicast mode MBMS service for a Multicast Group
(1) is as per Figure 1, except that the upper layers request an MBMS service identified by the group g. (2) begins with exactly the same IGMP Report as step 2 above. This triggers the sequence of messages 2.1 - 2.6, showing only those messages relevant to the exchange. After this completes, the MBMS bearer is ready and (4) multicast media may be delivered to the UE when the MBMS session start is sent.
Problem: A legacy UE requesting multicast Mode MBMS service may fail when using LIPA PDP context 
If a legacy UE e.g. rel.7 intends to request a multicast mode MBMS service as per figure 2 while camped on a HNB access offering LIPA, the UE may receive multicast datagrams destined for group g, for a fully different multicast application.

Proposed Solution 1: Static configured 'do not forward' list in the L-GW

In discussion of this problem it was proposed that the L-GW could be configured with a set of groups G that correspond to operator offered multicast MBMS services. These groups G would not be forwarded from the network accessed by LIPA to the UE.

It was noted however that the HNB enabling LIPA may offer access to UEs with divergent home PLMNs and these PLMNs may offer different MBMS services with varying IP multicast addresses. Thus, configuration of the set of groups G by the HPLMN operator (of the HNB) would not suffice to solve the problem.

If a CSG member from a roaming network experienced problems with a particular multicast MBMS application at a particular HNB, the HNB owner could notify their home operator and request support. The home operator could then expand the list of multicast groups not to forward from the network accessed by LIPA to the UE.

An additional benefit of this solution is that would allow operators to block multicast IP forwarding. This could be useful in cases where a misbehaving upper layer application requests receipt of multicast groups that prove to be chatty on the network accessed by LIPA. This could prevent UEs from becoming and remaining idle. An operator could use this configuration mechanism as a response to complaints by HNB users.
In the following, two additional solutions are considered.
Proposed Solution 2: The L-GW verifies g is Authorized using signalling to the HPLMN of the UE
The HNB either uses an interface that would allow access to the HPLMN of the UE and query whether the requested group g is authorised. One possibility is of course that this interface is Gmb itself that already fulfils this role and the query terminates in BM-SC. Similarly it may be a different interface not yet defined. For ease of use in the rest of the text we refer to this interface as Gmb.

If so, the request is considered for multicast MBMS not for LIPA multicast. If not, forwarding of multicast IP packets from the network accessed by LIPA to the UE is allowed. 
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Figure 3: UE Joins multicast group g, L-GW checks authorization with the BM-SC

In PLMN1, the Gmb interface between the GGSN and BM-SC is shown. If the yellow UE sent an IGMP Join for group g, the L-GW could (if Gmb applied to HNBs, which has not yet been agreed) send an MBMS Authorization Request and receive an MBMS Authorization Response.

The green UE represents a subscriber from PLMN2. If the green UE sent an IGMP join for group g to the HNB, the L-GW would need to use a new roaming interface to authorize the group. The L-GW could (theoretically) determine the BM-SC to communicate with using the MCC and MNC from the UE's IMSI and request a (new) entry in the DNS defined for this purpose.

Proposed Solution 3: Subscription Data for visited LIPA may include multicast groups
As proposed in [S2-104392] and [S2-104393], policy for APNs intended to be used for activating LIPA can be stored in the HSS associated with the UE's subscription.  This policy determine whether the APN is authorized to (a) only be used for establishing a user plane bearer through the operator's core network, (b) whether it is only mean to provide access to a network via LIPA or (c) allowing either access via the operator's packet core or via LIPA.
Additional information could be added to the subscription - listing multicast groups that must not be forwarded from the network accessed by LIPA, as they are supported by the HPLMN operator as MBMS services. This is depicted in Figure 4 below.
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Figure 4: Multicast Groups are excluded from forwarding by the L-GW

The addition of the "LIPA-disallowed-multicast" IE in the HLR would prevent forwarding of group g if it was amongst the list of disallowed multicast addresses in G. This solution however would require an additional IE for the HSS and additional signalling along S11 and S5 to supply the IE to the L-GW as part of the PDP Context Activation Procedure.
Assessment and Conclusion

Proposal 1 requires very minimal changes to forwarding policy and not signalling changes. Only UEs from the home PLMN can be protected in this way from erroneous use reception of multicast data.

Proposal 2 would completely prevent erroneous reception from the LIPA network of multicast data for groups that are provided by the home operator as MBMS services. 

Proposal 3 would also solve the problem for UEs regardless of whether the HNB offered access via a home or roaming network. A small amount of additional (optional) signalling and configuration (in the HSS) would be added.
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Proposal

Proposal 1 is sufficient to prevent undesirable forwarding of multicast IP datagrams from a network accessed by LIPA to a UE. A CR allowing a HNB to prevent IP multicast forwarding for selected multicast groups based upon operator configuration is provided in S2-104750 23060CR1232. 
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