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Abstract of the contribution:

This contribution introduces the remaining TDF flows, the analysis of enforcement actions to be applied upon service traffic detection and the rules' structure.

Discussion

As agreed at SA2#80, the following enforcement actions may be applied to the detected service traffic:

a. Permit Unrestricted – the detected service/flow is allowed to continue without further policy action

b. Block – the detected service / application flows are blocked (or the "gate is closed")

c. Shape – apply some regime of traffic shaping to the detected service / application flows (e.g. to bandwidth limit for P2P file sharing flows)

d. Redirection – Redirect detected flows to another controlled address. 

The traffic shaping procedure means a bandwidth limitation for the detected service traffic. This can be characterized by the following parameters:

· UL maximum-bitrate

· DL maximum-bitrate

Where the UL maximum-bitrate indicates the authorized maximum bitrate for the uplink component of the detected service traffic and the DL maximum-bitrate indicates the authorized maximum bitrate for the downlink component of the detected service traffic. Different bandwidth limitations can be applied to the same type of the detected service traffic, depending on different aspects, e.g. subscriber's profile. Also, the bandwidth limitation change may be required to change during the session, e.g. upon subscriber's profile change PCRF may send the modified enforcement actions with the updated bandwidth limitations to the TDF.

Also, for the same detected service traffic, change in the enforcement action, such as switching from "permit unrestricted" to "block" (e.g. upon certain timeout expiration) may be required during the session. 

The redirection procedure may be applied to a different control addresses for the same type of detected service traffic, depending on different aspects, e.g. subscriber's profile.

Due to the said above, it is recommended to define both dynamic and predefined rules, as modification operation may be desired for these rules, and modification operation is applicable for dynamic rules only.

During SA2#80 it was suggested to provide the enforcement actions within the same rule to TDF. This concept is agreed, but the suggestion is to call it Service Operation rules instead of Service Detection rules, as these rules may have additional functionality, than detection only, now. As the concept of Service Detection rules was extended to cover enforcement actions, it seems reasonable to continue with PCC rules concept for collocated TDF and to use SO rules for the standalone TDF.

During SA2#80 it was also suggested to define service traffic start/stop event triggers as "Always set" and, as a result, to inform PCRF every time the appropriate event occurs. The problem is that such a notification is not always required by PCRF; therefore, in order to save signalling traffic, it is recommended that PCRF explicitly registers for those event notifications, if required. It doesn't create additional signalling traffic as these notification requests can be provisioned along with Service Operation rules, but can potentially save signalling traffic in case the explicit notification is not required.

With regard to the possible distributed policy enforcement, while standalone TDF is involved in the communication and required to apply enforcement actions, it is PCRF's responsibility to coordinate the PCC rules and QoS rules, if applicable, with SO rules in order to align between them.   

Proposal
* * * Begin First Change * * * *

4.4.2.1
Alternative 1

At the time of IP-CAN session establishment, the PCEF contacts the PCRF as per existing procedures. User privacy policy settings are received from the SPR together with the other subscriber related information (the management of the user privacy policy settings is out of scope). The PCRF checks the user privacy policy settings to see if usage of service traffic detection mechanism is allowed and for what services. If it is allowed the PCRF in its response to PCEF, can instruct the Traffic Detection Function (TDF) on what services it should detect and if detection notification is required. After detecting a service with a service traffic detection mechanism, the TDF may inform the PCRF about the detected service, if detection notification is required. The PCRF can then react in the desired way with regard to the policy and charging control information for the detected traffic.
A new mechanism/ parameter for instructing the TDF on what service traffic to detect  needs to be defined. While the actual mechanism for the service traffic detection should not be standardized, TDF has to be able to detect the start and the end of the respective service and notify the PCRF correspondingly.
For a collocated PCEF/TDF, the existing PCC rule concept can be extended to include the parameters, which form an SO rule, which identifies the service to be detected.

For a standalone TDF, a Service Operation (SO) rule used both to provide the instruction for service detection and the potential enforcement actions to be applied for the detected service.
It is proposed to use Application Identifier known both to PCRF and to TDF as a set of characteristics of the service, required for detection. An Application identifier can be mapped by the TDF to a pre provisioned service related information e.g. application layer protocol e.g. http, sip, P2P, and TCP/UDP port number / ranges to be detected.

Editor’s note: It is FFS how invocation of predefined SO rules works for roaming VA/LBO.

Note: Application identifier communicated by the PCRF can be mapped to variety of information pre- provisioned into the TDF, that can allow for expansion of TDF role to be used with new protocols and services without having to standardize new parameters across the interface.

· 
· 
* * * End First Change * * * *
* * * Begin Second Change * * * *
4.4.2.3
Alternative 1b – Gx/Gxd based service detection reporting

To trigger the interaction with the PCRF, the start and the end of a detected service have to be added as new event notifications. The TDF triggers the interaction with the PCRF when it detects the start or the end of a detected service, if detection notification is required. After detecting a service with a service traffic detection mechanism, the TDF shall also apply the enforcement actions to the detected service, if were provided by the corresponding PCC/SO rule. The TDF may also inform the PCRF via a Gx/Gxd interface, by providing an Application Identifier corresponding to the detected service, the service start event notification and the detected filter information, when available. The PCRF may then create/modify the PCC/SO rule in the desired way with regard to the policy and charging control information. When the TDF detects the end of the service, it shall notify the PCRF is again via a Gx/Gxd interface with the corresponding Application identifier and the service stop event notification, if the notification was requested by PCRF. This may trigger the PCRF to modify the PCC rule in the desired way with regard to the policy and charging control information.. 


The following enforcement actions may be applied by standalone TDF to the detected traffic:

a. Permit Unrestricted – the detected service/flow is allowed to continue without further policy action

b. Block – the detected service / application flows are blocked (or the "gate is closed")

c. Shape – apply some regime of traffic shaping to the detected service / application flows (e.g. to bandwidth limit for P2P file sharing flows)

d. Redirection – Redirect detected flows to another controlled address (e.g. redirect to a top-up / service provisioning page). This may not be possible for all types of detected flows (e.g. this may only be performed on specific HTTP based flows)

Note: 
Additional PCC functions (i.e. credit management, reporting, policy control, event reporting, binding mechanisms) besides those listed above are always performed by the PCEF as currently described in TS 23.203. 


In case the standalone TDF is involved in the communication and required to apply enforcement actions, it is PCRF's responsibility to coordinate the PCC rules and QoS rules, if applicable, with SO rules in order to ensure consistent service delivery.
The following alignments should be done by PCRF, if applicable:
1. Gate/redirection enforcement. There shall be no contradiction between PCC rules gate/redirection status and SO rules gate/redirection status. Note: This mean that, for example, when a P2P traffic has to be gated (blocked) at the TDF, the P2P traffic shall not get redirected at the PCEF, and other default traffic shall not get gated (blocked) at the PCEF but rather let through.
2. The uplink and downlink maximum bit rates for corresponding detected services shall not exceed the Authorized APN-AMBR, applied at PCEF, for the IP-CAN Session.
The mechanisms covering the issue of charging interface, when standalone TDF is used, are out of this key issue’s scope.
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Figure 4.4.2.1-1: Architecture for Gx-based solution
NOTE:
This architecture option can be applied for a stand-alone TDF and a TDF that is collocated with the PCEF in the same gateway.

In case of collocated TDF, the Gxd interface doesn’t apply.

A new reference point Gxd between TDF and PCRF that enables gating, shaping and redirection functions in the TDF is defined. 


4.4.2.3.1
Signalling Flows 

This clause contains signalling flows for: 
· TDF session establishment and Activation of Service Operation Rules by the PCRF into the TDF based on user privacy rules at IP-CAN Session Establishment. 
· 'Start of Service' detection notification at service start from the TDF to the PCRF.
· 'Stop of Service' detection notification at service stop from the TDF to the PCRF.
· Activation/deactivation/modification of PCC/SO Rules by the PCRF into the TDF. //Note: the external trigger does not have to be necessarily limited to SPR.
· TDF session termination and deactivation of Service Operation Rules by the PCRF into the TDF at IP-CAN Session termination.
4.4.2.3.1.1
Changes to IP-CAN session establishment
This clause includes the changes to IP-CAN session establishment signalling flow to provision of Service Operation Rules to the TDF, both for TDF collocated with the PCEF and for the standalone TDF.
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Figure 4.4.u: Provisioning of Service Detection Rules to the TDF at IP-CAN session establishment

1. IP-CAN Session Establishment as specified in TS 23.203 [y] clause 7.2 steps 1 to 2.
2. The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information as specified in TS 23.203 step 3. 
3. IP-CAN Session Establishment as specified in TS 23.203 [y] clause 7.2 step 4.
4. IP-CAN Session Establishment as specified in TS 23.203 [y] clause 7.2 step 5, including user privacy policies.

5. IP-CAN Session Establishment as specified in TS 23.203 [y] clause 7.2 step 6.
6. The PCRF sends a decision as specified in TS 23.203 [y] step 7. If the TDF is collocated with the PCEF, PCRF checks user privacy policies to traffic detection mechanisms. If user’s privacy policies as indicated by the profile, allow for the use of service traffic detection, the PCRF also sends the PCC rules for the service detection and enforcement to the PCEF and may include subscription to the service detection start and service detection stop event notifications. The PCEF provisions the detection requirements to the TDF.  
7. IP-CAN Session Establishment as specified in TS 23.203 [y] clause 7.2 steps 8 to 12.
8. If the TDF is standalone, steps 8 to 10 take place. The TDF detects that the user starts an IP-CAN session (e.g. identified by session’s IP address). 
9. The TDF requests Service Operation Rules from the PCRF for the new detected IP-CAN session, identified by IP address.
10. The PCRF matches the IP address against known/active Gx sessions and, if user’s privacy policies as indicated by the profile, allow for the use of service traffic detection, sends the activated SO Rules to the TDF and may subscribe to the service detection start and service detection stop event notifications.

Editor Note: It is FFS whether the PCRF or the TDF should initiate the corresponding session between them.

4.4.2.3.1.2
Provision service information from the TDF

This clause describes the provisioning of service information from the TDF at the start of a service detected by the TDF for both standalone TDF and collocated TDF.


[image: image3.emf] 

2 .  Provision service information  

  Concluding steps of PCRF - Initiated   IP - CAN session modification   

GW (PCEF)   TDF   V - PCRF   GW (BBERF)  

3 . Policy Decisi on  

1 .  Detection of  service start   

H - PCRF  

4 .    Provision service information ACK  


Figure 4.4.v: Provisioning of service information from the TDF

1. The standalone or collocated TDF detects the start of a service flow that matches with one of the Application identifiers within activated PCC/SO Rules. Then, in case the enforcement actions were provided as a part of SO rules, TDF shall apply those actions.
NOTE:
the detection procedure is out of the scope of this study.

2.
If the service start event notification request was received, the TDF shall provide service information to the PCRF, including the Application Identifier, service detection start event notification and the flow descriptions, if available.
Note: In case of collocated TDF, the information is provided by TDF through PCEF-PCRF communication. The interface between TDF and PCEF is out of scope.
3.
Upon receiving the notification, PCRF may modify the PCC/SO rule (and the QoS Rules if they are applicable), based on the received flow descriptions and operator local policies for the detected service.  Then, the PCRF- Initiated IP-CAN session modification takes place as per TS 23.203 [x] clause 7.4.2 steps 5-11.  
4.
If step 2) was initiated by the standalone TDF, then the PCRF sends acknowledge to the TDF. 






4.4.2.3.1.3
Notification for stop of service from the TDF

This clause describes the reporting of the stop of a service detected by the TDF both for standalone TDF and for collocated TDF.
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Figure 4.4.w: Notification for stop of service from the TDF

1.
The standalone or collocated TDF detects the stop of a service flow that matches with one of the activated PCC/SO Rules.

2.
If the service stop event notification was subscribed to, the TDF shall send stop of service event notification to the PCRF. The notification shall include the Application identifier and service detection stop event notification. It may also include filters associated with the reported service.
Note: In case of collocated TDF, the information is provided by TDF through PCEF-PCRF communication. The interface between TDF and PCEF is out of scope.
3.
Upon receiving the notification, the PCRF may modify the PCC/SO rule (and the QoS Rules if they are applicable), as a result of service detection stop. Then, the IP-CAN session modification takes place as per TS 23.203 [x] clause 7.4.2 steps 5-11.  
4.
If step 2) was initiated by a standalone TDF, then the PCRF sends acknowledge to the TDF.
4.4.2.3.1.4
Activation/deactivation of PCC/SO Rules in the TDF
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Figure 4.4.x: Provisioning/Removal of Service Operation Rules in the TDF

1. The PCRF is notified that the user profile has changed (e.g. by receiving the appropriate request from SPR). 

2. The PCRF acknowledges the user profile change to SPR.

3. PCRF decides on PCC/SO rules change.

Note; A change of SO rules may also happen as a result of internal PCRF logic execution; in such a case steps 1-2 are not required.

If the TDF is standalone:

4. PCRF activates/deactivates/modifies the SO rules in the TDF.

5. TDF acknowledges the SO rules’ activation/deactivation/modification.

If the TDF is collocated with the PCEF, then steps 4 and 5 are omitted and: 

6.
PCRF provisions PCC Rules to the TDF by applying PCRF-Initiated IP-CAN session modification procedure per TS 23.203 [x] clause 7.4.2 step 5 to 11.  

4.4.2.3.1.5
Changes to IP-CAN session termination

This clause includes the changes to IP-CAN session termination to deactivate SO Rules at the TDF.
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Figure 4.4.y: Removal of Service Detection Rules from the TDF at IP-CAN session termination

1.
 
IP-CAN Session Termination initial steps as specified in TS 23.203 [y] clause 7.3.1, steps 1- 2 or clause 7.3.2, steps 1-4.
2.
The GW (PCEF) indicates that the IP‑CAN Session is being removed and provides relevant information to the PCRF.

3.
The PCRF finds the PCC Rules that require an AF to be notified and removes PCC Rules for the IP‑CAN session.

4.
       The PCRF notifies the AF that there are no transmission resources for the service if this is requested by the AF.

5.
       The AF acknowledges the notification of the loss of transmission resources.

6.        The GW (PCEF) removes all PCC Rules associated with the IP‑CAN session. 
7.         The PCRF removes the information related to the terminated IP‑CAN Session (subscription information etc.), and acknowledges the IP‑CAN Session termination.

8.         If the TDF is standalone, then steps 8-9 take place. The PCRF informs TDF about IP-CAN session termination.

9.
TDF deactivates all SO Rules associated with the IP-CAN session and acknowledges the termination request from the PCRF.

10.
 IP-CAN Session Termination concluding steps takes place as specified in TS 23.203 [y] clause 7.3.1, steps 9-14 or clause 7.3.2, steps 11-15.
11.        TDF terminates the session with the PCRF.

12.
PCRF acknowledges the TDF session termination.

* * * End Second Change * * * *
* * * Begin Third Change * * * *
4.4.2.3.2
Service Operation rules definition and structure

This section is relevant only in the case of standalone TDF.

4.4.2.3.2.1
General
The Service Operation rule (SO rule) comprises the information that is required in order to apply the detection and enforcement actions for the specified service traffic. 

Two different types of SO rules exist: dynamic rules and predefined rules. The dynamic SO rules are provisioned by the PCRF via the Gxd reference point, while the predefined SO rules are directly provisioned into the TDF and only referenced by the PCRF. The pre-defined SO rules may be used in a non-roaming situation.

NOTE 1:
The procedure for provisioning predefined SO rules, is out of scope.

NOTE 2:
Some predefined SO rules may not be explicitly known in the PCRF and therefore not under the control of the PCRF. The operator may define such predefined SO rules, to be activated by the TDF upon service traffic detection. The IP‑CAN session termination procedure deactivates such predefined SO rules.

There are defined procedures for activation, modification and deactivation of SO rules (as described in clause 4.4.2.3.2.2). The PCRF may activate, modify and deactivate a SO rule at any time, over the Gxd reference point. The modification procedure is applicable to dynamic SO rules only. 

Upon detecting end of service traffic for the corresponding SO rule, the TDF shall notify the PCRF, if originally controlled by the PCRF, of the end of service traffic. 
The operator defines the SO rules.

The following table lists the information contained in a SO rule, including the information element name, the description and whether the PCRF may modify this information in a dynamic SO rule which is active in the TDF. The Category field indicates if a certain piece of information is mandatory or not for the construction of a SO rule, i.e. if it is possible to construct a SO rule without it.

	Information name
	Description
	Category
	PCRF permitted to modify for a dynamic SO rule in the TDF

	SO Rule identifier
	Uniquely identifies the SO rule, within an IP‑CAN session.

It is used between PCRF and standalone TDF for referencing SO rules.


	Mandatory
	No

	Application identifier
	References the corresponding application (i.e. service), for which the rule applies.  


	Mandatory
	No

	Event Notification
	Instructs the TDF whether event notifications are required (start or end of traffic flow – associated with the SO Rule)

	
	Yes

	Enforcement control
	Defines how the standalone TDF shall apply enforcement actions for the detected service traffic.


	
	

	Gate status
	The gate status indicates whether the service data flow, detected by the service data flow template, may pass (Gate is open) or shall be discarded (Gate is closed) at the TDF.


	
	Yes

	UL-maximum bitrate
	The uplink maximum bitrate authorized for the service traffic


	
	Yes

	DL-maximum bitrate
	The downlink maximum bitrate authorized for the service traffic


	
	Yes



	Redirect
	Redirect detected service traffic to another controlled address
	
	Yes

	


The SO Rule identifier shall be unique for a SO rule within an IP‑CAN session. A dynamically provided SO rule that has the same Rule identifier value as a predefined SO rule shall replace the predefined rule within the same IP‑CAN session.

The Application identifier references the corresponding application (i.e. service), for which the rule applies.
The Event Notificiation indicates to the TDF whether event notifications are required for this SO Rule, such as the start or stop of detected traffic flow.
The Gate status indicates whether the TDF shall let a service traffic matching the Application identifier, pass through (gate is open) the TDF or the TDF shall discard (gate is closed) the service traffic.

The UL maximum-bitrate indicates the authorized maximum bitrate for the uplink component of the detected service traffic.

The DL maximum-bitrate indicates the authorized maximum bitrate for the downlink component of the detected service traffic.

The Redirect indicates whether the detected service traffic should be redirected to another controlled address. The target redirect address is included also.
4.4.2.3.2.2
Service Operation rule relevant operations

Service Operation rule operations consist of activation, modification and de-activation of SO rules.

Activation of a dynamic SO rule: The PCRF provides the SO rule information to the TDF via the Gxd reference point.

Activation of a predefined SO rule: The PCRF provides an identifier of the relevant SO rule to the TDF via the Gxd reference point.

Activation of a predefined SO rule, not known in the PCRF: This may be done by the TDF based on operator policy. 

An active SO rule means that the service traffic, matching the corresponding application (i.e. service), is detected and enforced as per enforcement control actions, if defined within the SO rule.

The PCRF may, at any time, modify an active, dynamic SO rule.

The PCRF may, at any time, deactivate an active SO rule in the TDF via the Gxd reference point. At IP‑CAN session termination all active SO rules are deactivated upon information, received from the PCRF about IP‑CAN session termination.

Upon detecting end of service traffic for the application (i.e. service), TDF shall deactivate the corresponding SO rule.

4.4.2.3.3 PCC rules modifications

The following additional fields should be added to PCC rules' structure in order to support service awareness functionality:

· The Application identifier references the corresponding application (i.e. service), for which the rule applies.
· The Event Notification instructs the TDF whether event notifications are required (start or end of traffic flow).
· The Redirect indicates whether the detected service traffic should be redirected to another controlled address. The target redirect address is included also.
* * * End Third Change * * * *
3GPP
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