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Abstract of the contribution:

This contribution proposes updating the 3GPP-BBF IWK Femto reference architecture in order to include the interface between the 3GPP AAA server and the BBF AAA Server that is used to verify the location of the H(e)NB in the BBF access network. 
Discussion
Per 3GPP TS 33.320, section 8.11, “Operators require assurance of the H(e)NB location to satisfy various security, regulatory and operational requirements. The H(e)MS and/or HNB-GW (referred to in this section as the “verifying node”) shall perform location verification. One or more types of location information of H(e)NB may be optionally stored in the verifying node by operators for location verification. It shall be possible for the verifying node to obtain one or more of the following information which may be used to perform location verification: 

-
the public IP address of the broadband access device provided by the H(e)NB

-
the IP address and/or access line location identifier provided by broadband access provider

-
information of macro-cells surrounding the H(e)NB provided by the H(e)NB

-
geo-coordinates provided by a GNSS receiver embedded into the H(e)NB 

For 3GPP-BBF IWK it is imperative that the location verification is based on the public IP address of the BBF access note where the RG connects to. 
Per 3GPP TS 33.320 [x], Annex B , the verifying node (H(e)MS) in the wireless network interfaces with the TISPAN defined CLF FE over the e2 interface in order to verify that the H(e)NB is indeed connected to the TISPAN fixed access network. However, BBF does not support the CLF and the e2 interface, the connection must be over the 3GPP defined Swa interface between the 3GPP AAA server and the BBF AAA where information about the device the H(e)NB connects to is indentified by the H(eNB) IP address and/or access line location identifier provided by broadband access provider. The connection to the 3GPP AAA server is initiated by the H(e)MS.

The location verification procedure can be utilized to send the FQDN of the BPCF from the BBF AAA servers to the H(e)MS via the 3GPP AAA server. The H(e)MS provisions the FQDN of the BPCF at the H(e)NB.

Proposal

This contribution proposes to include the following in the TR:
1. Update the 3GPP-BBF IWK Femto reference architecture in the TR in order to include the interface between the 3GPP AAA server and the BBF AAA server

2. Include the signalling sequence between the 3GPP AAA and BBF AAA servers in the TR 

In addition, we propose that an LS be sent asking for their evaluation and feedback of the reference architecture and the new procedure between the 3GPP AAA and BBF AAA.  See draft LS in S2-10xxxx – ‘3GPP-BBF IWK - H(e)NB Location Verification” 

* * * Begin First Change * * * *

5.1.3.2.2 
Non-Roaming 
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Figure 5.1.3.2.2-1 Non-Roaming

NOTE 5: The reference architecture is applicable when both 3GPP and BBF network belong to the same network operator or to different network operators
NOTE X: The H(e)NB Management System (H(e)NB MS may connect to either the SeGW or directly to the H(e)NB via IPSec tunnel
* * * Begin Second  Change * * * *

5.1.3.2.x  3GPP Femto Location Verification

This procedure is initiated by the H(e)MS in the 3GPP network in order to verify the location information of the outer public IP@ of the IPSec tunnel between the H(e)MB and the SecGW in the BBF access network.  

The BBF AAA sends the location information and the FQDN of the BPCF to the 3GPP network.

[image: image3]
1. H(e)NB sends request message to the verifying node, carrying its 3GPP IP address 
2. The H(e)MS forwards the request to the 3GPP AAA  

NOTE X: The protocol between the H(e)MS and the 3GPP is out of scope of this specification

3. The 3GPP AAA associates the IP@ of the H(e)NB with the outer public IP@ of the IPSec tunnel between the H(e)NB and SeGW. The BBF AAA sends the outer public IP@ of the IPSec tunnel  (e.g. the IP address of the AN in BBF where the RG connects to) of the to the BBF AAA
Editor’s node: It is FFS how the 3GPP AAA discovers the BBF AAA. It could be based on the FQDN of the BBF Access SP stored at the H(e)MS

4. The BBF AAA validates the public IP address and, if successful, returns the location identifier and the FQDN of the BPCF to the 3GPP AAA.   

5. The 3GPP AAA forwards the message to the H(e)MS

6. The H(e)MS verifying node authenticates whether the access line location identifier stored in the verifying node (i.e. the legal contract location) corresponds to the location identifier it received from the BBF AAA. If it is the same, the H(e)NB location is valid and has not been changed.
The H(e)MS provisions at the H(e)NB, along with other configuration parameters, as needed, the outer public IP@ of the IPSec tunnel and the FQDN of the BPCF.
* * * End of  Change * * * *
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