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Abstract of the contribution:

This document presents possible solutions to perform QoS enforcement in a trusted BBF IP access when user plane encryption is enabled on the S2c reference point.

1. Introduction
This paper discusses how to achieve QoS interworking between 3GPP and BBF in case the BBF access is considered trusted, the UE is using DSMIPv6 on S2c and user plane confidentiality protection is activated. In this scenario the BBF access cannot perform service data flow detection inspecting the inner packets encapsulated in the S2c tunnel, since they are encrypted.

Two alternative solutions are proposed:

i)
Packet classification in the BBF access is performed based on the source address, destination address and DSCP field of the outer IP header.

ii)
Packet classification in the BBF access is performed based on the source address and destination address of the outer IP header and the Security Parameters Index (SPI) included in the IPsec ESP header.

2. Proposal

The following text is proposed to be added to TS 23.839.
Start of change

5.X
QoS control in trusted BBF access with user plane confidentiality protection on S2c

5.X.1
Description

Integrity protection and/or confidentiality protection of user plane traffic exchanged over the S2c tunnel was introduced as an optional feature from Rel-10 onwards.

This item covers QoS interworking between 3GPP and BBF in case the BBF access is considered trusted, the UE is using DSMIPv6 on S2c and user plane confidentiality protection is activated. In this scenario the BBF access cannot perform service data flow detection inspecting the inner packets encapsulated in the S2c tunnel, since they are encrypted.

5.X.2
Solutions

5.X.2.1 
Alternative solution 1

If confidentiality protection is activated on the S2c tunnel, packet classification in the BBF access can be performed based on the source address, destination address and DSCP field of the outer IP header.

In this case, if dynamic PCC is deployed, the procedure given in Figure 5.X.2.1 -1 is used by the PCRF to provision QoS rules to the BBF access and by the BBF access to perform admission control and policy enforcement.
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Figure 5.X.2.1-1: Network-initiated dynamic policy control procedure in trusted BBF IP Access with user plane confidentiality protection on S2c and DSCP based packet classification
This procedure concerns both the non-roaming and roaming case. In the roaming case, the vPCRF in the VPLMN forwards messages between the BPCF and the hPCRF in the HPLMN. In case of Local Breakout, the vPCRF forwards messages sent between the PDN GW and the hPCRF. In the non-roaming case, the vPCRF is not involved at all.

0.
UE and PDN GW have established a child IPsec Security Association for confidentiality protection of traffic exchanged via the S2c reference point, as specified in TS 23.402 [3].
1.
The PCRF sends a Gateway Control and QoS Rules Provision message to the BPCF with the outer IP header information and the QoS rule. The outer IP header information includes the DSMIPv6 tunnel end points, namely the UE’s Care-of Address and the PDN GW address. The QoS rule includes the QCI and other QoS parameters.

2.
The BBF access derives the DSCP marking of the traffic aggregate matching the QoS rule from the QCI, using local configuration information.

NOTE 1:
If any of the nodes on the routing path between the PDN GW and the BBF access perform DSCP re-marking, the DSCP value seen by the BBF access in the packets received from the PDN GW may be different from the DSCP value used by the PDN GW to mark the outer tunneling header in the downlink direction (step 6). For the solution to work, DSCP re-marking must be predictable and deterministic, so that the BBF access can reliably derive the DSCP value of incoming packets based on a static QCI to DSCP mapping pre-configured by the operator.

3.
Based on the rules provisioned to it, the BBF access performs admission control and policy enforcement in the downlink direction for the traffic aggregate matching the outer IP header information received in step 1 and the DSCP value derived in step 2. The details of how admission control and policy enforcement are performed in the BBF access are out of the scope of this specification.

NOTE 2:
As an example, a few QoS classes, distinguished by DSCP bits, may be pre-configured by the operator in the BBF access. Some of these QoS classes may have a certain guaranteed bandwidth allocated or may just be treated with higher priority in the BBF access. The BBF access can use the QCI received from the PCRF to select the QoS class where the traffic aggregate matching the QoS rule should be mapped. If the selected QoS class has a guaranteed bandwidth allocated and the QoS rule includes a GBR value, admission control may be performed by the BBF access checking if the spare capacity available in the BBF access for the selected QoS class is sufficient to accommodate the GBR requested for the traffic aggregate.

Editor’s Note: It is FFS how to perform policy enforcement in the BBF access in the uplink direction. 

4.
The BPCF responds to the PCRF indicating the result of the request received in step 1 and thus completing the GW Control and QoS Rules Provision procedure started in step 1.

5.
The PCRF initiates the PCC Rules Provision Procedure as specified in TS 23.203 [19].

6.
For the traffic aggregate matching the PCC rule, the PDN GW performs DSMIPv6 tunnel marking with a DSCP value derived from  the QCI, based on local configuration information.
Editor’s Note: RFC 4301 clarifies that if different classes of traffic (distinguished by DSCP bits) are sent on the same SA, and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature.  To cope with this scenario, RFC 4301 recommends that a sender should put traffic of different classes on different SAs to support QoS appropriately. Based in these considerations, it is FFS if for this alternative it is required to established different child SAs for different QoS classes. 

7.
The PDN GW responds to the PCRF indicating the result for the request received in step 5, as specified in TS 23.203 [19].

NOTE 3:
Steps 5-7 may occur before step 1 or performed in parallel with steps 1‑4 if acknowledgement of resource allocation is not required to update PCC rules in PCEF. For details please refer to TS 23.203 [19].

5.X.2.2 
Alternative solution 2

If confidentiality protection is activated on the S2c tunnel, packet classification in the BBF access can be performed based on the source address and destination address of the outer IP header and the Security Parameters Index (SPI) included in the IPsec ESP header.

In this case, if dynamic PCC is deployed, the procedure given in Figure 5.X.2.2 -1 is used by the PCRF to provision rules to the BBF IP access and for the BBF IP access to enforce the policy by controlling the resources and configuration in the access.
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Figure 5.X.2.2-1: Network-initiated dynamic policy control procedure in trusted BBF IP Access with user plane confidentiality protection on S2c and SPI based packet classification
This procedure concerns both the non-roaming and roaming case. In the roaming case, the vPCRF in the VPLMN forwards messages between the BPCF and the hPCRF in the HPLMN. In case of Local Breakout, the vPCRF forwards messages sent between the PDN GW and the hPCRF. In the non-roaming case, the vPCRF is not involved at all.

0.
UE and PDN GW have established a child IPsec Security Association for confidentiality protection of traffic exchanged via the S2c reference point, as specified in TS 23.402 [3].

1.
The PCRF initiates the PCC Rules Provision Procedure as specified in TS 23.203 [19].

2. 
Using IKEv2 the PDN GW initiates the creation of a child IPsec Security Association (SA) for the traffic matching the PCC rule. To make sure that the traffic exchanged on the SA is the traffic matching the PCC rule, the PDN GW uses the SDF filters included in the PCC rule to derive the traffic selectors proposed to the UE in the CREATE_CHILD_SA exchange.

NOTE 1:
Assuming that the UE accepts the traffic selectors proposed by the PDN GW with no modifications, routing of data traffic on the child SA is symmetric. Depending on operator’s policies, if the UE modifies the traffic selectors proposed by the PDN GW, the PDN GW may refuse the establishment of the child SA and reject the PCC Rules Provision Procedure.

NOTE 2:
RFC 4301 clarifies that if different classes of traffic (distinguished by DSCP bits) are sent on the same SA, and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature.  To cope with this scenario, RFC 4301 recommends that a sender should put traffic of different classes on different SAs to support QoS appropriately. In this alternative this issue does not exist as different SAs are used anyway for traffic aggregates bound to different QCIs. 

3.
The PDN GW responds to the PCRF providing the SPI (Security Parameter Index) that identifies the child IPsec SA created in step 2.

4.
The PCRF sends a Gateway Control and QoS Rules Provision message to the BPCF with the outer IP header information, the SPI and the QoS rule. The outer IP header information includes the DSMIPv6 tunnel end points, namely the UE’s Care-of Address and the PDN GW address. The SPI identifies that child IPsec SA created in step 2. The QoS rule includes the QCI and other QoS parameters

5.
Based on the rules provisioned to it, the BBF access performs admission control and policy enforcement in the uplink and in the downlink direction for the traffic aggregate matching the outer IP header information and the SPI received in step 4. The details of how admission control and policy enforcement are performed in the BBF access are out of the scope of this specification.

6.
The PDN GW responds to the PCRF indicating the result for the request received in step 4, as specified in TS 23.203 [19].

5.X.3 
Conclusion

Table 5.X.3-1 proposes an initial comparison of the alternative solutions described in the previous section.

Table 5.X.3-1: Comparison of solutions for QoS control in BBF access

	
	Pros
	Cons

	Alternative 1: DSCP based
	· Works with Rel-10 UEs
	· May be difficult to deploy in the scenarios where intermediate routers perform DSCP re-marking (NOTE 1)
· Service data flow detection in the BBF access in the uplink direction is FFS

· Multiple child SAs may be needed anyway based on RFC 4301 recommendations

	Alternative 2: SPI based
	· Works with Rel-10 UEs depending on Rel-10 stage 3 procedures (NOTE 2)

· Supports service data flow detection in the BBF access in both uplink and downlink directions

· Allows policy control in the BBF access with a finer granularity compared to the usage of DSCP for packet classification (NOTE 3)
	· Multiple child IPsec SAs are needed


NOTE 1:
Routing of IP packets exchanged between BBF access and PDN GW may change over time (e.g. due to a network failure or due to a reconfiguration of IP routing protocols) and hence DSCP re-marking performed by intermediate nodes may not be always predictable.

NOTE 2:
The possibility to create child SAs is a standard IKEv2 feature specified in RFC 4306. Therefore, a 3GPP Rel-10 UE with a full implementation of IKEv2 may be able to establish other child SAs in addition to those required for the protection of DSMIPv6 signaling and for user plane integrity protection and/or ciphering. Nonetheless, stage 3 is still not completed for 3GPP Rel-10 and therefore it is not clear if this behavior will be mandated for 3GPP Rel-10 UEs.

NOTE 3:
The number of traffic aggregates that can be distinguished using DSCP marking is hard limited by the number of DSCP bits in the IP header. In theory the usage of SPI for packet classification allows to distinguish a higher number of traffic aggregates, although this may be constrained by the maximum number of child SAs supported by the UE.
End of change
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0. UE and PDN GW have established user plane confidentiality protection on S2c based on section 6.16.2 of TS 23.402







6. Marking of outer tunneling header with DSCP derived from QCI







4. Gateway Control and QoS Rules Provision Ack
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2. DSCP derivation from QCI
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1. Gateway Control and QoS Rules Provision (Outer IP header info, QoS parameters)







3. Access specific mechanism for admission control, etc.
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0. UE and PDN GW have established user plane confidentiality protection on S2c based on section 6.16.2 of TS 23.402







4. Gateway Control and QoS Rules Provision (Outer IP header info, SPI, QoS parameters)







6. Gateway Control and QoS Rules Provision Ack
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5. Access specific mechanism for admission control, etc.







2. Child SA establishment
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