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1. Abstract of the contribution

In current H(e)NB interworking scenario in FMC, the general assumption is that just one tunnel was established between H(e)NB and SeGW. But multiple tunnels method does lead to more benefits in many aspects such as security algorithms negotiation differentiation, service data stream segregation. And 3GPP also leave this possibility for multiple Ipsec tunnels established between femto and SeGW from technical aspect support. This document try to discuss the requirement and the potential enhancement for multiple Ipsec tunnels supported in FMC H(e)NB access.
2. Discussion
2.1  When all the packets encapsulated in one tunnel 

In TR 23.839 v020, for H(e)NB interworking in FMC, the general assumption is that only one IPsec tunnel is established to protect the traffic between H(e)NB and SeGW, i.e. a pair of unidirectional SAs between H(e)NB and SeGW. In this condition, UE specific traffic and also femto specific traffic (for example Femto management plan traffic) are encapsulated in one tunnel. All the tunnelled traffic will have the characteristic as following:
· the same security protection algorithms

· the same IPsec protocol, ESP or AH
· the same source and destination IP addresses, the same SPI (Security Parameters Index)value in UL or DL direction; 
When considering the tunnelled packed visibility to the BBF elements, the BRAS or BNG will forward the packets without any service stream level differentiation. Comparing to that the DSCP marking could be used to help differentiation the packets handling in BBF element, DSCP marking is IP packet granularity but not data stream or tunnel level.  
2.2 Multiple IPsec tunnels helps for security differentiation, service segregation etc
From security point of view, not all the traffic between Femto and SeGW have the same security sensitivity, for example the femto management traffic and UE control plan signalling are intent to have more critical information and thus need be protected with more secure algorithms. Different security algorithms selection for the different tunnels between femto and SeGW is also for keeping the balance between the security and network performance, because generally the more secure protection is associated with more complexity algorithms. 
From service segregation point, in the one tunnel method, the source and the destination IP address could be found in IPSec out header. No more additional tunnel information could be obtained by the BRAS/BNG to perform the different handling in tunnel specific granularity since only one SPI value is associated with the DL or UL unidirectional Security Association. For multiple tunnels establishment condition, packets for different service type could be mapped in different tunnels identified by unique SPI indication even if the source and destination IP address are identical from BRAS/BNG point of view. The number of the tunnels could be designed with flexibility based on the operator’s requirement/policy. For example multiple IPsec tunnels (a pair of unidirectional SAs ) could be established separately for voice, femto management plan, and other data traffic. In this way, the three different classes of packets could be identified and be treated by the BRAS/BNG according to the appropriate QoS rules obtained from S9* interface.
2.3 DSCP marking dependability    
As discussed on S2-10xxxx, the analysis has shown that the DSCP value in the IPsec out header marked by H(e)NB GW and SeGW are not security protected, and could be remarked by the boundary nodes if necessary for the domain traffic adjustment when necessary. The multiple IPsec tunnels solution could be a reliable way to ensure the packets forwarding priority in BRAS/BNG as 3GPP expected especially for the QoS sensitive packets such as voice data, H(e)NB management traffic etc.
2.4 Multiple IPsec tunnels already supported technically in 3GPP 
When 3GPP discussed the IPsec tunnel establishment issue in TS 33.320 for H(e)NB Rel-9,there already leave the possibility for multiple IPsec tunnels to be established between femto and SeGW. IPsec is the mature IP layer security mechanism and widely used for Network Domain Security. For the ESP mode IPsec tunnel used between Femto and SeGW, the figure 1 shows that the SPI value are integrity protected but not ciphered. This SPI information could be used together with IP address to help BRAS/BNG to identify the different IP packet streams, and enforce the QoS admission control according the provisioned QoS rules.      
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Figure 1 IPsec ESP tunnel Mode
3. Proposal
The following changes are proposed in TR 23.839 v020.

* * * Begin of Change * * * *

5.7.X Common consideration for the 3GPP H(e)NB architecture option 

5.7.X.1 Multiple IPsec tunnels supported in H(e)NB access
Multiple Ipsec tunnels establishment should be supported between H(e)NB and SeGW when H(e)NB access or in other occasions. The multiple IPsec tunnels helps for security differentiation (e.g., to negotiate the different security algorithms for different Ipsec tunnels) and service segregation (e.g., to identify the different service flows by the SPI vaue in the IPsec ESP header).

NOTE 1: The details of the IP packet mapping to different IPsec tunnels in H(e)NB and SeGW is FFS. 
NOTE2: When the multiple tunnels between H(e)NB and SeGW are established is FFS.
* * * End of Change* * * *
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