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1. Abstract of the contribution

The TR23.839 has ready endorsed three architecture alternatives for H(e)NB interworking. But all the three alternatives does not detail how to ensure the QoS of critical H(e)NB management plane data. The tunnel between H(e)NB and SeGW encapsulates not only the UE specific data but also the H(e)NB management traffic. This document discussed the requirements for the H(e)NB management plane QoS control, also provide the possible solution for each of the alternatives. It is proposed the H(e)NB management plane QoS control aspect to be considered as the common issue for all the alternatives. 
2. Discussion
2.1 H(e)NB management plane QoS control is the essential issue for H(e)NB 

As specified in TS32.583 and TS 32.593, The H(e)MS is composed of a TR-069 manager and a file server.
H(e)MS involved in such following H(e)NB management procedures, example 
· H(e)NB location verification 
· Provisioning of configuration data to the H(e)NB
· Alarm reporting or performance reporting  
· file upload , download or update from file server
……
These management traffic are very important not only for the H(e)NB initially powers up, but also after the H(e)NB has already accessed and served the UEs. How to convey sufficient information to the BBF element so that the BRAS or BNG could perform admission control based on the QoS attributes of the H(e)NB management data flows need more consideration.  

2.2 H(e)NB management plane QoS control for the two different location of H(e)MS server 

The H(e)MS server may be located inside the operator’s core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet).
When the H(e)MS is accessible on the public Internet, the H(e)NB management traffic is treated as the external traffic from RG/BNG point of view. Pre-configured QoS rules in the BPCF could help to ensure the DSCP priority/ QoS rules for the H(e)NB management plane traffic.
When the H(e)MS server is located inside the operator’s core network, the SeGW terminates Secure tunnelling. The QoS information for the H(e)NB management plane could be preconfigured according to the operator’s local policy and be forwarded to BPCF via S9* if the management traffic could be identified by the BRAS/BNG (e.g., a dedicated IPsec tunnel was established for the H(e)NB management plane) , or this QoS rule information could also be pre-configured in BPCF.
2.3 H(e)NB management plane QoS control analysis for the now existing three H(e)NB architecture alternatives
When the H(e)MS is accessible on the public Internet, the H(e)MS directly communicates with H(e)NB without SeGW involved , the for all the femto interworking alternatives, the QoS rule provision should be depend on BBF element, but this is out the scope of 3GPP.
When the H(e)MS server is located inside the operator’s core network. For alternative 1 and alternative 3，since the S9* session is established per each single H(e)NB for the duration of which being powered up and connected to the H(e)NB GW/MME independent of UE access. Depend on the operator’s policy. the QoS policies associated with management traffic for the H(e)NB could be pre-configured and forward to BPCF when Femto access.. For example, the dedicate IPsec tunnel could be established for the H(e)NB management plane, and the appropriate DSCP priority could be associated with the IPsec tunnel for management traffic. The H(e)NB management planee QoS attributes could be default set in H(e)NB PCRF or originated from other 3GPP element such as H(e)MS or H(e)NB GW. For alternative 2, the S9* session is established between UE hPCRF/vPCRF and BPCF when UE access, so no QoS policies will be forwarded to BPCF through S9* until the first UE access via H(e)NB. 
For all the three alternatives, since the SeGW terminates Secure tunnelling, the SeGW should set the DSCP appropriate priority according to the operator’s policy for the H(e)NB management traffic for the DL packet regardless the original DSCP value received from H(e)MS, or just copy the DSCP value from the original packets to the Ipsec out header. And the H(e)NB should do the DSCP marking appropriate for the H(e)NB management plane in both inner and outer IP header of the IPSec tunnel for the UL packets.         
3. Proposal
This document proposes the following text in section 5.7.2.X in TR 23.839 to be updated to address the H(e)NB management plane QoS control consideration on BBF access interworking solution comparisons.
* * * Start of Change * * *  
5.7.2.X H(e)NB management plane QoS control 

As the H(e)NB management traffic are essential not only when the H(e)NB initially powers up, but also possible after the H(e)NB has already accessed and served the UEs. The H(e)MS server may be located inside the operator’s core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet).
When the H(e)MS is accessible via the public Internet, the H(e)MS directly communicates with H(e)NB without the involvement of SeGW, for all femto interworking alternatives, the possible provisioning and enforcing of QoS rules related to the communication between the H(e)MS and the H(e)NB management  should be done only by BBF network element. This scenario is out the scope of 3GPP and of BBF interworking scenario.
When the H(e)MS server is located inside the operator’s core network. For alternative 1 and alternative 3，since the S9* session is established per each single H(e)NB for the duration of which is being powered up and it is connected to the H(e)NB GW/MME independent of UE access, depending by the operator’s policy, QoS policies associated with management traffic for the H(e)NB could be pre-configured and forwarded to BPCF when femto access. For example, the dedicate IPsec tunnel could be established for the H(e)NB management plane, and the appropriate DSCP priority could be associated with the IPsec tunnel for management traffic. The H(e)NB management plane QoS attributes could be default set in H(e)NB PCRF or originated from other 3GPP element such as H(e)MS or H(e)NB GW. For alternative 2, the S9* session is established between UE hPCRF/vPCRF and BPCF when UE access, so no QoS policies will be forwarded to BPCF through S9* until the first UE access via H(e)NB.
The function of S9* interface should convey sufficient information to the BPCF for admission control based on the QoS attributes of not only for the UE sevice data flow but also the H(e)NB management data flow if the architecture alternative support this possibility.
NOTE1:How to convey sufficient information to the BBF element so that the BRAS / BNG could perform admission control based on the QoS attributes of the H(e)NB management data flow is FFS.
For all the three alternatives, the SeGW shall set the appropriate DSCP marking according to the operator’s policy for the H(e)NB management traffic for the DL packet, e.g. regardless the original DSCP value received from H(e)MS or copying the DSCP value from the original packets to the IPsec out header.  For the UL packets the H(e)NB should apply the appropriate DSCP marking according to the operator’s policy for the H(e)NB management plane in both inner and outer IP header of the IPSec tunnel.
 NOTE2: Whether the DSCP marking in the IP packets could be transferred to BBF without modification need more consideration.
* * * End of Change * * *  
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