SA WG2 Temporary Document

Page 1

3GPP TSG SA WG2 Meeting #81
TD S2-104642
11 October –15 October, 2010, Prague, Czech

Source:
Huawei, Hisilicon
Title:
IPsec tunnel information for Femto Architecture Alternative 2
Document for:
Discussion/Approval

Agenda Item:
9.3
Work Item / Release:
BBAI/Rel-11
Abstract of the contribution: This contribution discusses how PCRF to obtain IPsec tunnel information for femto architecture alternative 2. Several methods are compared and proposes one of them.
Discussion
For femto interworking architecture, there is an IPsec tunnel between H(e)NB and SeGW. PCRF must send outer IP header information for tunnelled traffic to BPCF to allow the BBF access to identify the Femto traffic that is tunnelled. The tunnel information includes, at least, tunnel endpoint IP@, such as HeNB IP@, SeGW IP@. However, there has not been a method for PCRF to obtain tunnel informaiton for alternative 2.

There are several solution for it. 

Solution 1: SeGW/H(e)NB insertes tunnel information into S1-AP signaling
After IPsec tunnel establishment, SeGW and HeNB obtains the IPsec tunnel information. When UE attaches to the H(e)NB, UE will initiates attach procedure and send Attach Request message to the H(e)NB. H(e)NB or SeGW insert IPsec tunnel information into S1-AP message when forward Attach Request message to MME. After MME obtains IPsec tunnel information, MME includes it into the Create session request(GTP message) and send to SGW. SGW forward it to PGW via S5/8 interface. PGW includes IPsec tunnel information into IP-CAN establish request(Diameter message) and send it to PCRF.
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Note: SeGW insert tunnel information only when S1-AP message is not encrypted between H(e)NB and MME.
PROS: 

· No New interfaces required in the EPC network
· No impacts on EPC procedure
CONS:

· Impacts on Multiple NEs
Solution 2: MME derive tunnel information from AAA and insert it into GTP sinaling
When IPsec tunnel establishment between H(e)NB and SeGW, SeGW cooperates with AAA to authenticate H(e)NB. At this step, SeGW stores the tunnel information and H(e)NB ID into AAA.
When UE attaches, MME cooperates with HSS to authenticate UE. With the authentication procedure, MME obtains IPsec tunnel information, according to H(e)NB ID, from HSS/AAA. Then, MME includes the tunnel information into GTP message and send to SGW/PGW and then to PCRF in diameter message via Gx interface.
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Note: In general, the AAA which authenticate H(e)NB is independent from the HSS which authenticate UE. Therefore, the tunnel information need transfer from AAA(femto) to HSS(UE).

PROS: 

· No impacts on H(e)NB
CONS:

· Impacts on Multiple NE
· The interface between AAA(HeNB) and HSS need to be extended to transfer some information for HeNB 
Solution 3: PCRF queries tunnel information from AAA.
When IPsec tunnel establishment between H(e)NB and SeGW, SeGW cooperates with AAA to authenticate H(e)NB. At this step, SeGW stores the tunnel information and H(e)NB ID into AAA.

When UE attaches, as described in TS 23.401, PCRF will receives IP-CAN establishment request from PGW, which includes H(e)NB ID. If PCRF determines to initated S9* session to BPCF, PCRF first to query IPsec tunnel information from AAA. For example, PCRF send a query request to AAA, which include HeNB ID. AAA returns the IPsec tunnel informaiton to PCRF. Query procedure only used when PCRF do not know the tunnel information for specific HeNB. If PCRF has obtained the tunnel information for specific HeNB when previous query procedure, PCRF may skip query procedure to AAA.
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Non-roaming Case
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Roaming Case
Note: In current, the interface between AAA and PCRF is not defined. 

PROS: 

· No impacts on H(e)NB
· Impacts on less NEs
· In case of WLAN interworking the interface between the AAA and PCRF could be used instead of Gxb for carrying tunnel information from ePDG to PCRF.
CONS:
· New interface between AAA and PCRF need to be defined
Conclusion:
	
	HeNB
	SeGW
	MME
	SGW/PGW
	PCRF
	HSS/AAA

	Solution 1
	Y
	N(note 1)
	Y
	Y
	Y(note 2)
	N

	Solution 2
	N
	Y
	Y
	Y
	Y(note 2)
	Y

	Solution 3
	N
	Y
	N
	N
	Y(note 3)
	Y


Imapct on NE

Note 1: The solution SeGW insert IPsec tunnel information is not discussed, since it can not work when S1-AP is encrypted between H(e)NB and MME.
Note 2: PCRF need to support tunnel information from Gx interface.
Note 3: PCRF need to support query tunnel information from AAA.

From above, we can find that solution 3 do not have additional requirement on H(e)NB and impacts on less core network NEs.
Proposal
* * * Start of 1st Change * * *  
5.1.3.2  Architecture Alternative 2 – Femto Architecture Diagrams

5.1.3.2.1 
General

The architecture diagrams highlight the S9* interface between the PCRF and the BBF PCF (BPCF) for Femto accessto support use cases and requirements per WT-203 [6], 3GPP TS 22.220 [14] and 3GPP TS 22.278 [5]. 

The function of the S9* interface is to convey sufficient information to the BPCF to enable it to identify the BBF network elements the 3GPP Femto connects to, and perform admission control based on the BW requirements and QoS attributes of a new/modified UE service data flow/s (via the 3GPP Femto).

The reference architecture focuses on the policy management aspects of the 3GPP-BBF interworking for the packet domain only.

Editor’s note: The change to the reference architecture required to support 3GPP Femto location verification requirements per 3GPP TS 33.320 [15] is FFS 

The following notes apply to all diagrams in the subsections below.

NOTE 1: The assumption is that the BBF BNG may be enhanced to support new functionality such as provisioning of policies from the BPCF.

NOTE 2: For simplicity, the connection between the HNG GW and the SGSN over the Iu-PS interface is not shown

NOTE 3: The diagrams are based on the architecture diagrams agreed at the 3GPP-BBF workshop

NOTE 4: The connection between the BRAS/BNG and the SecGW is IP transport connection

NOTE 5: When the 3GPP and BBF access networks belong to different Service Providers security arrangement are analogous to those between the H-PCRF and the V-PCRF, and can be based on 3GPP TS 33.210 [16] or 3GPP TS 33.310 [17]

5.1.3.2.2 
Non-Roaming 
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Figure 5.1.3.2.2-1 Non-Roaming

NOTE 5: The reference architecture is applicable when both 3GPP and BBF network belong to the same network operator or to different network operators
5.1.3.2.3 
Roaming – Home Routed Traffic
The GTP version of the architecture for the macro network does not require vPCRF in the connection because the HPLN does not provision QoS rules in the VPLMN. Since there is no vPCRF in VPLMN the solution relies on the hPCRF to initiate the S9 session to a selected vPCRF that, in turn, initiates the S9* session with the BPCF. The HPLMN may provision policies in the VPLMN that take into account the fact that the UE connects to a 3GPP Femto.

Editor’s note: It is FFS whether an alternative would not require the S9 interface
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Figure 5.1.3.2.3-2 Roaming – Home Routed Traffic 
NOTE 6: The reference architecture is applicable when both 3GPP VPLMN and BBF network belong to the same network operator or to different network operators

Editor’s note: It is FFS how the H-PCRF discovers the V-PCRF for the GTP version of the Architecture
Editor’s note: It is FFS to determine the S9 enhancements to trigger the H-PCRF – V-PCRF interface for the GTP version of the Architecture

5.1.3.2.4 
Roaming – Visited Access/LBO

The H-PCRF need not aware the UE is connected via the 3GPP Femto in the VPLMN unless SPs require provisioning of HPLN policies in the VPLMN. 
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Figure 5.1.3.2.4-1 Roaming – Visited Access/LBO

NOTE 7: The reference architecture is applicable when both 3GPP VPLMN and BBF network belong to the same network operator or to different network operators
* * * Start of 2nd Change * * *  
5.1.3.2.4 
Reference Point
The reference point S1-MME, S1-U, S3, S4, S10, S11 are defined in TS 23.401 . The reference points S2b, S2c, S6a, S6b, SWx, SWa, SWm, SWn, SWu, SGi, Rx, Gxc are defined in TS 23.402. 

Sxx
It provides transfer of IPsec tunnel information from AAA to PCRF.

Note：If AAA is not deployed for H(e)NB, Sxx interface is between PCRF and SeGW.
S9*
For building block 1 it provides transfer of dynamic QoS control policies (QoS)  from the Home PCRF to the  BBF Policy BPCF  and in roaming scenario from  the Visited PCRF and to the BBF Policy BPCF  function in order to provide the interworking between PCRF and the BBF policy framework. The S9* is based on enhancement of S9 reference point for supporting interworking with BBF Policy Framework.
* * * End of 2st Change * * *  
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