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Abstract of the contribution:

This contribution discusses the additional known issues of NAT64 for IPv6 migration
Discussion

NAT64 is a good candidate solution for addressing the scenarios where an UE with IPv6 only connection wants to visit IPv4 only servers, but there are additional issues which need to addressed in order to make this solution practically workable. 
The additional problems with current NAT64 based solution are:

1. UE whose mobility is handled by MIPv6 (RFC 3775) sends a message (e.g. Home Test Init message) to initiate route optimization (if UE is allowed to use route optimization) with IPv4-only server. This message goes to NAT64 box. NAT64 box translates it into IPv4 packet by skipping over all IPv6 extension headers. The resulting IPv4 packet does not have any data. Home Test Init message can not reach the destination.

2. NAT64 is a NAT device which keeps NAT table as the NAT state [RFC3519]. NAT state is soft state and it expires if it’s not refreshed during a certain time interval. Therefore NAT Keep alive need to be sent by the terminal if NAT64 is a standalone entity. But for mobile nodes, keep on sending the NAT keep alive will drain battery significantly.
Proposal

The following new text is proposed to be updated in the TS 23.975
* * * Begining of Changes * * * *

B.8.3
Evaluation

Known benefits of the solutions

-
No change to the UE and IPv4-only server is required.

-
The NAT64 gateway can be placed on the service provider's IPv6 network edge and is not required to be strictly collocated with PDN GW/GGSN.

-
.This Solution works regardless whether the UE is a roaming user.

Known Issues of the solutions

-
As all stateful NAT based solution may encounter, the PCC may be impacted if the NAT64 gateway is located within the mobile operator's network. Whether PCC is impacted or not is dependent on NAT transversal solution.

-
The impact of this solution on PCC because of use of NAT is FFS.
-  This solution does not work when the UE uses MIPv6 with route optimization because NAT64 translation algorithm ignores all IPv6 extension headers.
-  NAT64 keeps state as soft state which needs to be refreshed using NAT keep-alives. Keep-alive messages drain the UE battery.
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